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An Elixir library for Z-Wave.
Installation
def deps do
  [
    {:grizzly, "~> 5.2"}
  ]
end
Hardware Requirements
	Z-Wave Bridge Controller	Z-Wave 500
	Z-Wave 700


	Compatible System	Nerves Compatible System
	zipgateway-env


	Silicon Labs zipgateway binary

The zipgateway binary allows Grizzly to use Z-Wave over IP or Z/IP. Using the
zipgateway binary provided by Silicon labs allows Grizzly to support the full
range of Z-Wave features quickly and reliability. Some of the more advanced
features like S2 security and smart start are already supported in Grizzly.
See instructions below for compiling the zipgateway binary and/or running locally.
If you want a quick reference to common uses of Grizzly see the cookbook docs.
Basic Usage
Grizzly exposes a supervisor Grizzly.Supervisor for the consuming application
to add to its supervisor tree. This gives the most flexibility and control over
when Grizzly's processes start. Common ways to start Grizzly can look like:
# all the default options are fine
Grizzly.Supervisor.start_link()

# using custom hardware where the serial port is different than the default
# the default serial port is /dev/ttyUSB0.
Grizzly.Supervisor.start_link(serial_port: "/dev/ttyS4")

# if your system is using zipgateway-env and/or something other than Grizzly
# will start and manage running the zipgateway binary
Grizzly.Supervisor.start_link(run_zipgateway: false)
There are other configuration options you can pass to Grizzly but the above are
most common options. The Grizzly.Supervisor docs explains all the options in
more detail.
To use a device you have to add it to the Z-Wave network. This is "called
including a device" or "starting an inclusion." While most of the Grizzly's API
is synchronous the process of adding a node is not. So, if you are working from
the IEx console you can use flush to see the newly add device. Here's how this
process roughly goes.
iex> Grizzly.Inclusions.add_node()
:ok
iex> flush
{:grizzly, :report,  %Grizzly.Report{
  command: %Grizzly.ZWave.Command{
    name: :node_add_status,
    params: [<node info in here>]
  }
}}
To remove a device we have to do an exclusion. Z-Wave uses the umbrella term
"inclusions" for both adding a removing a device, but an "inclusion" is only
about device pairing and "exclusion" is only about device removal. The way to
remove the device from your network in IEx:
iex> Grizzly.Inclusions.remove_node()
:ok
iex> flush
{:grizzly, :report,  %Grizzly.Report{
  command: %Grizzly.ZWave.Command{
    name: :node_remove_status,
    params: [<node info in here>]
  }
}}
There are more details about this process and how to better tie into the
Grizzly runtime for this events in Grizzly.Inclusions.
After you included a node it will be given a node id that you can use to send
Z-Wave commands to it. Say for example we added an on off switch to our
network, in Z-Wave this will be called a binary switch, and it was given the id
of 5. Turning it off and on would look like this in IEx:
iex> Grizzly.send_command(5, :switch_binary_set, target_value: :on)
{:ok, %Grizzly.Report{}}
iex> Grizzly.send_command(5, :switch_binary_set, target_value: :off)
{:ok, %Grizzly.Report{}}
For more documentation on what Grizzly.send_command/4 can return see the
Grizzly and Grizzly.Report module documentation.
Successful Commands
	{:ok, %Grizzly.Report{type: :ack_response}} - normally for setting things
on a device or changing the device's state
	{:ok, %Grizzly.Report{type: :command}} - this is normally returned when asking
for a device state or about some information about a device or Z-Wave
network. The command be access by the :command field field of the report.
	{:ok, %Grizzly.Report{type: :queued}} - some devices sleep, so sending a
command to it will be queued for some amount of type that can be access in
the :queued_delay field. Once a device wakes up the calling process will
receive the messages in this form: {:grizzly, :report, %Grizzly.Report{}}
where the type can either be :queued_ping or :command. To check if the
report you receive was queued you can check the :queued field in the
report.
	{:ok, %Grizzly.Report{type: :timeout}} - the command was sent but for some
reason this commanded timed out.

When things go wrong
	{:error, :nack_response} - for when the node is not responding to the
command. Grizzly has automatic retries, so if you got this message that
might mean the node is reachable, your Z-Wave network is experiencing a of
traffic, or the node has recently been hit with a lot of commands and
cannot handle anymore at this moment.
	{:error, :including} - the Z-Wave controller is currently in the inclusion
state and the controller cannot send any commands currently
	{:error, :firmware_updating} - the Z-Wave controller is currently in the
process of having it's firmware updated and is not able to send commands

More information about Grizzly.send_command/4 and the options like timeouts
and retries that can be passed to see the Grizzly module.
More information about reports see the documentation in the Grizzly.Report
module.
Unsolicited Messages
When reports are sent from the Z-Wave network to the controller without the
controller asking for a report these are called unsolicited messages. A concrete
example of this is when you manually unlock a lock, the controller will receive
a message from the device if the associations are setup correctly (see
Grizzly.Node.set_lifeline_association/2 for more information). You can listen
for these reports using Grizzly.subscribe/2.
Grizzly.subscribe_command(:door_lock_operation_report)

# manually unlock a lock

flush

{:grizzly, :report, %Grizzly.Report{type: :unsolicited}}
To know what reports a device sends please see the device's user manual as these
events will be outlined by the manufacture in the manual.
Supported Command Classes
	Command Class	Version	Notes
	Alarm (Notification)	8	
	Anti-theft	3	
	Anti-theft Unlock	1	
	Application Status	1	
	Association	3	
	Association Group Info	3	
	Barrier Operator	1	
	Basic	2	
	Battery	3	
	Binary Sensor	2*	Partial support, obsoleted by spec
	Binary Switch	2	
	Central Scene	3	
	Clock	1	
	Configuration	4	
	CRC-16 Encapsulation	1	
	Device Reset Locally	1	
	Door Lock	4	
	Firmware Update MD	7	
	Hail	1	
	Indicator	4	
	Manufacturer-specific	2	
	Meter	1	
	Multi-channel	4	
	Multi-channel association	4	
	Multi-command	1	
	Multilevel Sensor	11*	Partial support
	Multilevel Switch	4	
	NM Basic Node	2	
	NM Inclusion	4	
	NM Installation and Maintenance	4	
	NM Proxy	3*	Partial support for v4
	No Operation	1	
	Node Naming and Location	1	
	Node Provisioning	1	
	Powerlevel	1	
	Scene Activation	1	
	Scene Actuator Configuration	1	
	Schedule Entry Lock	3	
	Security	1*	Partial support
	Security 2	1*	Partial support
	Sound Switch	2	
	Supervision	2	
	Thermostat Fan Mode	1	
	Thermostat Fan State	2	
	Thermostat Mode	2	
	Thermostat Operating State	1	
	Thermostat Setback	1	
	Thermostat Setpoint	3*	Partial support
	Time Parameters	1	
	Time	2	
	User Code	2	
	Version	3	
	Wake Up	3	
	Window Covering	1	
	Z/IP Gateway	1*	Partial support
	Z/IP	5	
	Z-Wave Plus Info	2	

Get Started
Quick and Fast running locally
If you want to run Grizzly locally for development and/or learning before going
through the challenge of compiling and running in Nerves we recommend the
zipgateway-env project. This
provides a docker container and CLI for compiling and running different
versions of zipgateway.
Nerves Devices (WIP)
First download the Z/IP GW
SDK
from Silicon Labs. You'll need to create an account with them to do this, but
the download is free.
The default binaries that come with the download will not work by default in
Nerves system, so you will need to compile the source for your target. The
source code can be found in the Source directory.
This can be tricky and the instructions are a work in progress, so for now
please contact us if you any troubles.
Connecting zipgateway to Grizzly
zipgateway runs as a separate server, accessed over a DTLS (UDP over SSL)
connection. Grizzly will automatically start this server. It assumes the
executable is in /usr/sbin/zipgateway. If this is not the case, you can
specify the actual location with
config :grizzly,
  zipgateway_path: "«path»"
Grizzly uses the taptun module to manage the TCP connection: it checks that
this is loaded as it starts.
Configuring zipgateway
The zipgateway binary is passed a configuration file named zipgateway.cfg.
This has configuration parameters around networking and setting device specific
information. Most of these configuration settings are static, so Grizzly can
handle those for you in a reliable way. However, there are few exposed
configuration options to allow some customization around device specific
information, logging, and network interface set up.
Supported configuration fields are documented in Grizzly.Supervisor.arg/0.
For the most part if you are using Grizzly to run zipgateway the defaults should
just work.
When going through certification you will need provide some device specific
information:
config :grizzly,
  zipgateway_cfg: %{
    manufacturer_id: 0,
    product_type: 1,
    product_id: 1,
    hardware_version: 1
  }
The manufacturer_id will be given to you by Silicon Labs, and will default
to 0if not set (this is zipgateway level default).
The above fields have no impact on the Grizzly runtime, and are only useful for
certification processes.
When running zipgateway binary outside of Grizzly this configuration field is ignored
and you will need to pass in the location to your configuration like so:
zipgateway -c /path/to/zipgateway.cfg
Resources
	Z-Wave Specification Documentation
	Z-Wave Learning Resources
	Specific Z-Wave product information



  

    Changelog

This project follows Semantic Versioning.
v9.1.4
Changed
	Fix crash on decoding a thermostat mode report (#1246)

v9.1.3
Changed
	Add helper to clear ZGW S2 span table (#1232)
	ENG: Update Trace/Trace.Record output (#1239)

v9.1.2
Fixed
	Fix minor bugs in OTW update runner (#1230)

v9.1.1
Fixed
	Fix OTW update runner issues when Z/IP Gateway is not available (#1227)
	Reduce default DTLS connect and handshake timeouts to 1s (#1228)

v9.1.0
Removed
	Grizzly.BackgroundRSSIMonitor has been removed (#1214)

v9.0.0
Changed
	OTW firmware updates for the Z-Wave module have been rewritten to use Elixir instead of zw_programmer (#1142)
	The deprecated behaviour Grizzly.StatusReporter has been removed (use Grizzly.Events instead) (#1144)
	Grizzly.Commands.* has been renamed Grizzly.Requests.* to clarify between Z-Wave
commands and requests to Z/IP Gateway
	Many Z-Wave commands are now encoded/decoded using a generic encoder instead of
requiring a module and custom encode/decode functions for every single command

v8.x Changelog
For Grizzly v8 and older, see the v8 changelog.


  

    Grizzly Cookbook

Below are short notes about using Grizzly.
	Grizzly Cookbook	Starting Grizzly
	Docker Local Development
	Add Devices	No Security
	S0


	Remove Devices
	Factory Reset Controller
	Command Basics	When you get command reports back
	When you get ack responses back


	Binary Switches
	Door Locks
	DSK
	Indicator Light
	Firmware Information
	Network Update



Starting Grizzly
If you using Grizzly you will need to start the supervision tree manually.
Grizzly.Supervisor.start_link(opts)
or add the supervisor to your supervision tree:
children = [
    ... other processes ...
    {Grizzly.Supervisor, grizzly_opts},
    ... other processes ...
]

Supervisor.init(children, supervisor_opts)
Docker Local Development
Getting the zipgateway binary compiled and running can be hard. Due to
licenses we cannot redistribute a pre-compiled version either. However, the
zipgateway-env project has is
a docker based environment that is setup to compile zipgateway from source and
provides a CLI for running the binary.
After getting zipgateway-env setup and working you can use grizzly locally.
You will need to pass the :run_zipgateway option when you start Grizzly
setting it to false:
iex> Grizzly.Supervisor.start_link(run_zipgateway: false)
children = [
    ... other processes ...
    {Grizzly.Supervisor, [run_zipgateway: false]},
    ... other processes ...
]

Supervisor.init(children, supervisor_opts)
Add Devices
There are 3 security schemas a device can be included with:
	No Security
	S0
	S2

When adding a device you will need to put the device into inclusion mode. How to
do this is normally found in the device's user manual. So, be sure to read that
to learn how to add the device to the Z-Wave network.
Also, you will need to put the controller into inclusion mode:
Grizzly.Inclusions.add_node()
After an inclusion is done the calling process will receive this message:
{:grizzly, :report, %Grizzly.Report{}}
Where the Grizzly.Report will have the command field contain the
NodeAddStatus
command.
That command's param :status will tell you if inclusion failed or not:
alias Grizzly.ZWave.Command

#... code ...

def handle_info({:grizzly, :report, report}, state) do
  case report.command.name do
    :node_add_status ->
      handle_node_add_status(report.command, state)
  end
end

defp handle_node_status(command, state) do
  case Command.param!(command, :status) do
    :done -> Logger.info("YAY!")
    :failed -> Logger.info("Sad!")
  end

  {:noreply, state}
end
If you want to check the security schema that was used you can check the
NodeAddStatus command param :granted_keys:
def get_security(node_add_status_command) do
  node_add_status_command
  |> Command.param!(:granted_keys)
  |> Grizzly.ZWave.Security.get_highest_level()
end
No Security
No security is done in these 3 steps
	Put the controller in inclusion mode
	Put the device in inclusion mode
	Wait until NodeAddStatus command is received

S0
S0 inclusion is done the same way as No Security. The only
difference the :granted_keys param will be [:s0].
Remove Devices
To remove a device you can call:
Grizzly.Inclusions.remove_device()
By default you will get a message sent to the calling process that looks like:
{:grizzly, :report, %Grizzly.Report{}}
Where the report command that is received is
Grizzly.ZWave.Commands.NodeRemoveStatus.
You can also provide an Inclusion handler which is explained in Add Devices.
Factory Reset Controller
If you have been doing development and adding and removing devices or testing
some Z-Wave Network functionally that has lead to the network getting in a
broken state and you just want to start over again you can reset your controller
by doing this:
Grizzly.Network.reset_controller()
This will make the controller forget any devices that are paired with it and
delete all node provisioning entries from the SmartStart node provisioning list.
For devices that thought they were included on the newly reset controller you
will to excluded them by going through the remove devices
steps before you are able to re-include them back into the controller's
network.
Command Basics
In Z-Wave everything that is sent and received is a command. The controller
will send commands to a device and the device will send commands back. However,
there is lifecycle these command go through within Grizzly so the abstraction
Grizzly presents is you send a command and receive a report.
The reason for a report is because normally when you send a command and the
device answers to that command it will send a command who's name normally ends
with Report.
When you get command reports back
The most common case you get a command report back is when you send a GET
based command. That is you want to read some value from the device. Common
commands that expect a report are:
	Grizzly.ZWave.Commands.SwitchBinaryGet
	Grizzly.ZWave.Commands.DoorLockOperationGet
	Grizzly.ZWave.Commands.UserCodesGet
	Grizzly.ZWave.Commands.ThermostatSetpointGet

Just to highlight a few.
There is common pattern here: If the command name ends with Get it probably
will receive a report command back.
When you get ack responses back
The other main report you will receive is an :ack_response. This report just
says the communication to the device was successful. That does not mean the
device will perform what you sent, but that is was received. This is common when
you want to set a value on the device.
Commands ending with Set will normally be these commands.
But the Get and the Set commands can have exceptions to the normal so please
read the module documentation for the command your are using.
Binary Switches
Binary switches are your basic on-off switch. Z-Wave commands to control these
are:
Commands:
	Grizzly.ZWave.Commands.SwitchBinaryGet
	Grizzly.ZWave.Commands.SwitchBinarySet

Report:
	Grizzly.ZWave.Commands.SwitchBinaryReport

Usage:
iex> {ok, report} = Grizzly.send_command(switch_id, :switch_binary_get)
iex> Command.param!(report.command, :target_value)
:on
iex> {:ok, %Grizzly.Report{type: :ack_response}} =
       Grizzly.send_command(switch_id, :switch_binary_set, value: :off)
{:ok, %Grizzly.Report{}}
Door Locks
Commands:
	Grizzly.ZWave.Commands.DockLockOperationGet
	Grizzly.ZWave.Commands.DockLockOperationSet

Reports:
	Grizzly.ZWave.Commands.DockLockOperationReport

Usage:
iex> {:ok, report} = Grizzly.send_command(lock_id, :door_lock_operation_get)
iex> Command.param!(report.command, :mode)
:secured
iex> {:ok, %Grizzly.Report{type: :ack_response}} =
       Grizzly.send_command(lock_id, :dock_lock_operation_set, mode: :unsecured)
{:ok, %Grizzly.Report{}}
DSK
This returns this node's DSK. This is normally printed on a label as a QRCode or
a UUID and is what will show up on a hub if you include this node into a Z-Wave
network.
iex> Grizzly.Node.get_dsk(1, :learn)
{:ok,
 %Grizzly.Report{
   command: %Grizzly.ZWave.Command{
     command_byte: 9,
     command_class: Grizzly.ZWave.CommandClasses.NetworkManagementBasicNode,
     impl: Grizzly.ZWave.Commands.DSKReport,
     name: :dsk_report,
     params: [
       seq_number: 58,
       add_mode: :learn,
       dsk: "12345-12345-12345-12345-12345-12345-12345-12345"
     ]
   },
   command_ref: #Reference<0.2080011265.2613837825.149583>,
   node_id: 1,
   queued: false,
   queued_delay: 0,
   status: :complete,
   transmission_stats: [],
   type: :command
 }}
Indicator Light
Z-Wave requires that devices be able to identify themselves. Here's how to test
this:
# Turn the indicator on
iex> Grizzly.send_command(1, :indicator_set,
       resources: [
         [indicator_id: :node_identify, property_id: :toggling_periods, value: 1],
         [indicator_id: :node_identify, property_id: :toggling_cycles, value: 1]
       ]
     )

# Turn off
iex> Grizzly.send_command(1, :indicator_set,
       resources: [
         [indicator_id: :node_identify, property_id: :toggling_periods, value: 0],
         [indicator_id: :node_identify, property_id: :toggling_cycles, value: 0]
       ]
     )
Firmware Information
To check firmware version information
iex> Grizzly.send_command(node_id, :version_get)
{:ok,
 %Grizzly.Report{
   command: %Grizzly.ZWave.Command{
     command_byte: 2,
     command_class: Grizzly.ZWave.CommandClasses.FirmwareUpdateMD,
     impl: Grizzly.ZWave.Commands.FirmwareMDReport,
     name: :firmware_md_report,
     params: [
       manufacturer_id: 297,
       firmware_id: 769,
       checksum: 16143,
       firmware_upgradable?: true,
       max_fragment_size: 40,
       other_firmware_ids: [32778]
     ]
   },
   command_ref: #Reference<0.1607448711.4278714369.34043>,
   node_id: 10,
   queued: false,
   queued_delay: 0,
   status: :complete,
   transmission_stats: [],
   type: :command
 }}
To check what firmware version is running on a node:
iex> Grizzly.send_command(node_id, :firmware_md_get)
{:ok,
 %Grizzly.Report{
   command: %Grizzly.ZWave.Command{
     command_byte: 18,
     command_class: Grizzly.ZWave.CommandClasses.Version,
     impl: Grizzly.ZWave.Commands.VersionReport,
     name: :version_report,
     params: [
       library_type: :enhanced_end_node,
       protocol_version: "4.24",
       firmware_version: "1.78",
       hardware_version: 255,
       other_firmware_versions: ["24.0"]
     ]
   },
   command_ref: #Reference<0.1607448711.4278714369.35718>,
   node_id: 10,
   queued: false,
   queued_delay: 0,
   status: :complete,
   transmission_stats: [],
   type: :command
 }}
Network Update
Sometimes the Z-Wave can get into a funny state and devices stop communicating
with the controller. One thing that could help fix this issue is running:
Grizzly.Network.request_network_update()
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Send commands, subscribe to unsolicited events, and other helpers.
Unsolicited Events
In order to receive unsolicited events from the Z-Wave network you must subscribe to the
corresponding command (e.g. :battery_report, :alarm_report, etc.).
Whenever an unsolicited event is received from a device, subscribers will receive messages
in the following format:
{:grizzly, :event, %Grizzly.Report{}}
The Grizzly.Report struct will contain the id of the sending node, a Grizzly.ZWave.Command
struct with the command name and arguments, and any additional metadata. Refer to Grizzly.Report
and Grizzly.ZWave.Command for details.
Telemetry
	[:grizzly, :zip_gateway, :crash]
	Description: Emitted when the Z/IP Gateway process exits abnormally.
	Measurements: N/A
	Metadata: N/A


	[:grizzly, :zwave, :s2_resynchronization]
	Description: Emitted when an S2 resynchronization event occurs.
	Measurements: %{system_time: non_neg_integer()}
	Metadata: %{node_id: non_neg_integer(), reason: non_neg_integer()}
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          @type command_opt() ::
  {:timeout, non_neg_integer()}
  | {:retries, non_neg_integer()}
  | {:handler, module() | handler_spec()}
  | {:transmission_stats, boolean()}
  | {:supervision?, boolean()}
  | {:status_updates?, boolean()}
  | {:mode, connection_mode()}
  | {:more_info, boolean()}
  | {:destination, Grizzly.ZWave.endpoint_id()}


      


Options for Grizzly.send_command/4.
	:timeout - Time (in milliseconds) to wait for an ACK or report before timing out.
Maximum 140 seconds. Default 15_000.
	:retries - Number of retries in case the node responds with a NACK. Default 0.
	:handler - A custom response handler (see Grizzly.CommandHandler). Ignored if
supervision? is true.
	:transmission_stats - If true, transmission stats will be included with the
returned report (if available). Default false.
	:supervision? - Whether to use Supervision CC encapsulation. Default false.
	:status_updates? - If true, the calling process will receive messages when
a supervision status update is received from the destination node. Default false.
	:mode - The connection mode to use when sending the command. Defaults to :sync.
Using :async will result in the returned Grizzly.Report always having a type of
:queued_delay.
	:more_info - If true, this will set the more info flag in the Z/IP Packet, which
will cause Z/IP Gateway to wait (at least) 3 seconds after sending the command before
putting the target node back to sleep. Only useful for wakeup devices. Default false.
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          @type handler() :: module() | handler_spec()
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          @type handler_spec() :: {module(), args :: any()}


      


A custom handler for the command.
See the Grizzly.CommandHandler behaviour for more documentation.
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          @type node_id() :: zwave_node_id() | virtual_node_id()
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          @type send_command_error() ::
  :including | :firmware_updating | :nack_response | :queue_full | :timeout
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          @type send_command_response() ::
  {:ok, Grizzly.Report.t()} | {:error, send_command_error()}


      


The response from sending a Z-Wave command.
When everything is okay the response will be {:ok, Grizzly.Report{}}. For
documentation about a report see Grizzly.Report module.
When there are errors the response will be in the pattern of
{:error, reason}.
Three reasons that Grizzly supports for all commands are :nack_response,
:update_firmware, and :including.
Including
An :including response means that the controller is in inclusion, exclusion,
or learn mode and cannot process any commands. Either cancel the inclusion (see
Grizzly.Inclusions) or wait until the inclusion is complete before trying again.
Nack response
A :nack_response normally means that the Z-Wave node that you were trying
to send a command to is unreachable and did not receive your command at all.
This could mean that the Z-Wave network is overloaded and you should reissue
the command, the device is too far from the controller, or the device is no
longer part of the Z-Wave network (e.g. due to a factory reset).
By default, Grizzly will retry the command twice before sending returning a
:nack_response. This is configurable via the :retries command option in
the Grizzly.send_command/4 function. This helps increase the reliability of
sending commands during Z-Wave network congestion.
Queue full
Sleeping devices can only receive commands when they are wake up, so Z/IP Gateway
queues commands to be sent when it receives a wake up notification from the device.
However, it will only queue a limited number of commands. A :queue_full response
is returned in this situation.
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          @spec firmware_update_progress_timeout() :: non_neg_integer()


      


How long in milliseconds before a device firmware update times out because of inactivity
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Return the options Grizzly.Supervisor was started with. Returns nil if supervisor
is not started.
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Whether Grizzly supports sending the given command with supervision.
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See Grizzly.ZWave.Commands.spec_for/1.
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See Grizzly.ZWave.Commands.spec_for!/1.
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          @spec commands_for_command_class(atom()) :: [atom()]


      


List the supported Z-Wave commands for a particular command class.
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See Grizzly.ZWave.Commands.create/2.
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See Grizzly.ZWave.Commands.create!/2.
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See Grizzly.ZWave.from_binary/1.
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See Grizzly.ZWave.to_binary/1.
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          @spec list_commands() :: [atom()]


      


List all supported Z-Wave commands.
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          @spec ping(Grizzly.ZWave.node_id(), [command_opt()]) :: send_command_response()


      


Sends a no-op command to the given node to check its reachability. Transmission
stats are enabled by default.
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          @spec send_binary(Grizzly.ZWave.node_id(), binary()) ::
  :ok | {:error, :including | :firmware_updating}


      


Send a raw binary to the Z-Wave node.
This function does not block and expects the sending process to handle the
lifecycle of the command being sent. This maximizes control but minimizes
safety and puts things such as timeouts, retries, and response handling in
the hand of the calling process.
When sending a binary command to a Z-Wave node, the binary must be encapsulated
in a Z/IP Packet (see Grizzly.ZWave.Commands.ZIPPacket).
seq_no = 0x01
{:ok, my_command} = Grizzly.ZWave.Commands.SwitchBinaryGet.new()
{:ok, packet} = Grizzly.ZWave.Commands.ZIPPacket.with_zwave_command(my_command, seq_no)
binary = Grizzly.ZWave.to_binary(packet)

Grizzly.send_binary(node_id, binary)
This can be useful when you need very fine-grained control of the outgoing Z/IP Packet,
if you need to send a command that has not been implemented in Grizzly yet (contributions
are welcome!), or for debugging purposes.
After sending a binary packet the calling process will receive a message in the form of:
{:grizzly, :binary_response, <<...>>}
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          @spec send_command(
  Grizzly.ZWave.node_id() | :gateway | Grizzly.VirtualDevices.id(),
  command(),
  args :: list(),
  [command_opt()]
) :: send_command_response()


      


Send a command to the node via the node id or to Z/IP Gateway.
Arguments
	node_id - The node id to send the command to. If :gateway is passed, the command
will be sent to the locally running Z/IP Gateway -- this is useful if this controller
has a node id other than 1.

	command - The command to send. See Grizzly.ZWave.Commands for a list of available commands
and their associated modules.

	args - A list of arguments to pass to the command. See the associated command module
for details.

	opts - A keyword list of options to control how the command is sent and processed.
See Grizzly.command_opt/0 for details.


Usage
# A command with no arguments or options:
Grizzly.send_command(node_id, :switch_binary_get)

# ... with arguments:
Grizzly.send_command(node_id, :switch_binary_set, value: :off)

# ... with arguments and options:
Grizzly.send_command(node_id, :switch_binary_get, [], timeout: 10_000, retries: 5)
Return values and errors
Following are the most common return values and errors that you will see. For a
complete list, see Grizzly.send_command_response/0.
	{:ok, Grizzly.Report.t()} - the command was sent and the Z-Wave device
  responded with an ACK or a report. See Grizzly.Report for more information.
	{:error, :including} - the Z-Wave controller is currently in inclusion or exclusion mode
	{:error, :firmware_updating} - the Z-Wave controller is undergoing a firmware update
	{:error, reason} - see Grizzly.send_command_response/0
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          @spec subscribe(
  Grizzly.Events.subject() | [Grizzly.Events.subject()],
  Grizzly.Events.subscribe_opts()
) ::
  :ok


      


See Grizzly.Events.subscribe/2.
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          @spec unsubscribe(Grizzly.Events.subject() | [Grizzly.Events.subject()]) :: :ok


      


See Grizzly.Events.unsubscribe/1.
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See Grizzly.Network.get_all_node_ids/0.
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          @spec background_rssi() ::
  {:ok, [Grizzly.ZWave.Commands.RssiReport.param()]} | {:error, any()}


      


Reports the gateway's current background RSSI (noise).
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          @spec can_send_command?() :: :ok | {:error, :including | :firmware_updating}


      


Whether commands can currently be sent. Returns false when in inclusion mode
or if a firmware update is in progress.
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See Grizzly.Network.report_failed_node_ids/0.
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          @spec home_id() :: binary() | nil


      


Returns the network's home id. Returns nil if Grizzly is started with run_zipgateway: false
or if Z/IP Gateway has not yet logged the home id.
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          @spec inclusion_status() :: Grizzly.Inclusions.status()


      


Get the current inclusion status.
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          @spec network_keys() ::
  [{Grizzly.ZIPGateway.LogMonitor.network_key_type(), binary()}] | nil


      


Returns the network encryption keys. Returns nil if Grizzly is started with
run_zipgateway: false or if Z/IP Gateway has not yet logged the network keys.

  



  
    
      
    
    
      zniffer_network_keys()



        
          
        

    

  


  

      

          @spec zniffer_network_keys() :: binary() | nil


      


Returns the network encryption keys formatted for use with the Zniffer application.
See Grizzly.ZIPGateway.LogMonitor.zniffer_network_keys/1 for more information.
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      is_virtual_device(device_id)


        (macro)


        
          
        

    

  


  

Guard for checking if device is a virtual device or not

  



  
    
      
    
    
      listening_mode(node_id)



        
          
        

    

  


  

      

          @spec listening_mode(integer()) ::
  {:ok, Grizzly.ZIPGateway.Database.listening_mode()} | nil


      


Get the listening mode of a node

  



    

  
    
      
    
    
      node_info(node_id, opts \\ [])



        
          
        

    

  


  

See Grizzly.Node.get_info/2.

  



  
    
      
    
    
      virtual_device?(device_id)



        
          
        

    

  


  

      

          @spec virtual_device?(
  :gateway
  | Grizzly.ZWave.node_id()
  | Grizzly.VirtualDevices.id()
) :: boolean()


      


Check to if the device id is a virtual device or a regular Z-Wave devices

  


        

      

      
        Z/IP Gateway
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          @spec restart_zipgateway() :: :ok


      


Restarts the Z/IP Gateway process. An error will be raised if Grizzly.ZIPGateway.Supervisor
is not running.

  



  
    
      
    
    
      start_zipgateway()



        
          
        

    

  


  

      

          @spec start_zipgateway() :: :ok | {:error, atom()}


      


Starts the Z/IP Gateway process if it is not already running.

  



  
    
      
    
    
      stop_zipgateway()



        
          
        

    

  


  

      

          @spec stop_zipgateway() :: :ok


      


Stops the Z/IP Gateway process if it is running.
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          @spec zipgateway_ready?() :: boolean()


      


Is Z/IP Gateway ready?

  


        

      


  

    
Grizzly.Associations 
    



      
Storage for Z-Wave association groups. Supports both standard and multi channel
associations.
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        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.
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        Delete all the associations
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        Delete all the nodes from the grouping
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        Delete the nodes from each association group
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        Delete the specified nodes from the association grouping
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        Get an association by the grouping id
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        Get all the associations



    


    
      
        save(server \\ __MODULE__, grouping_id, node_ids)

      


        Save the node ids to the grouping id
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        Start the Associations server
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          @type grouping_id() :: byte()
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      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



    

  
    
      
    
    
      delete_all(server \\ __MODULE__)



        
          
        

    

  


  

      

          @spec delete_all(GenServer.server()) :: :ok


      


Delete all the associations

  



    

  
    
      
    
    
      delete_all_nodes_from_grouping(server \\ __MODULE__, grouping_id)



        
          
        

    

  


  

      

          @spec delete_all_nodes_from_grouping(GenServer.server(), grouping_id()) :: :ok


      


Delete all the nodes from the grouping

  



    

  
    
      
    
    
      delete_nodes_from_all_groupings(server \\ __MODULE__, nodes)



        
          
        

    

  


  

      

          @spec delete_nodes_from_all_groupings(GenServer.server(), [Grizzly.ZWave.node_id()]) ::
  :ok


      


Delete the nodes from each association group

  



    

  
    
      
    
    
      delete_nodes_from_grouping(server \\ __MODULE__, grouping_id, nodes)



        
          
        

    

  


  

      

          @spec delete_nodes_from_grouping(GenServer.server(), grouping_id(), [
  Grizzly.ZWave.node_id()
]) ::
  :ok | {:error, :invalid_grouping_id}


      


Delete the specified nodes from the association grouping

  



    

  
    
      
    
    
      get(server \\ __MODULE__, grouping_id)



        
          
        

    

  


  

      

          @spec get(GenServer.server(), grouping_id()) ::
  Grizzly.Associations.Association.t() | nil


      


Get an association by the grouping id

  



    

  
    
      
    
    
      get_all(server \\ __MODULE__)



        
          
        

    

  


  

      

          @spec get_all(GenServer.server()) :: [Grizzly.Associations.Association.t()]


      


Get all the associations

  



    

  
    
      
    
    
      save(server \\ __MODULE__, grouping_id, node_ids)



        
          
        

    

  


  

      

          @spec save(GenServer.server(), grouping_id(), [Grizzly.ZWave.node_id()]) ::
  :ok | :error


      


Save the node ids to the grouping id

  



    

  
    
      
    
    
      start_link(grizzly_options, server_opts \\ [])



        
          
        

    

  


  

      

          @spec start_link(Grizzly.Options.t(), GenServer.options()) :: GenServer.on_start()


      


Start the Associations server
If you pass the GenServer option for a name you can access the server with
that name. However, if no name is passed to the server_opts then it will
fallback to using the Grizzly.Associations module name

  


        

      


  

    
Grizzly.Associations.Association 
    



      
A representation of a Z-Wave association group with associated nodes.
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          @type t() :: %Grizzly.Associations.Association{
  grouping_id: byte(),
  node_ids: [
    Grizzly.ZWave.node_id()
    | {Grizzly.ZWave.node_id(), Grizzly.ZWave.endpoint_id()}
  ]
}


      


Fields
	grouping_id - the association group id
	node_ids - a list of node in the association group. Integers represent
node associations, while tuples represent endpoint associations. For example,
[5, {6, 0}] represents a node association for node 5 and an endpoint
association for node 6 endpoint 0.


  


        

      


  

    
Grizzly.Events 
    



      
Pubsub registry for Grizzly events other than Z-Wave commands from devices.
Events
Ready
This event is emitted when Z/IP Gateway has started and Grizzly is ready to
process commands.
OTW Firmware Update
This event is emitted when updating the firmware on the Z-Wave module. The
payload indicates the status. See Grizzly.FirmwareUpdates.OTWUpdateRunner.update_status/0.
Serial API Status
This event is emitted when the serial API appears to be unresponsive (or recovers
from this state) based on Z/IP Gateway's log output.
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        subscribe_opts()

      


    


    
      
        subscriptions()
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        child_spec(_)

      


    


    
      
        subscribe(subject, opts \\ [])

      


        Subscribe to an event, all commands from a node, or a specific command from any
node.



    


    
      
        subscriptions(pid \\ self())

      


        List a process's subscriptions.



    


    
      
        unsubscribe(subject)

      


        Unsubscribe from one or more Grizzly events.
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          @type event() :: :ready | :otw_firmware_update | :serial_api_status


      



  



  
    
      
    
    
      subject()



        
          
        

    

  


  

      

          @type subject() ::
  event() | Grizzly.command() | Grizzly.node_id() | {:node, Grizzly.node_id()}
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          @type subscribe_opt() :: {:firehose, boolean()}
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          @type subscribe_opts() :: [subscribe_opt()]
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          @type subscriptions() :: [
  event: [event()],
  commands: [Grizzly.command()],
  nodes: [Grizzly.node_id()]
]


      



  


        

      

      
        Functions


        


  
    
      
    
    
      child_spec(_)



        
          
        

    

  


  

      

          @spec child_spec(any()) :: Supervisor.child_spec()


      



  



    

  
    
      
    
    
      subscribe(subject, opts \\ [])



        
          
        

    

  


  

      

          @spec subscribe(subject() | [subject()], subscribe_opts()) :: :ok


      


Subscribe to an event, all commands from a node, or a specific command from any
node.
Options
	:firehose - Normally, subscribers will only receive unsolicited commands
from the node (or command) they are subscribed to. If this option is set to
true, subscribers will receive all incoming commands that match, including
responses to commands sent via Grizzly.send_command/4. Defaults to false.
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          @spec subscriptions(GenServer.server()) :: subscriptions()


      


List a process's subscriptions.
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          @spec unsubscribe(subject() | [subject()]) :: :ok


      


Unsubscribe from one or more Grizzly events.

  


        

      


  

    
Grizzly.Inclusions 
    



      
Module for adding and removing Z-Wave nodes
In Z-Wave the term "inclusions" means two things:
	Adding a new Z-Wave device to the Z-Wave Network
	Removing a Z-Wave device to the Z-Wave Network

In practice though it is more common to speak about adding a Z-Wave node in
the context of "including" and removing an Z-Wave mode in the context of
"excluding." This module provides functionality for working will all contexts
of inclusion, both adding and removing.
Adding a Z-Wave Node (including)
When adding a device that does not required any security  authentication is
as simple as calling Grizzly.Inclusions.add_node/0.
iex> Grizzly.Inclusions.add_node()
:ok
After starting the inclusion on the controller, which the above function
does, you can then put your device into inclusion as well. From here the new
device and your controller will communicate and if all goes well you should
receive a message in the form of
{:grizzly, :inclusion, NodeAddStatus} where the the NodeAddStatus is a
Z-Wave command the contains information about the inclusion status (status,
node id, supported command classes, security levels, etc.). See
Grizzly.ZWave.Commands.NodeAddStatus for more information about the values
in that command. For example:
defmodule MyInclusionServer do
  use GenServer

  require Logger

  alias Grizzly.Inclusions
  alias Grizzly.ZWave.Command

  def start_link(_) do
    GenServer.start_link(__MODULE__, nil)
  end

  def add_node(pid) do
    GenServer.call(pid, :add_node)
  end

  def init(_) do
    {:ok, nil}
  end

  def handle_call(:add_node, _from, state) do
    :ok = Inclusions.add_node()
    {:reply, :ok, state}
  end

  def handle_info({:grizzly, :inclusion, report}, state) do
    case Command.param!(report.command, :status) do
      :done ->
        node_id = Command.param!(report.command, :node_id)
        Logger.info("Node added with id: " <> node_id)

      :failed ->
        Logger.warning("Adding node failed :(")

      :security_failed ->
        node_id = Command.param!(report.command, :node_id)
        Logger.warning("Node added with id: " <> node_id <> "but the security failed")
    end

    {:noreply, state}
  end
end
Stop Adding a Node
If you need you need to stop trying to add a node to the Z-Wave network you
can use the Grizzly.Inclusions.remove_node/0 function.
This should stop the controller from trying to add a node and return it to
a normal functions state.
Security
There are five security levels in Z-Wave: unsecured, S0, S2 unauthenticated,
S2 authenticated, and S2 access control. The first 2 requires nothing
special from the calling process to able to use, as the controller and the
including node will figure out which security scheme to use.
S2
The process of adding an S2 device is a little more involved. The process is
the same up until right after you put the including node into the inclusion
mode. At that point including will request security keys, which really means
it tells you which S2 security scheme it supports. You then use the
Grizzly.Inclusions.grant_keys/1 function to pass a list of allowed security
schemes.
After that the node will response with a NodeAddDSKReport where it reports
the DSK and something called the :dsk_input_length. If the input length is
0, that means it is trying to do S2 unauthenticated inclusion. You can
just call Grizzly.Inclusions.set_input_dsk/0 function and the rest of the
inclusion process should continue until complete.
If the :dsk_input_length has number, normally will be 2 that means the
including device is requesting a 5 digit digit pin that is normally found on
a label somewhere on the physical device it.
From here you can call Grizzly.Inclusions.set_input_dsk/1 with the 5 digit
integer as the argument. The inclusion process should continue until complete.
Removing a Z-Wave Node (excluding)
To remove a Z-Wave node from the network the
Grizzly.Inclusions.remove_node/0 will start an inclusion process for removing
a Z-Wave node. After calling this function you can place your device into the
inclusion (normally the same way you included the device is the way the device
is excluded) mode. At the end of the exclusion the NodeRemoveStatus command
is received and can be inspected for success of failure.
Removed Node ID 0?
Any Z-Wave controller can excluded a device from another controller. In
practice this means your Z-Wave controller can make a device "forget" the
controller it is currently attached to. Most the time Z-Wave products will
have you excluded your device and then included just to make sure the
including node isn't connected to another Z-Wave controller.
When this happens you will a successful NodeRemoveStatusReport but the node
id will be 0. This is consider successful and most the time intend.
Stopping Remove Node Process
To stop the removal inclusion process on your controller you can call the
Grizzly.Inclusions.remove_node_stop/0 function.
Inclusion Handler
To tie into the inclusion process we default to sending messages to the
calling process. However, there is a better way to tie into this system.
When starting any inclusion process you can pass the :handler option
which can be either another pid or a module that implements the
Grizzly.InclusionHandler behaviour, or a tuple with the module and callback arguments.
A basic implementation might look like:
defmodule MyApp.InclusionHandler do
  @behaviour Grizzly.InclusionHandler

  require Logger

  def handle_report(report, opts) do
    Logger.info("Got command: " <> report.command.name <> " with callback arguments " <> inspect opts)
    :ok
  end
end
This is recommended for applications using Grizzly over a GenServer that
wraps Grizzly.Inclusions.
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        Status of the inclusion server



    





  
    Functions
  


    
      
        add_node(opts \\ [])

      


        Start the process to add a Z-Wave node to the network



    


    
      
        add_node_stop()

      


        Stop an add node inclusion process



    


    
      
        continue_inclusion(node_id, command)

      


        Continues security bootstrapping for a node added by an inclusion controller.



    


    
      
        grant_keys(s2_keys)

      


        Tell the inclusion process which keys to use during the inclusion process



    


    
      
        inclusion_running?()

      


        Check to see if there is an inclusion process running



    


    
      
        learn_mode(opts \\ [])

      


        Start learn mode on the controller



    


    
      
        learn_mode_stop()

      


        Stop learn mode on the controller



    


    
      
        remove_node(opts \\ [])

      


        Start the process to remove a Z-Wave node from the network



    


    
      
        remove_node_stop()

      


        Stop a remove node inclusion process



    


    
      
        set_input_dsk(input_dsk \\ DSK.new(<<>>))

      


        Tell the inclusion process what the input DSK is



    


    
      
        status()

      


        Get the current status of the inclusion process



    


    
      
        stop()

          deprecated

      


        Stop the inclusion runner
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          @type opt() ::
  {:controller_id, Grizzly.node_id()}
  | {:timeout, non_neg_integer()}
  | {:handler, pid() | module() | {module(), keyword()}}
  | {atom(), term()}


      


Options for inclusion
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          @type status() ::
  :idle
  | :node_adding
  | :node_add_stopping
  | :node_removing
  | :node_remove_stopping
  | :waiting_dsk
  | :waiting_s2_keys
  | :s2_keys_granted
  | :dsk_input_set
  | :learn_mode
  | :learn_mode_stopping


      


Status of the inclusion server
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          @spec add_node([opt()]) :: :ok | status()


      


Start the process to add a Z-Wave node to the network

  



  
    
      
    
    
      add_node_stop()



        
          
        

    

  


  

      

          @spec add_node_stop() :: :ok | status()


      


Stop an add node inclusion process

  



  
    
      
    
    
      continue_inclusion(node_id, command)



        
          
        

    

  


  

      

          @spec continue_inclusion(Grizzly.node_id(), Grizzly.ZWave.Command.t()) :: :ok


      


Continues security bootstrapping for a node added by an inclusion controller.

  



  
    
      
    
    
      grant_keys(s2_keys)



        
          
        

    

  


  

      

          @spec grant_keys([Grizzly.ZWave.Security.key()]) :: :ok | status()


      


Tell the inclusion process which keys to use during the inclusion process
During S2 inclusion the node being included with send a DSKAddKeysReport
to request which keys it can use to included securely. This function is
useful for passing back to the node which keys it is allowed to use and
depending on that answer the including node might request more information.
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          @spec inclusion_running?() :: boolean()


      


Check to see if there is an inclusion process running

  



    

  
    
      
    
    
      learn_mode(opts \\ [])



        
          
        

    

  


  

      

          @spec learn_mode([opt()]) :: :ok | status()


      


Start learn mode on the controller

  



  
    
      
    
    
      learn_mode_stop()



        
          
        

    

  


  

      

          @spec learn_mode_stop() :: :ok | status()


      


Stop learn mode on the controller
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          @spec remove_node([opt()]) :: :ok | status()


      


Start the process to remove a Z-Wave node from the network
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          @spec remove_node_stop() :: :ok | status()


      


Stop a remove node inclusion process
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          @spec set_input_dsk(Grizzly.ZWave.DSK.t()) :: :ok | status()


      


Tell the inclusion process what the input DSK is
If the NodeAddDSKReport's :input_dsk_length is 0 you can just call this
function without any arguments:
Grizzly.Inclusions.set_input_dsk()
If you are doing :s2_authenticated or :s2_access_control the
NodeAddDSKReport will probably ask for input DSK length of 2. This means
it is expecting a 2 byte (16 bit) number, which is normally a 5 digit pin
located somewhere on the node that is being added. After locating the pin and
you can pass it as an argument like so:
{:ok, dsk} = Grizzly.ZWave.DSK.parse("12345")
Grizzly.Inclusions.set_input_dsk(dsk)
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          @spec status() :: status()


      


Get the current status of the inclusion process
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      This function is deprecated. Use either remove_node_stop/0, add_node_stop/0, or learn_mode_stop/0.
    


  

      

          @spec stop() :: :ok


      


Stop the inclusion runner

  


        

      


  

    
Grizzly.Indicator 
    



      
Indicator handling for Grizzly when an indicator event is triggered
See Grizzly.Supervisor for configuring the dispatcher that Grizzly should
use during runtime.
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        Handles an event from BEAMNotify
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          @type event() :: :on | :off
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          @spec handle_event([String.t()], %{required(String.t()) => String.t()}, dispatcher()) ::
  :ok


      


Handles an event from BEAMNotify

  


        

      


  

    
Grizzly.Network 
    



      
Module for working with the Z-Wave network
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        Options for when you want to reset the device
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        add_long_range_device(dsk, opts \\ [])

      


        Add a long range device to the provisioning list



    


    
      
        delete_node_provisioning(dsk, opts \\ [])

      


        Delete a node from the network's provisioning list via the node's DSK
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        Gets all the node ids both from the Z-Wave network and any virtual nodes
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        Get a list of node ids from the Z-Wave network
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        Get the nodes provisioning list information via the node's DSK
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        List all the nodes on the provisioning list



    


    
      
        node_neighbor_update_request(node_id, opts \\ [])

      


        Request a node to perform a neighbor update operation.
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        Remove a (presumably) failed node
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        Get the list of ids of all failed nodes.
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        Request a network update from another controller. This is a no-op if this is
the network's primary controller.
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        Reset the Z-Wave controller
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        A node to the network provisioning list
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          @type opt() :: {:node_id, Grizzly.ZWave.node_id()} | {:seq_number, integer()}
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          @type reset_opt() :: {:notify, boolean()}


      


Options for when you want to reset the device
	:notify - if the flag is set to true this will try to notify any node that
is part of the lifeline association group (default true)
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          @spec add_long_range_device(Grizzly.ZWave.DSK.t(), [opt()]) ::
  Grizzly.send_command_response()


      


Add a long range device to the provisioning list
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          @spec delete_node_provisioning(Grizzly.ZWave.DSK.t(), [opt()]) ::
  Grizzly.send_command_response()


      


Delete a node from the network's provisioning list via the node's DSK
Options
	:node_id - If your controller is part of another controller's network
you might want to issue network commands to that controller. By default
this option will chose your controller.
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          @spec get_all_node_ids([opt()]) ::
  {:ok, [Grizzly.ZWave.node_id() | Grizzly.VirtualDevices.id()]}
  | {:error, Grizzly.send_command_error()}


      


Gets all the node ids both from the Z-Wave network and any virtual nodes
If everything is okay the response will be {:ok, list_of_node_ids} where the
list of node ids will be a combination of actual Z-Wave devices and virtual
device ids.

  



    

  
    
      
    
    
      get_node_ids(opts \\ [])



        
          
        

    

  


  

      

          @spec get_node_ids([opt()]) :: Grizzly.send_command_response()


      


Get a list of node ids from the Z-Wave network
Just because a node id might be in the list does not mean the node is on the
network. A device might have been reset or unpaired from the controller with
out the controller knowing. However, in most use cases this shouldn't be an
issue.
Options
	:node_id - If your controller is part of another controller's network
you might want to issue network commands to that controller. By default
this option will chose your controller.


  



    

  
    
      
    
    
      get_node_provisioning(dsk, opts \\ [])



        
          
        

    

  


  

      

          @spec get_node_provisioning(Grizzly.ZWave.DSK.t(), [opt()]) ::
  Grizzly.send_command_response()


      


Get the nodes provisioning list information via the node's DSK
Options
	:node_id - If your controller is part of another controller's network
you might want to issue network commands to that controller. By default
this option will chose your controller.


  



    

  
    
      
    
    
      list_node_provisionings(remaining_counter, opts \\ [])



        
          
        

    

  


  

      

          @spec list_node_provisionings(integer(), [opt()]) :: Grizzly.send_command_response()


      


List all the nodes on the provisioning list
Options
	:node_id - If your controller is part of another controller's network
you might want to issue network commands to that controller. By default
this option will chose your controller.


  



    

  
    
      
    
    
      node_neighbor_update_request(node_id, opts \\ [])



        
          
        

    

  


  

      

          @spec node_neighbor_update_request(Grizzly.node_id(), [Grizzly.command_opt()]) ::
  Grizzly.send_command_response()


      


Request a node to perform a neighbor update operation.

  



    

  
    
      
    
    
      remove_failed_node(opts \\ [])



        
          
        

    

  


  

      

          @spec remove_failed_node([opt()]) :: Grizzly.send_command_response()


      


Remove a (presumably) failed node
Options
	:node_id - If your controller is part of another controller's network
you might want to issue network commands to that controller. By default
this option will chose your controller.


  



    

  
    
      
    
    
      report_failed_node_ids(opts \\ [])



        
          
        

    

  


  

      

          @spec report_failed_node_ids([opt()]) ::
  {:ok, [Grizzly.ZWave.node_id()]} | {:error, atom()}


      


Get the list of ids of all failed nodes.

  



    

  
    
      
    
    
      request_network_update(opts \\ [])



        
          
        

    

  


  

      

          @spec request_network_update([opt()]) :: Grizzly.send_command_response()


      


Request a network update from another controller. This is a no-op if this is
the network's primary controller.
Options
	:node_id - If your controller is part of another controller's network
you might want to issue network commands to that controller. By default
this option will chose your controller.


  



    

  
    
      
    
    
      reset_controller(opts \\ [])



        
          
        

    

  


  

      

          @spec reset_controller([reset_opt() | opt()]) :: Grizzly.send_command_response()


      


Reset the Z-Wave controller
This command takes a few seconds to run.
Options
	:node_id - If your controller is part of another controller's network
you might want to issue network commands to that controller. By default
this option will chose your controller.
	:notify - Whether to notify the nodes in the lifeline association group
that the controller is being reset. Used primarily to disable this behavior
in unit tests. Default true.
	:associations_server - Which associations server to use for notifications
and to clear after a successful reset. Defaults to Grizzly.Associations.


  



    

  
    
      
    
    
      set_node_provisioning(dsk, meta_extensions, opts \\ [])



        
          
        

    

  


  

      

          @spec set_node_provisioning(
  Grizzly.ZWave.DSK.t(),
  [Grizzly.ZWave.SmartStart.MetaExtension.extension()],
  [opt()]
) :: Grizzly.send_command_response()


      


A node to the network provisioning list
Options
	:node_id - If your controller is part of another controller's network
you might want to issue network commands to that controller. By default
this option will chose your controller.


  


        

      


  

    
Grizzly.Node 
    



      
Functions for working directly with a Z-Wave node

      


      
        Summary


  
    Types
  


    
      
        id()

      


    


    
      
        info_opt()

      


        Options to use when getting device info.



    


    
      
        lifeline_opts()

      


    


    
      
        opt()

      


    





  
    Functions
  


    
      
        get_dsk(node_id, add_mode, opts \\ [])

      


        Get a node's dsk.



    


    
      
        get_info(node_id, opts \\ [])

      


        Get the information for a node by its id



    


    
      
        get_lifeline_association(node_id)

      


        Get the lifeline association group for a node.



    


    
      
        get_statistics(node_id)

      


        Gets a node's statistics from Z/IP Gateway.



    


    
      
        set_lifeline_association(node_id, opts \\ [])

      


        Set lifeline association for the node



    





      


      
        Types


        


  
    
      
    
    
      id()



        
          
        

    

  


  

      

          @type id() :: non_neg_integer()


      



  



  
    
      
    
    
      info_opt()



        
          
        

    

  


  

      

          @type info_opt() :: {:force_update, boolean()} | info_opt()


      


Options to use when getting device info.
	:force_update - By default there is a cache managed by zipgateway that
tracks the device information. Sometimes that can get out of date, so you
can pass [force_update: true] to force the cache to update the device
info. By default this is false


  



  
    
      
    
    
      lifeline_opts()



        
          
        

    

  


  

      

          @type lifeline_opts() ::
  {:controller_id, Grizzly.ZWave.node_id()}
  | {:extra_node_ids, [Grizzly.ZWave.node_id()]}


      



  



  
    
      
    
    
      opt()



        
          
        

    

  


  

      

          @type opt() :: {:seq_number, integer()} | {:timeout, non_neg_integer()}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      get_dsk(node_id, add_mode, opts \\ [])



        
          
        

    

  


  

      

          @spec get_dsk(Grizzly.ZWave.node_id() | :gateway, :add | :learn, [
  Grizzly.command_opt()
]) ::
  Grizzly.send_command_response()


      


Get a node's dsk.
The response to this command is the DSKReport command
Sending this command with :gateway will always go to your Z-Wave controller

  



    

  
    
      
    
    
      get_info(node_id, opts \\ [])



        
          
        

    

  


  

      

          @spec get_info(Grizzly.ZWave.node_id() | Grizzly.VirtualDevices.id(), [
  info_opt() | opt()
]) ::
  Grizzly.send_command_response()


      


Get the information for a node by its id
The response to this command is the NodeInfoCachedReport command

  



  
    
      
    
    
      get_lifeline_association(node_id)



        
          
        

    

  


  

      

          @spec get_lifeline_association(Grizzly.ZWave.node_id() | Grizzly.VirtualDevices.id()) ::
  Grizzly.send_command_response()


      


Get the lifeline association group for a node.

  



  
    
      
    
    
      get_statistics(node_id)



        
          
        

    

  


  

      

          @spec get_statistics(Grizzly.ZWave.node_id() | Grizzly.VirtualDevices.id()) ::
  {:ok,
   Grizzly.ZWave.CommandClasses.NetworkManagementInstallationMaintenance.statistics()}
  | {:error, any()}


      


Gets a node's statistics from Z/IP Gateway.

  



    

  
    
      
    
    
      set_lifeline_association(node_id, opts \\ [])



        
          
        

    

  


  

      

          @spec set_lifeline_association(
  Grizzly.ZWave.node_id() | Grizzly.VirtualDevices.id(),
  [lifeline_opts()]
) ::
  Grizzly.send_command_response()


      


Set lifeline association for the node
The lifeline associated is used to report events that happen at the Z-Wave
device level back to the Z-Wave controller. For example, if you turn on a
light and want to be notified, the device will need to have it's lifeline
association set.
Opts:
	:controller_id - the idea of the main controller to send lifeline
reports to (defaults to 1)
	:extra_node_ids - any extra nodes to set add to the association
group


  


        

      


  

    
Grizzly.Options 
    



      
Grizzly config options.

      


      
        Summary


  
    Types
  


    
      
        t()

      


        See Grizzly.Supervisor



    


    
      
        zwave_firmware_options()

      


        Options for configuring Z-Wave module firmware upgrades.



    





  
    Functions
  


    
      
        new(opts \\ [])

      


    


    
      
        to_zipgateway_config(grizzly_opts)

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Grizzly.Options{
  associations_file: Path.t(),
  background_rssi_monitor: term(),
  database_file: Path.t() | nil,
  extra_config: String.t() | nil,
  firmware_update_handler: Grizzly.handler() | nil,
  hardware_version: byte() | nil,
  inclusion_adapter: module(),
  inclusion_handler: Grizzly.handler() | nil,
  indicator_handler: (Grizzly.Indicator.event() -> :ok),
  lan_ip: :inet.ip_address(),
  manufacturer_id: non_neg_integer() | nil,
  max_associations_per_group: non_neg_integer(),
  pan_ip: :inet.ip_address(),
  power_level:
    {Grizzly.Supervisor.tx_power(), Grizzly.Supervisor.measured_power()} | nil,
  product_id: byte() | nil,
  product_type: byte() | nil,
  rf_region: Grizzly.Supervisor.rf_region() | nil,
  run_zipgateway: boolean(),
  serial_log: Path.t() | nil,
  serial_port: String.t(),
  storage_adapter: {module(), term()},
  storage_options: PropertyTable.options(),
  trace_options: [Grizzly.Trace.trace_opt()],
  transport: module(),
  tun_script: Path.t(),
  unsolicited_destination: {:inet.ip_address(), :inet.port_number()},
  zipgateway_binary: Path.t(),
  zipgateway_config_path: Path.t(),
  zipgateway_port: :inet.port_number(),
  zw_programmer_path: Path.t(),
  zwave_firmware: zwave_firmware_options()
}


      


See Grizzly.Supervisor

  



  
    
      
    
    
      zwave_firmware_options()



        
          
        

    

  


  

      

          @type zwave_firmware_options() :: %{
  enabled: boolean(),
  specs: [Grizzly.FirmwareUpdates.OTW.UpdateSpec.t()],
  module_reset_fun: (-> :ok) | nil
}


      


Options for configuring Z-Wave module firmware upgrades.
	enabled - whether firmware upgrades should run automatically after Grizzly
starts (with a delay of 1 minute). Defaults to false.
	specs - a list of firmware upgrade specifications. If multiple specs match,
the first will be applied. See Grizzly.FirmwareUpdates.OTW.UpdateSpec.
	module_reset_fun - a 0-arity function that performs a hard rest of the Z-Wave module.
Used to detect whether the module is stuck at the bootloader due to a previous
failed upgrade.


  


        

      

      
        Functions


        


    

  
    
      
    
    
      new(opts \\ [])



        
          
        

    

  


  

      

          @spec new([Grizzly.Supervisor.arg()]) :: t()


      



  



  
    
      
    
    
      to_zipgateway_config(grizzly_opts)



        
          
        

    

  


  

      

          @spec to_zipgateway_config(t()) :: Grizzly.ZIPGateway.Config.t()


      



  


        

      


  

    
Grizzly.Report 
    



      
Reports from Z-Wave commands
When you send a command in Z-Wave you will receive a report back.
When Things Go Well
There are two primary reports that are returned when sending a command.
The first is :command report and the second is an :ack_response report.
These both will have a status of :complete.
Normally, an :ack_response report is returned when you set a value on a
device. This means the device received the command and is processing it,
not that the device has already processed it. You might have to go read the
value back after setting it if you want to make the device ran the set
based command.
A :command report type is returned often after reading a value from a
device. This report will have its :command field filled with a Z-Wave
command.
case Grizzly.send_command(node_id, command, command_args, command_opts) do
  {:ok, %Grizzly.Report{status: :complete, type: :command} = report} ->
    # do something withe report.command
  {:ok, %Grizzly.Report{status: :complete, type: :ack_response}} ->
    # do whatever
end
Queued Commands
When sending a command to a device that sleeping, normally battery powered
devices, the command will be queued internally. The command will still be
considered :inflight as it has not reached the device yet. You know when
a command has been queued when the report's :status field is :inflight
and the :type field is :queued_delayed. Fields to help you manage queued
commands are :command_ref, :queued_delay, and :node_id
During the command's queued lifetime the system sends pings back to the
caller to ensure that the low level connection is still established. This
also provides an updated delayed time before the device wakes up.
case Grizzly.send_command(node_id, command, command_args, command_opts) do
  {:ok, %Grizzly.Report{status: :inflight, type: :queued_delay}} ->
    # the command was just queued
end
Once the command has been queued the calling process will receive messages
about the queued command like so:
{:grizzly, :report, %Report{}}
This report can take two forms. One for a completed queued command and one
for a queued ping.
def handle_info({:grizzly, :report, report}, state) do
  case report do
    %Grizzly.Report{status: :inflight, type: :queued_ping} ->
      # handle the ping if you want
      # an updated queue delay will be found in the :queued_delay
      # field of the report
    %Grizzly.Report{status: :complete, type: :command, queued: true} ->
      # here if the :queued field is marked has true and the report is
      # complete that will indicate a command has made it to the sleeping
      # device and the device has received the command
    %Grizzly.Report{status: :complete, type: :timeout, queued: true} ->
      # The woke up and the controller sent the command but for reason
      # the command's processing timed out
  end
end
Timeouts
If sending the command times out you will get a command with the :type of
:timeout
case Grizzly.send_command(node_id, command, command_args, command_opts) do
  {:ok, %Grizzly.Report{status: :complete, type: :timeout}} ->
    # handle the timeout
end
The reason why this is considered okay is because the command that was sent
was valid and we were able to establish a connect to the desired device but
it just did not provide any report back.
Full Example
The below example shows the various ways one might match after calling
Grizzly.send_command/4.
case Grizzly.send_command(node_id, command, command_args, command_opts) do
  {:ok, %Grizzly.Report{status: :complete, type: :command} = report} ->
    handle_complete_report(report)
  {:ok, %Grizzly.Report{status: :complete, type: :ack_response} = report} ->
    handle_complete_report(report)
  {:ok, %Grizzly.Report{status: :complete, type: :timeout} = report} ->
    handle_timeout(report)
  {:ok, %Grizzly.Report{status: :inflight, type: :queued} = report} ->
    handle_queued_command(report)
end
note: the handle_* functions will need to implemented and are only used in
the example for illustration purposes

      


      
        Summary


  
    Types
  


    
      
        opt()

      


    


    
      
        rssi_value()

      


        The RSSI value between each device that command had to route through to get
to the destination node



    


    
      
        status()

      


    


    
      
        t()

      


        All the data for the status and type of a report.



    


    
      
        transmission_stat()

      


        The various transmission stats that are provide by the Z-Wave network when
sending a command.



    


    
      
        transmit_speed()

      


    


    
      
        type()

      


    





  
    Functions
  


    
      
        new(status, type, node_id, opts \\ [])

      


        Make a new Grizzly.Report



    





      


      
        Types


        


  
    
      
    
    
      opt()



        
          
        

    

  


  

      

          @type opt() ::
  {:transmission_stats, [transmission_stat()]}
  | {:queued_delay, non_neg_integer()}
  | {:command, Grizzly.ZWave.Command.t()}
  | {:command_ref, reference()}
  | {:queued, boolean()}
  | {:acknowledged, boolean()}


      



  



  
    
      
    
    
      rssi_value()



        
          
        

    

  


  

      

          @type rssi_value() :: integer() | :not_available


      


The RSSI value between each device that command had to route through to get
to the destination node
If the value is :not_available that means data for that hop in not available
or a hope did not take place. To see the nodes that the command was routed
through see the :last_working_route field of the transmission stats.

  



  
    
      
    
    
      status()



        
          
        

    

  


  

      

          @type status() :: :inflight | :complete


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Grizzly.Report{
  acknowledged: boolean(),
  command: Grizzly.ZWave.Command.t() | nil,
  command_ref: reference() | nil,
  node_id: Grizzly.node_id(),
  queued: boolean(),
  queued_delay: non_neg_integer(),
  status: status(),
  transmission_stats: [transmission_stat()],
  type: type()
}


      


All the data for the status and type of a report.
Fields
	:status - this indicates if the report is complete, inflight, or
timed out
	:type - this indicates if the report is contains a command or information
about being queued.
	:command - if the status is :complete and the type is :command then
this field will contain a Z-Wave command in the report.
	:transmission_stats - provides transmission stats for the command that
was sent
	:queued_delay - the delay time remaining if the report type is
:queued_delay or :queued_ping
	:command_ref - a reference to the command. This is mostly useful for
tracking queued commands
	:node_id - the node the report is responding from
	:queued - this flag marks if the command was ever queued before
completing
	:acknowledged - whether the destination node acknowledged the command.
Only valid when the status is :complete. For commands using the AckResponse
command handler, this field will be true if type is :ack_response and false
if type is :nack_response. For other command handlers, it will be true
if the original command was acknowledged by the destination node (i.e. we
received an ACK Response from Z/IP Gateway). This is useful for differentiating
report timeouts where the destination received the command but didn't send
a report (e.g. it doesn't support the command or command version, it considered
some or all of the payload invalid, etc.) from other causes. Other types of
timeouts typically mean the timeout was too short and Grizzly had to return
before Z/IP Gateway could send a response


  



  
    
      
    
    
      transmission_stat()



        
          
        

    

  


  

      

          @type transmission_stat() ::
  {:transmit_channel, non_neg_integer()}
  | {:ack_channel, non_neg_integer()}
  | {:rssi_hops, [rssi_value()]}
  | {:rssi_4bars, 0..4 | :unknown}
  | {:rssi_dbm, rssi_value()}
  | {:last_working_route, [Grizzly.ZWave.node_id()]}
  | {:transmit_speed, transmit_speed()}
  | {:transmission_time, non_neg_integer()}
  | {:route_changed, boolean()}


      


The various transmission stats that are provide by the Z-Wave network when
sending a command.
	:transmit_channel - the RF channel the command was transmitted on
	:ack_channel - the RF channel the acknowledgement report was
transmitted on
	:rssi - a 5 tuple that contains RSSI values for each hop in the Z-Wave
network
	:last_working_route - this contains a 4 tuple that shows what nodes the
Z-Wave command was routed through to the destination node. Also this
contains the speed by which the Z-Wave command was transmitted to the
destination
	:transmission_time - the length of time until the reception of an
acknowledgement in milliseconds
	:route_changed - this indicates if the route was changed for the
current transmission


  



  
    
      
    
    
      transmit_speed()



        
          
        

    

  


  

      

          @type transmit_speed() :: float() | non_neg_integer()


      



  



  
    
      
    
    
      type()



        
          
        

    

  


  

      

          @type type() ::
  :ack_response
  | :nack_response
  | :queue_full
  | :command
  | :queued_ping
  | :unsolicited
  | :queued_delay
  | :timeout
  | :supervision_status


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      new(status, type, node_id, opts \\ [])



        
          
        

    

  


  

      

          @spec new(status(), type(), Grizzly.ZWave.node_id() | Grizzly.VirtualDevices.id(), [
  opt()
]) :: t()


      


Make a new Grizzly.Report

  


        

      


  

    
Grizzly.Supervisor 
    



      
Supervisor for running the Grizzly runtime.
The Grizzly runtime handles command processing, command error isolation,
management of adding and removing devices, management of firmware updates,
and managing the underlining zipgateway binary.
If you are just using all the default options you can add the supervisor to
your application's supervision tree like so:
children = [
  Grizzly.Supervisor
]
The default configuration will look for the Z-Wave controller on the serial
device /dev/ttyUSB0, however if you are using a different serial device
you can configure this.
children = [
  {Grizzly.Supervisor, [serial_port: <serial_port>]}
]
Grizzly will try to run and manage the zipgateway binary for you. If
don't want Grizzly to do this you can configure Grizzly to not run
zipgateway.
children = [
  {Grizzly.Supervisor, [run_zipgateway: false]}
]
See the type docs for Grizzly.Supervisor.arg() to learn more about the
various configuration options.

      


      
        Summary


  
    Types
  


    
      
        arg()

      


        Arguments for running Grizzly.Supervisor



    


    
      
        measured_power()

      


        The output power measured from the antenna when the tx_power() is set to 0dBm



    


    
      
        rf_region()

      


        The RF region code you want the Z-Wave controller to operate at.



    


    
      
        tx_power()

      


        The power level used when transmitting frames at normal power



    





  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        start_link(init_args)

      


        Start the Grizzly.Supervisor



    





      


      
        Types


        


  
    
      
    
    
      arg()



        
          
        

    

  


  

      

          @type arg() ::
  {:run_zipgateway, boolean()}
  | {:serial_port, String.t()}
  | {:zipgateway_binary, String.t()}
  | {:zipgateway_config_path, Path.t()}
  | {:transport, module()}
  | {:zipgateway_port, :inet.port_number()}
  | {:manufacturer_id, non_neg_integer()}
  | {:hardware_version, byte()}
  | {:product_id, byte()}
  | {:product_type, byte()}
  | {:serial_log, Path.t()}
  | {:tun_script, Path.t()}
  | {:lan_ip, :inet.ip_address()}
  | {:pan_ip, :inet.ip_address()}
  | {:inclusion_handler, Grizzly.handler()}
  | {:firmware_update_handler, Grizzly.handler()}
  | {:unsolicited_destination, {:inet.ip_address(), :inet.port_number()}}
  | {:unsolicited_data_path, Path.t()}
  | {:database_file, Path.t()}
  | {:indicator_handler, (Grizzly.Indicator.event() -> :ok)}
  | {:rf_region, rf_region()}
  | {:power_level, {tx_power(), measured_power()}}
  | {:zwave_firmware, Grizzly.Options.zwave_firmware_options()}
  | {:zw_programmer_path, Path.t()}
  | {:inclusion_adapter, module()}
  | {:trace_options, [Grizzly.Trace.trace_opt()]}
  | {:storage_adapter, {module(), Grizzly.Storage.Adapter.adapter_options()}}
  | {:storage_options, PropertyTable.options()}


      


Arguments for running Grizzly.Supervisor
	:run_zipgateway - boolean flag to set if Grizzly should be running and
supervising the zipgateway binary. This is useful if you have local
zipgateway running prior to Grizzly running. Default true.
	:serial_port - The serial the Z-Wave controller is is connected to.
 Defaults to "/dev/ttyUSB0"
	:zipgateway_binary - the path the zipgateway binary. Defaults to
"/usr/sbin/zipgateway
	:zipgateway_config_path - the path write the zipgateway config file.
 Default to "/tmp/zipgateway.cfg"
	:transport - a module that implements the Grizzly.Transport behaviour.
Defaults to Grizzly.Transports.DTLS
	:zipgateway_port - the port number of the Z/IP Gateway server. Defaults 41230.
	:manufacturer_id - the manufacturer id given to you by the Z-Wave
Alliance
	:hardware_version - the hardware version of the hub
	:product_id - the product id of your hub
	:product_type - the type of product the controller is
	:serial_log - path to out but the serial log, useful for advanced
debugging
	:tun_script - a path to a custom tun script if the default one does not
work for your system
	:port - port for zipgateway to run its server one. Defaults to 41230
	:lan_ip - the IP address of the LAN network. That is the network between
the controlling machine and the Z-Wave network. Defaults to the default
Z/IP LAN ip.
	:pan_ip - the IP for the Z-Wave private network. That is the devices IP
addresses. Defaults to the default Z/IP Gateway PAN ip.
	:inclusion_handler - a module that implements the Grizzly.InclusionHandler
behaviour. This is optional.
	:firmware_update_handler - a module that implements the
Grizzly.FirmwareUpdateHandler behaviour. This is optional.
	:unsolicited_destination - configure the ip address and port number for
 the unsolicited destination server.
	:unsolicited_data_path - A path to the directory where the unsolicited
server should persist data (defaults to /root)
	:database_file - zipgateway >= 7.14.2 uses an sqlite database to store
information about the Z-Wave network. This will default to
"/data/zipgateway.db".
	:indicator_handler - A function to run when an Grizzly.Indicator.event()
is received from zipgateway. The function should accept an event and
return :ok.
	:rf_region - Specify the RF region to be used by zipgateway
	:power_level - A tuple where the first item is the normal TX power level
and the second item is the measured 0dBm power configuration. See Silabs
INS14664 (MaxPowerCalc) spreadsheet to figure out the power numbers.
	:zwave_firmware - See Grizzly.Options.zwave_firmware_options/0
	:zw_programmer_path - Path to zw_programmer binary. Defaults to
/usr/bin/zw_programmer.
	:inclusion_adapter - the network adapter for including and excluding
devices
	:storage_adapter - a tuple where the first element is a module implementing
the Grizzly.Storage.Adapter behaviour and the second element is an argument
passed to the adapter when any of its functions are called.
	:storage_options - when using the default storage adapter (Grizzly.Storage.PropertyTable),
these options will be passed to PropertyTable.start_link/1. It's highly recommended
to enable persistence.

For the most part the defaults should work out of the box. However, the
serial_port argument is the most likely argument that will need to be
passed in has it is very much hardware dependent.

  



  
    
      
    
    
      measured_power()



        
          
        

    

  


  

      

          @type measured_power() :: integer()


      


The output power measured from the antenna when the tx_power() is set to 0dBm

  



  
    
      
    
    
      rf_region()



        
          
        

    

  


  

      

          @type rf_region() ::
  :eu | :us | :anz | :hk | :id | :il | :ru | :cn | :us_lr | :jp | :kr


      


The RF region code you want the Z-Wave controller to operate at.
	:eu - Europe
	:us - US
	:anz - Australia & New Zealand
	:hk - Hong Kong
	:id - India
	:il - Israel
	:ru - Russia
	:cn - China
	:us_lr- US long range
	:jp - Japan
	:kr - Korea


  



  
    
      
    
    
      tx_power()



        
          
        

    

  


  

      

          @type tx_power() :: non_neg_integer()


      


The power level used when transmitting frames at normal power
See Silabs INS14664 (MaxPowerCalc) spreadsheet to figure out tx power levels.

  


        

      

      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      start_link(init_args)



        
          
        

    

  


  

      

          @spec start_link([arg()]) :: Supervisor.on_start()


      


Start the Grizzly.Supervisor

  


        

      


  

    
Grizzly.Trace 
    



      
Module that tracks the commands that are sent and received by Grizzly
The trace will hold in memory the last 300 messages. If you want to generate
a log file of the trace records you use Grizzly.Trace.dump/1.
The log format is:
timestamp source destination sequence_number command_name command_parameters
If you want to list the records that are currently being held in memory you
can use Grizzly.Trace.list/0.
If you want to start traces from a fresh start you can call
Grizzly.Trace.clear/0.

      


      
        Summary


  
    Types
  


    
      
        dest()

      


    


    
      
        format()

      


    


    
      
        list_opt()

      


    


    
      
        log_opt()

      


    


    
      
        print_opt()

      


    


    
      
        src()

      


    


    
      
        trace_opt()

      


    





  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        clear(name \\ __MODULE__)

      


        Reset the trace buffer.



    


    
      
        dump(file)

      


        Dump trace records into a file using Erlang External Term Format.



    


    
      
        format(records)

      


    


    
      
        format(records, opts)

      


    


    
      
        format(records, fmt, opts)

      


        Serialize a list of trace records into a binary. The format can be one of



    


    
      
        list()

      


        See list/2.



    


    
      
        list(opts)

      


        See list/2.



    


    
      
        list(name, opts)

      


        List all records in the trace buffer.



    


    
      
        log(name \\ __MODULE__, src, dest, binary)

      


        Add a record to the trace buffer.



    


    
      
        print()

      


    


    
      
        print(fmt_or_opts)

      


    


    
      
        print(records_or_format, opts)

      


        Write trace records to standard out. See format/2 for the available formats.



    


    
      
        record_keepalives(enabled? \\ true)

      


        See record_keepalives/2.



    


    
      
        record_keepalives(name, enabled?)

      


        Enable or disable logging of keepalive frames.



    


    
      
        resize(name \\ __MODULE__, size)

      


        Change the max size of the trace buffer from the default of 300.



    


    
      
        start_link(opts \\ [])

      


        Start the trace server.



    





      


      
        Types


        


  
    
      
    
    
      dest()



        
          
        

    

  


  

      

          @type dest() :: Grizzly.node_id() | :grizzly


      



  



  
    
      
    
    
      format()



        
          
        

    

  


  

      

          @type format() :: :text | :raw


      



  



  
    
      
    
    
      list_opt()



        
          
        

    

  


  

      

          @type list_opt() :: {:node_id, Grizzly.node_id()}


      



  



  
    
      
    
    
      log_opt()



        
          
        

    

  


  

      

          @type log_opt() :: {:src, src()} | {:dest, dest()}


      



  



  
    
      
    
    
      print_opt()



        
          
        

    

  


  

      

          @type print_opt() :: list_opt() | {:decode, boolean()}


      



  



  
    
      
    
    
      src()



        
          
        

    

  


  

      

          @type src() :: Grizzly.node_id() | :grizzly


      



  



  
    
      
    
    
      trace_opt()



        
          
        

    

  


  

      

          @type trace_opt() ::
  {:name, atom()} | {:size, pos_integer()} | {:record_keepalives, boolean()}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



    

  
    
      
    
    
      clear(name \\ __MODULE__)



        
          
        

    

  


  

      

          @spec clear(GenServer.server()) :: :ok


      


Reset the trace buffer.

  



  
    
      
    
    
      dump(file)



        
          
        

    

  


  

      

          @spec dump(binary()) :: :ok | {:error, atom()}


      


Dump trace records into a file using Erlang External Term Format.

  



  
    
      
    
    
      format(records)



        
          
        

    

  


  


  



  
    
      
    
    
      format(records, opts)



        
          
        

    

  


  


  



  
    
      
    
    
      format(records, fmt, opts)



        
          
        

    

  


  

      

          @spec format([Grizzly.Trace.Record.t()], format(), keyword()) :: binary()


      


Serialize a list of trace records into a binary. The format can be one of:
	:text - Each record is on a new line and is
formatted as timestamp source destination sequence_number command_name command_binary. This is the default format.

	:raw - Each record is on a new line and is formatted as
timestamp source -> destination: binary.



  



  
    
      
    
    
      list()



        
          
        

    

  


  

      

          @spec list() :: [Grizzly.Trace.Record.t()]


      


See list/2.

  



  
    
      
    
    
      list(opts)



        
          
        

    

  


  

      

          @spec list(GenServer.server() | [list_opt()]) :: [Grizzly.Trace.Record.t()]


      


See list/2.

  



  
    
      
    
    
      list(name, opts)



        
          
        

    

  


  

      

          @spec list(GenServer.server(), [list_opt()]) :: [Grizzly.Trace.Record.t()]


      


List all records in the trace buffer.

  



    

  
    
      
    
    
      log(name \\ __MODULE__, src, dest, binary)



        
          
        

    

  


  

      

          @spec log(GenServer.server(), src(), dest(), binary()) :: :ok


      


Add a record to the trace buffer.

  



  
    
      
    
    
      print()



        
          
        

    

  


  

      

          @spec print() :: :ok


      



  



  
    
      
    
    
      print(fmt_or_opts)



        
          
        

    

  


  


  



  
    
      
    
    
      print(records_or_format, opts)



        
          
        

    

  


  

      

          @spec print([Grizzly.Trace.Record.t()] | format(), [print_opt()]) :: :ok


      


Write trace records to standard out. See format/2 for the available formats.

  



    

  
    
      
    
    
      record_keepalives(enabled? \\ true)



        
          
        

    

  


  

      

          @spec record_keepalives(boolean()) :: :ok


      


See record_keepalives/2.

  



  
    
      
    
    
      record_keepalives(name, enabled?)



        
          
        

    

  


  

      

          @spec record_keepalives(GenServer.server(), boolean()) :: :ok


      


Enable or disable logging of keepalive frames.

  



    

  
    
      
    
    
      resize(name \\ __MODULE__, size)



        
          
        

    

  


  

      

          @spec resize(GenServer.server(), pos_integer()) :: :ok


      


Change the max size of the trace buffer from the default of 300.

  



    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  

      

          @spec start_link([trace_opt()]) :: GenServer.on_start()


      


Start the trace server.

  


        

      


  

    
Grizzly.Trace.Record 
    



      
Data structure for a single item in the trace log

      


      
        Summary


  
    Types
  


    
      
        opt()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        new(src, dest, binary, timestamp \\ Time.utc_now())

      


        Make a new Grizzly.Record.t() from a binary



    


    
      
        remote_node(record)

      


        Returns the remote node in the trace record, i.e., the node that is not :grizzly.



    


    
      
        to_string(record, format \\ :text, opts \\ [])

      


        Turn a record into the string format



    





      


      
        Types


        


  
    
      
    
    
      opt()



        
          
        

    

  


  

      

          @type opt() ::
  {:src, Grizzly.Trace.src()}
  | {:dest, Grizzly.Trace.dest()}
  | {:timestamp, Time.t()}


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Grizzly.Trace.Record{
  binary: binary(),
  dest: Grizzly.Trace.dest() | nil,
  src: Grizzly.Trace.src() | nil,
  timestamp: Time.t()
}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      new(src, dest, binary, timestamp \\ Time.utc_now())



        
          
        

    

  


  

      

          @spec new(Grizzly.Trace.src(), Grizzly.Trace.dest(), binary(), Time.t()) :: t()


      


Make a new Grizzly.Record.t() from a binary

  



  
    
      
    
    
      remote_node(record)



        
          
        

    

  


  

Returns the remote node in the trace record, i.e., the node that is not :grizzly.

  



    

    

  
    
      
    
    
      to_string(record, format \\ :text, opts \\ [])



        
          
        

    

  


  

      

          @spec to_string(t(), Grizzly.Trace.format(), keyword()) :: String.t()


      


Turn a record into the string format

  


        

      


  

    
Grizzly.ZWave.Command behaviour
    



      
Data struct and behaviour for working with Z-Wave commands

      


      
        Summary


  
    Types
  


    
      
        params()

      


        Command-specific payload parameters.



    


    
      
        t()

      


        Command struct



    





  
    Callbacks
  


    
      
        decode_params(t, binary)

      


        Encode the command parameters



    


    
      
        encode_params(t, t)

      


        Encode the command parameters



    


    
      
        report_matches_get?(get, report)

      


        Returns true if the report is a good match for the get command. This is useful
for commands like Version Command Class Get, which can be sent in rapid succession
during a device interview, which can lead to reports getting matched back to the
wrong get.



    


    
      
        validate_params(t, params)

      


        Validate the command's parameters.



    





  
    Functions
  


    
      
        has_param?(command, param)

      


        Returns true if the param exists in the command's parameter list.



    


    
      
        new(spec, params \\ [])

      


        Create a command struct from the given spec and parameters.



    


    
      
        param(command, param, default \\ nil)

      


        Get the command param value out the params list



    


    
      
        param!(command, param)

      


        Just like param/3 but will raise if the the param is not in the param list



    


    
      
        put_param(command, param, new_value)

      


        Put the param value into the params list, updating pervious value if there is
one



    


    
      
        to_binary(command)

      


        Encode the Command.t() into it's binary representation



    


    
      
        validate_params(spec, params)

      


        Validate a command's parameters according to the command spec.



    





      


      
        Types


        


  
    
      
    
    
      params()



        
          
        

    

  


  

      

          @type params() :: Keyword.t()


      


Command-specific payload parameters.

  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Grizzly.ZWave.Command{
  command_byte: byte() | nil,
  command_class: atom(),
  name: atom(),
  params: params()
}


      


Command struct
	:name - the name of the command
	:command_class - the command class module for the command
	:command_byte - the byte representation of the command
	:params - the parameters for the command as outlined by the Z-Wave
specification
	:spec - the command spec as defined in Grizzly.ZWave.Commands


  


        

      

      
        Callbacks


        


  
    
      
    
    
      decode_params(t, binary)



        
          
        

    

  


  

      

          @callback decode_params(Grizzly.ZWave.CommandSpec.t(), binary()) ::
  {:ok, keyword()} | {:error, Grizzly.ZWave.DecodeError.t()}


      


Encode the command parameters

  



  
    
      
    
    
      encode_params(t, t)



        
          
        

    

  


  

      

          @callback encode_params(Grizzly.ZWave.CommandSpec.t(), t()) :: binary()


      


Encode the command parameters

  



  
    
      
    
    
      report_matches_get?(get, report)


        (optional)


        
          
        

    

  


  

      

          @callback report_matches_get?(get :: t(), report :: t()) :: boolean()


      


Returns true if the report is a good match for the get command. This is useful
for commands like Version Command Class Get, which can be sent in rapid succession
during a device interview, which can lead to reports getting matched back to the
wrong get.
This is an optional callback. If not implemented, command handlers will assume true.

  



  
    
      
    
    
      validate_params(t, params)


        (optional)


        
          
        

    

  


  

      

          @callback validate_params(Grizzly.ZWave.CommandSpec.t(), params :: keyword()) ::
  {:ok, validated_params :: keyword()} | {:error, reason :: any()}


      


Validate the command's parameters.
The callback should return {:ok, validated_params} if the parameters are valid,
or {:error, reason} if they are not. Implementers may modify the parameters
during validation (e.g., setting defaults).

  


        

      

      
        Functions


        


  
    
      
    
    
      has_param?(command, param)



        
          
        

    

  


  

      

          @spec has_param?(t(), atom()) :: boolean()


      


Returns true if the param exists in the command's parameter list.

  



    

  
    
      
    
    
      new(spec, params \\ [])



        
          
        

    

  


  

      

          @spec new(Grizzly.ZWave.CommandSpec.t(), params :: keyword()) ::
  {:ok, t()} | {:error, :unknown_command}


      


Create a command struct from the given spec and parameters.

  



    

  
    
      
    
    
      param(command, param, default \\ nil)



        
          
        

    

  


  

      

          @spec param(t(), atom(), term()) :: term() | nil


      


Get the command param value out the params list

  



  
    
      
    
    
      param!(command, param)



        
          
        

    

  


  

      

          @spec param!(t(), atom()) :: term() | no_return()


      


Just like param/3 but will raise if the the param is not in the param list

  



  
    
      
    
    
      put_param(command, param, new_value)



        
          
        

    

  


  

      

          @spec put_param(t(), atom(), any()) :: t()


      


Put the param value into the params list, updating pervious value if there is
one

  



  
    
      
    
    
      to_binary(command)



        
          
        

    

  


  

      

          @spec to_binary(t()) :: binary()


      


Encode the Command.t() into it's binary representation

  



  
    
      
    
    
      validate_params(spec, params)



        
          
        

    

  


  

Validate a command's parameters according to the command spec.

  


        

      


  

    
Grizzly.ZWave.CommandSpec 
    



      
Data structure describing a Z-Wave command, including how to create, encode,
and decode it.

      


      
        Summary


  
    Types
  


    
      
        report_matcher()

      


    


    
      
        t()

      


        


    





  
    Command Specs
  


    
      
        handler_spec(spec)

      


        Get the handler and options for a command.



    


    
      
        new(fields)

      


        Create a new command spec.



    


    
      
        new(command_class, name, byte, mod, opts)

      


        Create a new command spec.



    


    
      
        validate(spec)

      


        Validate a command spec.



    


    
      
        validate_param_list(params)

      


        Validates a list of parameter specs.



    





  
    Commands
  


    
      
        create_command(spec, params)

      


        Create a command struct from the command spec and parameters.



    


    
      
        validate_params(spec, params)

      


        Validate a command's parameters according to the command spec.



    





      


      
        Types


        


  
    
      
    
    
      report_matcher()



        
          
        

    

  


  

      

          @type report_matcher() :: (get :: Grizzly.ZWave.Command.t(),
                     report :: Grizzly.ZWave.Command.t() ->
                       boolean())


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Grizzly.ZWave.CommandSpec{
  command_byte: byte(),
  command_class: atom(),
  decode_fun: {module(), atom()},
  default_params: keyword(),
  encode_fun: {module(), atom()},
  handler: {module(), keyword()},
  module: module(),
  name: atom(),
  params: [{atom(), Grizzly.ZWave.ParamSpec.t()}],
  report: atom() | nil,
  report_matcher_fun: {module(), atom()} | nil,
  supports_supervision?: boolean(),
  validate_fun:
    {module(), atom()} | (keyword() -> {:ok, keyword()} | {:error, any()}) | nil
}


      


	:name (atom/0) - Required. The command's name as an atom (should be globally unique).

	:command_class (Grizzly.ZWave.CommandClasses.command_class/0) - Required. The command class this command belongs to.

	:module (atom/0) - Required. The module implementing this command's encoding and decoding functions.

	:command_byte - Required. The command identifier.

	:encode_fun - Required. A function or {module, function} tuple used to encode the command's
parameters into a binary. Only 1-arity functions are currently supported.

	:decode_fun - Required. A function or {module, function} tuple used to decode the command's
parameters from binary to a keyword list (the reverse of the encode_fun).
If the function is of arity 1, the first argument will be the binary to
decode. If arity 2, the command spec will be inserted as the first argument.

	:report_matcher_fun - A 2-arity function or {module, function} tuple used to match a
report command to a get command. The first argument will be the get
command and the second argument will be the report command to match.
The function should return true if the report matches the get.

	:report (atom/0) - The name of the report command associated with this command, if any.
For get commands, this will default to the command name with the trailing
_get replaced with _report. To override this behavior, explicitly
set this field to nil.
A special value of :any may be used to indicate that any report command
can satisfy this particular get command. Otherwise, this should be
the name of a registered report command.

	:handler (tuple of atom/0, keyword/0 values) - A {module, options} tuple indicating the request handler
that should be used to handle completion of this command when sent
via a Grizzly.Request. Normally, this will default to {AckResponse, []}.
However, if the :report option is specified but :handler is not,
the default becomes {WaitReport, complete_report: report}.

	:supports_supervision? (boolean/0) - Whether this command supports Z-Wave Supervision. Defaults to false
for commands whose names end with _get. Defaults to true for commands
whose names end with _set or _report. Defaults to false for commands
named network_management_*, as most of these are only supported by
Z/IP Gateway. The default value is true.

	:validate_fun - A {module, function} tuple indicating a function that validates
the command parameters. The function should return {:ok, params} if the
parameters are valid or have been updated, or {:error, reason} if the
parameters are invalid.

	:params - The default value is [].

	:default_params (keyword/0) - A keyword list of default parameters for the command. These parameters
will be merged with any parameters passed to create_command/2 before
validation. The default value is [].



  


        

      

      
        Command Specs


        


  
    
      
    
    
      handler_spec(spec)



        
          
        

    

  


  

Get the handler and options for a command.

  



  
    
      
    
    
      new(fields)



        
          
        

    

  


  

Create a new command spec.

  



  
    
      
    
    
      new(command_class, name, byte, mod, opts)



        
          
        

    

  


  

Create a new command spec.

  



  
    
      
    
    
      validate(spec)



        
          
        

    

  


  

Validate a command spec.

  



  
    
      
    
    
      validate_param_list(params)



        
          
        

    

  


  

      

          @spec validate_param_list([{atom(), Grizzly.ZWave.ParamSpec.t()}]) ::
  {:ok, [{atom(), Grizzly.ZWave.ParamSpec.t()}]} | {:error, String.t()}


      


Validates a list of parameter specs.
Examples
iex> params = [
...>   param1: %Grizzly.ZWave.ParamSpec{name: :param1, type: :uint, size: 8},
...>   param2: %Grizzly.ZWave.ParamSpec{name: :param2, type: :int, size: 16}
...> ]
iex> Grizzly.ZWave.CommandSpec.validate_param_list(params)
{:ok, params}

iex> params = [
...>   param1: %Grizzly.ZWave.ParamSpec{name: :param1, type: :uint, size: 7},
...>   param2: %Grizzly.ZWave.ParamSpec{name: :param2, type: :int, size: 8}
...> ]
iex> Grizzly.ZWave.CommandSpec.validate_param_list(params)
{:error, "Total size of all non-variable parameters must be a multiple of 8 bits"}

iex> params = [
...>   param1: %Grizzly.ZWave.ParamSpec{name: :param1, type: :uint, size: :variable},
...>   param2: %Grizzly.ZWave.ParamSpec{name: :param2, type: :int, size: 16}
...> ]
iex> Grizzly.ZWave.CommandSpec.validate_param_list(params)
{:error, "Variable-length parameter without length specifier must be last"}

  


        

      

      
        Commands


        


  
    
      
    
    
      create_command(spec, params)



        
          
        

    

  


  

Create a command struct from the command spec and parameters.

  



  
    
      
    
    
      validate_params(spec, params)



        
          
        

    

  


  

Validate a command's parameters according to the command spec.

  


        

      


  

    
Grizzly.ZWave.Commands 
    



      
Lookup table for sendable Z-Wave commands.

      


      
        Summary


  
    Functions
  


    
      
        builtin_commands()

      


    


    
      
        create(command_name, params \\ [])

      


    


    
      
        create!(command_name, params \\ [])

      


    


    
      
        decode(binary)

      


    


    
      
        format_handler_spec(spec)

      


    


    
      
        handler(command_name)

      


        Get the handler spec for the command



    


    
      
        lookup(command_name)

      


        Look up the command module and handler options for a given command, either by
name or from its binary representation.



    


    
      
        lookup(cc_byte, command_byte)

      


        Look up the command module and handler options for a given command class byte
and command byte.



    


    
      
        spec_for(command_name)

      


        Get the command spec for a given command name.



    


    
      
        spec_for(cc_byte, command_byte)

      


        Get the command spec for a given command class byte and command byte.



    


    
      
        spec_for!(command_name)

      


        See spec_for/1.



    


    
      
        spec_for!(cc_byte, command_byte)

      


        See spec_for/2.



    


    
      
        supports_supervision?(command_name)

      


        Whether the command can be supervised (only commands that use the AckResponse
handler can be supervised).



    





      


      
        Functions


        


  
    
      
    
    
      builtin_commands()



        
          
        

    

  


  


  



    

  
    
      
    
    
      create(command_name, params \\ [])



        
          
        

    

  


  

      

          @spec create(
  atom(),
  keyword()
) :: {:error, :unknown_command} | {:ok, Grizzly.ZWave.Command.t()}


      



  



    

  
    
      
    
    
      create!(command_name, params \\ [])



        
          
        

    

  


  

      

          @spec create!(
  atom(),
  keyword()
) :: Grizzly.ZWave.Command.t()


      



  



  
    
      
    
    
      decode(binary)



        
          
        

    

  


  

      

          @spec decode(binary()) ::
  {:ok, Grizzly.ZWave.Command.t()}
  | {:error, Grizzly.ZWave.DecodeError.t() | Grizzly.ZWave.ZWaveError.t()}


      



  



  
    
      
    
    
      format_handler_spec(spec)



        
          
        

    

  


  

      

          @spec format_handler_spec(module() | Grizzly.handler_spec()) :: Grizzly.handler_spec()


      



  



  
    
      
    
    
      handler(command_name)



        
          
        

    

  


  

      

          @spec handler(Grizzly.command()) :: Grizzly.handler_spec()


      


Get the handler spec for the command

  



  
    
      
    
    
      lookup(command_name)



        
          
        

    

  


  

      

          @spec lookup(Grizzly.command() | binary()) :: {module(), [Grizzly.command_opt()]}


      


Look up the command module and handler options for a given command, either by
name or from its binary representation.

  



  
    
      
    
    
      lookup(cc_byte, command_byte)



        
          
        

    

  


  

      

          @spec lookup(byte(), byte()) :: {module(), [Grizzly.command_opt()]}


      


Look up the command module and handler options for a given command class byte
and command byte.

  



  
    
      
    
    
      spec_for(command_name)



        
          
        

    

  


  

      

          @spec spec_for(Grizzly.command()) ::
  {:ok, Grizzly.ZWave.CommandSpec.t()} | {:error, :unknown_command}


      


Get the command spec for a given command name.
Examples
iex> Grizzly.ZWave.Commands.spec_for(:user_set)
{:ok, %Grizzly.ZWave.CommandSpec{
  name: :user_set,
  command_byte: 0x05,
  command_class: :user_credential,
  default_params: [],
  module: Grizzly.ZWave.Commands.UserSet,
  encode_fun: {Grizzly.ZWave.Commands.UserSet, :encode_params},
  decode_fun: {Grizzly.ZWave.Commands.UserSet, :decode_params},
  handler: {Grizzly.Requests.Handlers.AckResponse, []},
  supports_supervision?: true
}}

  



  
    
      
    
    
      spec_for(cc_byte, command_byte)



        
          
        

    

  


  

      

          @spec spec_for(byte(), byte()) ::
  {:ok, Grizzly.ZWave.CommandSpec.t()} | {:error, :unknown_command}


      


Get the command spec for a given command class byte and command byte.

  



  
    
      
    
    
      spec_for!(command_name)



        
          
        

    

  


  

      

          @spec spec_for!(Grizzly.command()) :: Grizzly.ZWave.CommandSpec.t()


      


See spec_for/1.

  



  
    
      
    
    
      spec_for!(cc_byte, command_byte)



        
          
        

    

  


  

      

          @spec spec_for!(byte(), byte()) :: Grizzly.ZWave.CommandSpec.t()


      


See spec_for/2.

  



  
    
      
    
    
      supports_supervision?(command_name)



        
          
        

    

  


  

      

          @spec supports_supervision?(Grizzly.command()) :: boolean()


      


Whether the command can be supervised (only commands that use the AckResponse
handler can be supervised).

  


        

      


  

    
Grizzly.ZWave.ParamSpec 
    



      
Data structure describing a parameter for a Z-Wave command.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    


    
      
        type()

      


    





  
    Functions
  


    
      
        decode_value(param_spec, bitstring, other_params \\ [])

      


        Decodes an Elixir term from a bitstring according to the parameter specification.



    


    
      
        encode_value(param_spec, value, other_params \\ [])

      


        Encodes an Elixir term into a bitstring according to the parameter specification.



    


    
      
        include_when_decoding?(param_spec)

      


        Whether the parameter should be included in the resulting list of parameters
when decoding a command.



    


    
      
        num_bits(param_spec)

      


        Returns the size of the parameter in bits (or :variable) for variable-length params.



    


    
      
        take_bits(param_spec, bitstring, other_params)

      


        Takes the number of bits specified by the param spec from the front of the bitstring.



    


    
      
        validate(spec)

      


        Validate a command spec.



    


    
      
        validate!(spec)

      


        Validate a command spec, raising on error.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Grizzly.ZWave.ParamSpec{
  default: any(),
  name: atom(),
  opts: keyword(),
  required: boolean(),
  size: non_neg_integer() | :variable,
  type: type()
}


      



  



  
    
      
    
    
      type()



        
          
        

    

  


  

      

          @type type() ::
  :int
  | :uint
  | :boolean
  | :binary
  | :enum
  | :constant
  | :reserved
  | :bitmask
  | {:length, atom()}
  | :any


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      decode_value(param_spec, bitstring, other_params \\ [])



        
          
        

    

  


  

Decodes an Elixir term from a bitstring according to the parameter specification.

  



    

  
    
      
    
    
      encode_value(param_spec, value, other_params \\ [])



        
          
        

    

  


  

      

          @spec encode_value(t(), term(), keyword()) :: bitstring()


      


Encodes an Elixir term into a bitstring according to the parameter specification.

  



  
    
      
    
    
      include_when_decoding?(param_spec)



        
          
        

    

  


  

      

          @spec include_when_decoding?(t()) :: boolean()


      


Whether the parameter should be included in the resulting list of parameters
when decoding a command.

  



  
    
      
    
    
      num_bits(param_spec)



        
          
        

    

  


  

      

          @spec num_bits(t()) :: non_neg_integer() | :variable


      


Returns the size of the parameter in bits (or :variable) for variable-length params.
Examples
iex> spec = %Grizzly.ZWave.ParamSpec{type: :uint, size: 16}
iex> Grizzly.ZWave.ParamSpec.num_bits(spec)
16

iex> spec = %Grizzly.ZWave.ParamSpec{type: :binary, size: 32}
iex> Grizzly.ZWave.ParamSpec.num_bits(spec)
32

iex> spec = %Grizzly.ZWave.ParamSpec{type: :int, size: :variable}
iex> Grizzly.ZWave.ParamSpec.num_bits(spec)
:variable

iex> spec = %Grizzly.ZWave.ParamSpec{type: :int, size: {:variable, :another_param}}
iex> Grizzly.ZWave.ParamSpec.num_bits(spec)
:variable

  



  
    
      
    
    
      take_bits(param_spec, bitstring, other_params)



        
          
        

    

  


  

      

          @spec take_bits(t(), bitstring(), keyword()) ::
  {:ok,
   {bits_taken :: non_neg_integer(), value :: bitstring(), rest :: bitstring()}}
  | {:error, Grizzly.ZWave.DecodeError.t()}


      


Takes the number of bits specified by the param spec from the front of the bitstring.
Returns {:ok, {value, rest}} where value is the taken bits and rest is the
remaining bits. If there are not enough bits to take, an error is returned.
Examples
iex> spec = %Grizzly.ZWave.ParamSpec{type: :uint, size: 8}
iex> Grizzly.ZWave.ParamSpec.take_bits(spec, <<0x01, 0x02, 0x03>>, [])
{:ok, {8, <<0x01>>, <<0x02, 0x03>>}}

iex> spec = %Grizzly.ZWave.ParamSpec{type: :int, size: 16}
iex> Grizzly.ZWave.ParamSpec.take_bits(spec, <<0x01, 0x02, 0x03>>, [])
{:ok, {16, <<0x01, 0x02>>, <<0x03>>}}

iex> spec = %Grizzly.ZWave.ParamSpec{type: :int, size: :variable}
iex> Grizzly.ZWave.ParamSpec.take_bits(spec, <<0x01, 0x02, 0x03>>, [])
{:ok, {24, <<0x01, 0x02, 0x03>>, <<>>}}

iex> spec = %Grizzly.ZWave.ParamSpec{type: :int, size: {:variable, :length_param}}
iex> Grizzly.ZWave.ParamSpec.take_bits(spec, <<0x01, 0x02, 0x03>>, length_param: 2)
{:ok, {16, <<0x01, 0x02>>, <<0x03>>}}

  



  
    
      
    
    
      validate(spec)



        
          
        

    

  


  

Validate a command spec.

  



  
    
      
    
    
      validate!(spec)



        
          
        

    

  


  

Validate a command spec, raising on error.

  


        

      


  

    
Grizzly.FirmwareUpdateHandler behaviour
    



      
Behaviour for handling incoming commands during the firmware update process
When you initialize a firmware update process you can pass the :handler option
to the function which can either be the a pid (defaults to caller pid) or a
module that implements this behaviour.
The report this callback function will most want to handle is:
	Grizzly.ZWave.Commands.FirmwareUpdateMDRequestReport It indicates whether the firmware update was initiated successfully.
	Grizzly.ZWave.Commands.FirmwareUpdateMDStatusReport It is sent by the target device once the firmware update completes, successfully or in failure.

The callback might also want to be aware of:
	Grizzly.ZWave.Commands.FirmwareUpdateMDGet It is sent by the target device when it wants more firmware image fragments
	Grizzly.ZWave.Commands.FirmwareMDReport It might be sent by the target device during the upgrade to modify the maximum fragment size.
	Grizzly.ZWave.Commands.FirmwareUpdateActivationReport It is sent by the target device in response to an activation request and gives the activation status.


      


      
        Summary


  
    Callbacks
  


    
      
        handle_command(t, keyword)

      


    





      


      
        Callbacks


        


  
    
      
    
    
      handle_command(t, keyword)



        
          
        

    

  


  

      

          @callback handle_command(
  Grizzly.ZWave.Command.t(),
  keyword()
) :: :ok


      



  


        

      


  

    
Grizzly.InclusionHandler behaviour
    



      
Behaviour for handling incoming commands during the inclusion process
During the inclusion process different Z-Wave commands can be exchanged
asynchronously. One way to handle this is by wrapping Grizzly.Inclusions
in a GenServer, but that is a lot of work for something Grizzly can provide
out of the box.
When you initialize an inclusion process you can pass the :handler option
to the command-handling function which can either be the a pid (defaults to caller pid) or a
module that implements this behaviour.
These reports this callback function will want to handle are:
	Grizzly.ZWave.Commands.NodeAddStatus
	Grizzly.ZWave.Commands.NodeRemoveStatus
	Grizzly.ZWave.Commands.NodeAddDSKReport
	Grizzly.ZWave.Commands.NodeAddKeysReport

If you are not handling S2 devices the last two can be ignored until you are
ready to provide support them.
 The timeout-handling function will want to handle timeouts, particularly on state :dsk_requested,
 if you are handling S2-authenticated devices.

      


      
        Summary


  
    Callbacks
  


    
      
        handle_report(t, keyword)

      


    


    
      
        handle_timeout(atom, keyword)

      


    





      


      
        Callbacks


        


  
    
      
    
    
      handle_report(t, keyword)



        
          
        

    

  


  

      

          @callback handle_report(
  Grizzly.Report.t(),
  keyword()
) :: :ok


      



  



  
    
      
    
    
      handle_timeout(atom, keyword)



        
          
        

    

  


  

      

          @callback handle_timeout(
  atom(),
  keyword()
) :: :ok


      



  


        

      


  

    
Grizzly.VirtualDevices 
    



      
Virtual devices
Virtual devices are in-memory devices that act like a Z-Wave device

      


      
        Summary


  
    Types
  


    
      
        add_opt()

      


        Options for adding a virtual devices



    


    
      
        device_entry()

      


    


    
      
        id()

      


        Id for a virtual device



    


    
      
        remove_opt()

      


        Options for removing virtual devices



    





  
    Functions
  


    
      
        add_device(device_id, device_impl, opts \\ [])

      


        Add a new virtual device to the virtual device network



    


    
      
        add_device!(device_id, device_impl, opts \\ [])

      


        Same as add_device/3 but raises an ArgumentError if a device with the requested
id is already registered.



    


    
      
        broadcast_command(device_id, command)

      


        Broadcast a command to the rest of the Z-Wave network



    


    
      
        get_device(device_id)

      


        Get a virtual device's configuration.



    


    
      
        list_nodes()

      


        List the nodes in the virtual devices network



    


    
      
        remove_device(device_id, opts \\ [])

      


        Remove a device from the virtual device network



    


    
      
        send_command(device_id, node_info_get)

      


        Send a Z-Wave command to the virtual device



    


    
      
        whereis(device_id)

      


        Get the pid for the device id



    





      


      
        Types


        


  
    
      
    
    
      add_opt()



        
          
        

    

  


  

      

          @type add_opt() ::
  {:inclusion_handler, Grizzly.handler()}
  | Grizzly.VirtualDevices.Device.device_opt()


      


Options for adding a virtual devices
	:inclusion_handler - if an inclusion handler is provider via the add
options it will override the initial inclusion handle argument to the
network server if one was provided only for that one call to add_device/2.

You may also include other device options that will passed to your callback
functions for implementation specific support.

  



  
    
      
    
    
      device_entry()



        
          
        

    

  


  

      

          @type device_entry() :: %{
  device_impl: Grizzly.VirtualDevices.Device.t(),
  device_class: Grizzly.ZWave.DeviceClass.t(),
  device_opts: [Grizzly.VirtualDevices.Device.device_opt()],
  id: id(),
  pid: pid()
}


      



  



  
    
      
    
    
      id()



        
          
        

    

  


  

      

          @type id() :: {:virtual, non_neg_integer()}


      


Id for a virtual device

  



  
    
      
    
    
      remove_opt()



        
          
        

    

  


  

      

          @type remove_opt() :: {:inclusion_handler, Grizzly.handler()}


      


Options for removing virtual devices
	:inclusion_handler - if an inclusion handler is provider via the add
options it will override the initial inclusion handle argument to the
network server if one was provided only for that one call to
remove_device/2.


  


        

      

      
        Functions


        


    

  
    
      
    
    
      add_device(device_id, device_impl, opts \\ [])



        
          
        

    

  


  

      

          @spec add_device(id(), Grizzly.VirtualDevices.Device.t(), [add_opt()]) ::
  {:ok, id()} | {:error, {:already_registered, device_entry()}}


      


Add a new virtual device to the virtual device network
To add a virtual device you must supply a module that implements the
Grizzly.VirtualDevices.Device behaviour.
If the device takes any options you can pass a tuple of {device, opts}.

  



    

  
    
      
    
    
      add_device!(device_id, device_impl, opts \\ [])



        
          
        

    

  


  

      

          @spec add_device!(id(), Grizzly.VirtualDevices.Device.t(), [add_opt()]) :: id()


      


Same as add_device/3 but raises an ArgumentError if a device with the requested
id is already registered.

  



  
    
      
    
    
      broadcast_command(device_id, command)



        
          
        

    

  


  

      

          @spec broadcast_command(id(), Grizzly.ZWave.Command.t()) :: :ok


      


Broadcast a command to the rest of the Z-Wave network

  



  
    
      
    
    
      get_device(device_id)



        
          
        

    

  


  

      

          @spec get_device(id()) :: device_entry() | nil


      


Get a virtual device's configuration.

  



  
    
      
    
    
      list_nodes()



        
          
        

    

  


  

      

          @spec list_nodes() :: [id()]


      


List the nodes in the virtual devices network

  



    

  
    
      
    
    
      remove_device(device_id, opts \\ [])



        
          
        

    

  


  

      

          @spec remove_device(id(), [remove_opt()]) :: :ok


      


Remove a device from the virtual device network

  



  
    
      
    
    
      send_command(device_id, node_info_get)



        
          
        

    

  


  

      

          @spec send_command(id(), Grizzly.ZWave.Command.t()) ::
  {:ok, Grizzly.Report.t()} | {:error, :device_not_found | Grizzly.Report.t()}


      


Send a Z-Wave command to the virtual device

  



  
    
      
    
    
      whereis(device_id)



        
          
        

    

  


  

      

          @spec whereis(id()) :: pid() | nil


      


Get the pid for the device id
This is useful for when you device is processed-based and you need to send
messages to it.

  


        

      


  

    
Grizzly.VirtualDevices.Device behaviour
    



      
Behaviour for implementing virtual device specifics

      


      
        Summary


  
    Types
  


    
      
        device_opt()

      


        Optional device options that are passed with calling implemented callbacks



    


    
      
        t()

      


        A module that implements this behaviour



    





  
    Callbacks
  


    
      
        device_spec(list)

      


        Return the device specification



    


    
      
        handle_command(t, list)

      


        Handle a Z-Wave command



    


    
      
        set_device_id(pid, id)

      


        Set the virtual device's id once added to the (virtual) Z-Wave network.



    





      


      
        Types


        


  
    
      
    
    
      device_opt()



        
          
        

    

  


  

      

          @type device_opt() :: {atom(), term()}


      


Optional device options that are passed with calling implemented callbacks
This can be whatever extra information the consumer might need the device to
know about when executing the callback function.

  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: module()


      


A module that implements this behaviour

  


        

      

      
        Callbacks


        


  
    
      
    
    
      device_spec(list)



        
          
        

    

  


  

      

          @callback device_spec([device_opt()]) :: Grizzly.ZWave.DeviceClass.t()


      


Return the device specification

  



  
    
      
    
    
      handle_command(t, list)



        
          
        

    

  


  

      

          @callback handle_command(Grizzly.ZWave.Command.t(), [device_opt()]) ::
  :ok
  | {:ok, Grizzly.ZWave.Command.t()}
  | {:notify, Grizzly.ZWave.Command.t()}
  | {:error, :timeout}


      


Handle a Z-Wave command
When handling a command you can reply, notify, or do nothing.
In Z-Wave if your device does not understand the command sent it ignores the
command. For this case you'd return {:error, :timeout}.
When a command is received and your device supports the command and the
command's parameters, you either respond with :ok or {:ok, Command.t()}.
Normally, when you receive a "set" command you will want to response with
:ok. When you receive a "get" command you will want to response the report
command like {:ok, Command.t()}, where the Command.t() is whatever command
report you want to send to the caller.
Often times, if your device reports changes that have been made due to
handling a command, you can return {:notify, Command.t()}.

  



  
    
      
    
    
      set_device_id(pid, id)



        
          
        

    

  


  

      

          @callback set_device_id(pid(), Grizzly.VirtualDevices.id()) :: :ok


      


Set the virtual device's id once added to the (virtual) Z-Wave network.

  


        

      


  

    
Grizzly.ZIPGateway.Config 
    



      
Builds valid zipgateway.cfg based on Grizzly options.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        ensure_files(config)

      


        Ensure required files are on disk and contain the correct contents



    


    
      
        new(opts \\ %{})

      


        Make a new ZipgatewayCfg.t() from the supplied options



    


    
      
        to_string(cfg)

      


        Turn the ZipgatewayCfg.t() into a string



    


    
      
        write(cfg, path)

      


        Write the contents of the ZipgatewayCfg.t() to the file system



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Grizzly.ZIPGateway.Config{
  ca_cert: Path.t(),
  cert: Path.t(),
  database_file: Path.t() | nil,
  extra_classes: [byte()],
  extra_config: String.t() | nil,
  hardware_version: non_neg_integer() | nil,
  identify_script: term(),
  lan_gw6: String.t(),
  lan_ip: :inet.ip_address(),
  manufacturer_id: non_neg_integer() | nil,
  pan_ip: :inet.ip_address(),
  power_level:
    {Grizzly.Supervisor.tx_power(), Grizzly.Supervisor.measured_power()} | nil,
  priv_key: Path.t(),
  product_id: non_neg_integer() | nil,
  product_type: non_neg_integer() | nil,
  provisioning_config_file: Path.t(),
  psk: String.t(),
  pvs_storage_file: Path.t(),
  rf_region: Grizzly.Supervisor.rf_region() | nil,
  serial_log: String.t() | nil,
  tun_script: Path.t(),
  unsolicited_destination: {:inet.ip_address(), :inet.port_number()}
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      ensure_files(config)



        
          
        

    

  


  

      

          @spec ensure_files(t()) :: t()


      


Ensure required files are on disk and contain the correct contents
This is useful to ensure other tools provided by zipgateway can work.

  



    

  
    
      
    
    
      new(opts \\ %{})



        
          
        

    

  


  

      

          @spec new(map()) :: t()


      


Make a new ZipgatewayCfg.t() from the supplied options

  



  
    
      
    
    
      to_string(cfg)



        
          
        

    

  


  

      

          @spec to_string(t()) :: String.t()


      


Turn the ZipgatewayCfg.t() into a string

  



  
    
      
    
    
      write(cfg, path)



        
          
        

    

  


  

      

          @spec write(t(), Path.t()) :: :ok | {:error, File.posix()}


      


Write the contents of the ZipgatewayCfg.t() to the file system

  


        

      


  

    
Grizzly.ZIPGateway.Database 
    



      
Functions for inspecting and debugging Z/IP Gateway's SQLite database.

      


      
        Summary


  
    Types
  


    
      
        endpoint()

      


    


    
      
        listening_mode()

      


    


    
      
        mode_flag()

      


    


    
      
        node_mode()

      


    


    
      
        node_state()

      


    


    
      
        probe_state()

      


    


    
      
        properties_flag()

      


    


    
      
        query_result(result)

      


    


    
      
        security_flag()

      


    


    
      
        version_capability()

      


    


    
      
        zwave_node()

      


    





  
    Functions
  


    
      
        all_endpoints(db)

      


        Returns a list of all endpoints.



    


    
      
        all_nodes(db)

      


        Returns a list of all nodes.



    


    
      
        clear_s2_sessions(db)

      


        Deletes all entries in the s2_span table, effectively forcing S2 resynchronization
for all nodes. This is useful if you're running a Zniffer capture and need to
capture the S2 nonce exchange in order to decrypt frames.



    


    
      
        decode_mode_flags(mode)

      


        Decodes the bitmask stored in the nodes.mode field into a keyword list.



    


    
      
        decode_node_state(state)

      


        Decodes the bitmask stored in the nodes.state field into an atom.



    


    
      
        decode_probe_state(probe_state)

      


        Decodes the bitmask stored in the nodes.probe_flags field into an atom.



    


    
      
        decode_properties_flags(properties_flags)

      


        Decodes the bitmask stored in the nodes.properties_flags field into a keyword list.



    


    
      
        decode_security_flags(flags)

      


        Decodes the bitmask stored in the nodes.security_flags field into a keyword list.



    


    
      
        decode_version_capabilities(caps)

      


        Decodes a node's Version CC capabilities bitmask stored in the
nodes.node_version_cap_and_zwave_sw field into a keyword list.



    


    
      
        delete_node(db, node_id)

      


        Deletes a node (and its endpoints) from the database. The DSK field will be permanently
lost, but that's probably not a major issue.



    


    
      
        execute(db, query, bindings)

      


        Execute a query that doesn't return any rows. It is an error to use a select
statement with this function.



    


    
      
        find_nodes_with_no_endpoints(db)

      


        Returns a list of nodes that have don't have any entries in the endpoints table.



    


    
      
        get_endpoint(db, node_id, endpoint_id \\ 0)

      


        Looks up a endpoint by node id and endpoint id and returns a map or nil if not found.
Returns endpoint 0 (the root device) if no endpoint_id is specified.



    


    
      
        get_node(db, node_id)

      


        Looks up a node by its ID and returns a map or nil if not found.



    


    
      
        get_node_endpoints(db, node_id)

      


        Returns a list of the given node's endpoints.



    


    
      
        listening_mode(node_id)

      


        Retrieve the listening mode of a node.



    


    
      
        select_all(db, query, bindings \\ [])

      


        Prepares and executes the given query. Returns a list of maps, where map keys
are column names and values are the corresponding row values.



    


    
      
        select_one(db, query, bindings \\ [])

      


        Same as select_all/3, but returns only the first row or nil.



    


    
      
        with_database(fun)

      


        Same as with_database/2, but uses the database file pointed to by Grizzly.options/0.



    


    
      
        with_database(db, fun)

      


        Opens a SQLite database and passes the connection handle to the given function,
then closes the database on completion.



    


    
      
        with_statement(db, query, fun)

      


    





      


      
        Types


        


  
    
      
    
    
      endpoint()



        
          
        

    

  


  

      

          @type endpoint() :: %{
  id: non_neg_integer(),
  node_id: Grizzly.zwave_node_id(),
  generic_device_class:
    Grizzly.ZWave.DeviceClasses.generic_device_class() | nil,
  specific_device_class:
    Grizzly.ZWave.DeviceClasses.specific_device_class() | nil,
  command_classes: Grizzly.ZWave.CommandClasses.command_class_list()
}


      



  



  
    
      
    
    
      listening_mode()



        
          
        

    

  


  

      

          @type listening_mode() ::
  :always_listening | :frequently_listening | :wakeup | :unknown


      



  



  
    
      
    
    
      mode_flag()



        
          
        

    

  


  

      

          @type mode_flag() ::
  {:mode, node_mode() | :unknown}
  | {:deleted | :failed | :low_battery, boolean()}


      



  



  
    
      
    
    
      node_mode()



        
          
        

    

  


  

      

          @type node_mode() ::
  :not_probed
  | :nonlistening
  | :always_listening
  | :flirs
  | :wakeup
  | :wakeup_firmware_upgrade


      



  



  
    
      
    
    
      node_state()



        
          
        

    

  


  

      

          @type node_state() ::
  :created
  | :probe_node_info
  | :probe_product_id
  | :enumerate_endpoints
  | :find_endpoints
  | :check_wakeup_cc_version
  | :get_wakeup_capabilities
  | :set_wakeup_interval
  | :assign_return_route
  | :probe_wakeup_interval
  | :probe_endpoints
  | :mdns_probe
  | :mdns_endpoint_probe
  | :done
  | :probe_fail
  | :failing


      



  



  
    
      
    
    
      probe_state()



        
          
        

    

  


  

      

          @type probe_state() :: :ok | :never_started | :probe_started | :probe_failed


      



  



  
    
      
    
    
      properties_flag()



        
          
        

    

  


  

      

          @type properties_flag() ::
  {:portable, boolean()} | {:just_added, String.t()} | {:added_by, String.t()}


      



  



  
    
      
    
    
      query_result(result)



        
          
        

    

  


  

      

          @type query_result(result) :: {:ok, result} | {:error, Exqlite.Sqlite3.reason()}


      



  



  
    
      
    
    
      security_flag()



        
          
        

    

  


  

      

          @type security_flag() ::
  {:s0
   | :s2_unauthenticated
   | :s2_authenticated
   | :s2_access_control
   | :known_bad, boolean()}


      



  



  
    
      
    
    
      version_capability()



        
          
        

    

  


  

      

          @type version_capability() ::
  :version_get | :version_command_class_get | :version_zwave_software_get


      



  



  
    
      
    
    
      zwave_node()



        
          
        

    

  


  

      

          @type zwave_node() :: %{
  id: Grizzly.zwave_node_id(),
  dsk: Grizzly.ZWave.DSK.t() | nil,
  last_awake: pos_integer(),
  last_update: pos_integer(),
  manufacturer_id: 0..65535,
  product_type: 0..65535,
  product_id: 0..65535,
  mode: [mode_flag()],
  security_flags: [security_flag()],
  properties_flags: [properties_flag()],
  probe_state: probe_state(),
  state: node_state(),
  version_capabilities: [{version_capability(), boolean()}],
  basic_device_class: Grizzly.ZWave.DeviceClasses.basic_device_class() | nil,
  wake_up_interval: non_neg_integer() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      all_endpoints(db)



        
          
        

    

  


  

      

          @spec all_endpoints(Exqlite.Sqlite3.db()) :: query_result([endpoint()])


      


Returns a list of all endpoints.

  



  
    
      
    
    
      all_nodes(db)



        
          
        

    

  


  

      

          @spec all_nodes(Exqlite.Sqlite3.db()) :: query_result([zwave_node()])


      


Returns a list of all nodes.

  



  
    
      
    
    
      clear_s2_sessions(db)



        
          
        

    

  


  

      

          @spec clear_s2_sessions(reference()) :: :ok | {:error, atom() | binary()}


      


Deletes all entries in the s2_span table, effectively forcing S2 resynchronization
for all nodes. This is useful if you're running a Zniffer capture and need to
capture the S2 nonce exchange in order to decrypt frames.
To ensure you capture the nonce exchange, be sure to stop Z/IP Gateway before
calling this function, then start the capture before restarting Z/IP Gateway.

  



  
    
      
    
    
      decode_mode_flags(mode)



        
          
        

    

  


  

      

          @spec decode_mode_flags(integer()) :: [mode_flag()]


      


Decodes the bitmask stored in the nodes.mode field into a keyword list.

  



  
    
      
    
    
      decode_node_state(state)



        
          
        

    

  


  

      

          @spec decode_node_state(integer()) :: node_state() | :unknown


      


Decodes the bitmask stored in the nodes.state field into an atom.

  



  
    
      
    
    
      decode_probe_state(probe_state)



        
          
        

    

  


  

      

          @spec decode_probe_state(integer()) :: probe_state() | :unknown


      


Decodes the bitmask stored in the nodes.probe_flags field into an atom.

  



  
    
      
    
    
      decode_properties_flags(properties_flags)



        
          
        

    

  


  

      

          @spec decode_properties_flags(integer()) :: [properties_flag()]


      


Decodes the bitmask stored in the nodes.properties_flags field into a keyword list.

  



  
    
      
    
    
      decode_security_flags(flags)



        
          
        

    

  


  

      

          @spec decode_security_flags(integer()) :: [security_flag()]


      


Decodes the bitmask stored in the nodes.security_flags field into a keyword list.

  



  
    
      
    
    
      decode_version_capabilities(caps)



        
          
        

    

  


  

      

          @spec decode_version_capabilities(integer()) :: [{version_capability(), boolean()}]


      


Decodes a node's Version CC capabilities bitmask stored in the
nodes.node_version_cap_and_zwave_sw field into a keyword list.

  



  
    
      
    
    
      delete_node(db, node_id)



        
          
        

    

  


  

      

          @spec delete_node(Exqlite.Sqlite3.db(), integer()) ::
  :ok | {:error, Exqlite.Sqlite3.reason()}


      


Deletes a node (and its endpoints) from the database. The DSK field will be permanently
lost, but that's probably not a major issue.

  



  
    
      
    
    
      execute(db, query, bindings)



        
          
        

    

  


  

      

          @spec execute(Exqlite.Sqlite3.db(), binary(), list()) ::
  :ok | {:error, Exqlite.Sqlite3.reason()}


      


Execute a query that doesn't return any rows. It is an error to use a select
statement with this function.

  



  
    
      
    
    
      find_nodes_with_no_endpoints(db)



        
          
        

    

  


  

      

          @spec find_nodes_with_no_endpoints(Exqlite.Sqlite3.db()) :: query_result([map()])


      


Returns a list of nodes that have don't have any entries in the endpoints table.

  



    

  
    
      
    
    
      get_endpoint(db, node_id, endpoint_id \\ 0)



        
          
        

    

  


  

      

          @spec get_endpoint(Exqlite.Sqlite3.db(), pos_integer(), non_neg_integer()) ::
  query_result(map() | nil)


      


Looks up a endpoint by node id and endpoint id and returns a map or nil if not found.
Returns endpoint 0 (the root device) if no endpoint_id is specified.

  



  
    
      
    
    
      get_node(db, node_id)



        
          
        

    

  


  

      

          @spec get_node(Exqlite.Sqlite3.db(), integer()) :: query_result(zwave_node() | nil)


      


Looks up a node by its ID and returns a map or nil if not found.

  



  
    
      
    
    
      get_node_endpoints(db, node_id)



        
          
        

    

  


  

      

          @spec get_node_endpoints(Exqlite.Sqlite3.db(), integer()) :: query_result([map()])


      


Returns a list of the given node's endpoints.

  



  
    
      
    
    
      listening_mode(node_id)



        
          
        

    

  


  

      

          @spec listening_mode(Grizzly.node_id()) :: {:ok, listening_mode()} | nil


      


Retrieve the listening mode of a node.

  



    

  
    
      
    
    
      select_all(db, query, bindings \\ [])



        
          
        

    

  


  

      

          @spec select_all(Exqlite.Sqlite3.db(), binary(), list()) :: query_result([map()])


      


Prepares and executes the given query. Returns a list of maps, where map keys
are column names and values are the corresponding row values.

  



    

  
    
      
    
    
      select_one(db, query, bindings \\ [])



        
          
        

    

  


  

      

          @spec select_one(Exqlite.Sqlite3.db(), binary(), list()) :: query_result(map() | nil)


      


Same as select_all/3, but returns only the first row or nil.

  



  
    
      
    
    
      with_database(fun)



        
          
        

    

  


  

      

          @spec with_database((Exqlite.Sqlite3.db() -> any())) :: any()


      


Same as with_database/2, but uses the database file pointed to by Grizzly.options/0.

  



  
    
      
    
    
      with_database(db, fun)



        
          
        

    

  


  

      

          @spec with_database(Path.t() | reference(), (Exqlite.Sqlite3.db() -> any())) :: any()


      


Opens a SQLite database and passes the connection handle to the given function,
then closes the database on completion.
If the first argument is a reference to an already-open SQLite database, the
first and last steps will be skipped. This is mostly useful for testing.
If the given database file does not exist, an error will be returned. Otherwise,
the return value will be the result of the given function.
Z/IP Gateway should be stopped prior to making any modifications to the database,
otherwise it will ignore and most likely overwrite your changes. This function
will return an error if Z/IP Gateway is running and the first argument. If you
want to bypass this check, open the database and pass the connection handle.

  



  
    
      
    
    
      with_statement(db, query, fun)



        
          
        

    

  


  

      

          @spec with_statement(Exqlite.Sqlite3.db(), binary(), (Exqlite.Sqlite3.statement() ->
                                                  result)) :: result
when result: var


      



  


        

      


  

    
Grizzly.ZIPGateway.DatabaseChecker 
    



      
Does some sanity checking on the Z/IP Gateway SQLite database during its init,
then exits normally.
Most importantly, it looks for nodes (other than 1) that have no records in the
endpoints table. This can happen due to a rare bug that's difficult to reproduce,
but the result is that Z/IP Gateway goes into an infinite loop at startup and
never recovers. If it finds any such nodes, it will delete them and let Z/IP Gateway
re-interview them. This unfortunately results in the loss of the DSK, if stored,
but that's better than having things not work at all.

      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        start_link(opts)

      


    





      


      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      start_link(opts)



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      



  


        

      


  

    
Grizzly.ZIPGateway.LogMonitor 
    



      
Monitors the Z/IP Gateway logs to extract and process certain data.

      


      
        Summary


  
    Types
  


    
      
        network_key_type()

      


    





  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        home_id(name \\ __MODULE__)

      


        Returns the network home id as extracted from the Z/IP Gateway logs.



    


    
      
        network_keys(name \\ __MODULE__)

      


        Returns a keyword list of the network keys extracted from the Z/IP Gateway logs.



    


    
      
        start_link(opts \\ [])

      


    


    
      
        zniffer_network_keys(name \\ __MODULE__)

      


        Returns a string containing a filename and network keys formatted for use with the
Zniffer application (available through Simplicity Studio on Windows).



    





      


      
        Types


        


  
    
      
    
    
      network_key_type()



        
          
        

    

  


  

      

          @type network_key_type() ::
  :s0
  | :s2_unauthenticated
  | :s2_authenticated
  | :s2_access_control
  | :s2_authenticated_long_range
  | :s2_access_control_long_range


      



  


        

      

      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



    

  
    
      
    
    
      home_id(name \\ __MODULE__)



        
          
        

    

  


  

      

          @spec home_id(GenServer.name()) :: binary() | nil


      


Returns the network home id as extracted from the Z/IP Gateway logs.

  



    

  
    
      
    
    
      network_keys(name \\ __MODULE__)



        
          
        

    

  


  

      

          @spec network_keys(GenServer.name()) :: [{network_key_type(), binary()}]


      


Returns a keyword list of the network keys extracted from the Z/IP Gateway logs.

  



    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      



  



    

  
    
      
    
    
      zniffer_network_keys(name \\ __MODULE__)



        
          
        

    

  


  

      

          @spec zniffer_network_keys(GenServer.name()) :: binary() | nil


      


Returns a string containing a filename and network keys formatted for use with the
Zniffer application (available through Simplicity Studio on Windows).

  


        

      


  

    
Grizzly.ZIPGateway.Supervisor 
    



      
Supervisor for the Z/IP Gateway process.

      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        restart_zipgateway()

      


        Restarts the Z/IP Gateway process. An error will be raised if Grizzly.ZIPGateway.Supervisor
is not running.



    


    
      
        start_link(options)

      


    


    
      
        start_zipgateway()

      


        Starts the Z/IP Gateway process if it is not already running.



    


    
      
        stop_zipgateway()

      


        Stops the Z/IP Gateway process if it is running.



    





      


      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      restart_zipgateway()



        
          
        

    

  


  

      

          @spec restart_zipgateway() :: :ok


      


Restarts the Z/IP Gateway process. An error will be raised if Grizzly.ZIPGateway.Supervisor
is not running.

  



  
    
      
    
    
      start_link(options)



        
          
        

    

  


  

      

          @spec start_link(Grizzly.Options.t()) :: Supervisor.on_start()


      



  



  
    
      
    
    
      start_zipgateway()



        
          
        

    

  


  

      

          @spec start_zipgateway() :: :ok | {:error, atom()}


      


Starts the Z/IP Gateway process if it is not already running.

  



  
    
      
    
    
      stop_zipgateway()



        
          
        

    

  


  

      

          @spec stop_zipgateway() :: :ok


      


Stops the Z/IP Gateway process if it is running.

  


        

      


  

    
Grizzly.FirmwareUpdates 
    



      
Module for upgrading firmware on target devices.
Required options:
	manufacturer_id - The unique id identifying the manufacturer of the target device
	firmware_id - The id of the current firmware

Other options:
	device_id - Node id of the device to be updated. Defaults to 1 (controller)
	firmware_target - The firmware target id. Defaults to 0 (the ZWave chip)
	max_fragment_size - The maximum number of bytes that will be transmitted at a time. Defaults to 2048.
	hardware_version - The current hardware version of the device to be updated. Defaults to 0.
	activation_may_be_delayed? - Whether it is permitted for the device may delay the actual firmware update. Defaults to false.
	handler - The process that will receive callbacks. Defaults to the caller.any()

The firmware update process is as follows:
	Grizzly sends a firmware_md_get command to the target device to get the manufacturer_id, hardware_id, max_fragment size,
among other info needed to specify a firmware update request. The info is returned via a firmware_md_report command.

	Grizzly uses this info to send a firmware_update_md_request command to the target device, telling it to initiate the image
uploading process. The checksum of the entire firmware image is added to the request. The target device says yeah or nay via a
firmware_update_md_request_report command.

	If the target device agrees to have its firmware updated, it next sends a first firmware_update_md_get command to Grizzly asking
for a number_of_reports (a bunch of firmware image fragment uploads) starting at fragment report_number.

	Grizzly responds by sending the requested series of firmware_update_md_report commands to the target device, each one containing
a firmware image fragment, with a checksum for the command.

	Once a series of uploads is completed, the target device either asks for more fragments via another firmware_update_md_get command,
or it sends a firmware_update_md_status_report command either to cancel the yet incomplete upload (bad command checksums!),
or to announce that the update has completed either successfully (with some info about what happens next) or in failure
(invalid overall image checksum!).

	As part of a successful firmware_update_md_status_report command, the target device tells Grizzly whether the new firmware
needs to be activated. If it does, Grizzly would then be expected to send a firmware_update_activation_set command which success
is reported by the target device via a firmware_update_activation_report command.



      


      
        Summary


  
    Types
  


    
      
        image_path()

      


    


    
      
        opt()

      


    





  
    Functions
  


    
      
        firmware_image_fragment_count()

      


    


    
      
        firmware_update_running?()

      


        A firmware update is in progress when a FirmwareUpdateRunner process is running
and has received at least one request for one or more image fragments OR when
an OTWUpdateRunner process is running.



    


    
      
        progress()

      


        Returns the progress of the current firmware update, if any, as a tuple containing
the last requested fragment index and the total number of fragments.



    


    
      
        start_firmware_update(firmware_image_path, opts)

      


        Starts the firmware update process



    


    
      
        stop_firmware_update()

      


        Stop the current firmware update runner, if any.



    





      


      
        Types


        


  
    
      
    
    
      image_path()



        
          
        

    

  


  

      

          @type image_path() :: String.t()


      



  



  
    
      
    
    
      opt()



        
          
        

    

  


  

      

          @type opt() ::
  {:manufacturer_id, non_neg_integer()}
  | {:firmware_id, non_neg_integer()}
  | {:device_id, Grizzly.node_id()}
  | {:hardware_version, byte()}
  | {:handler, pid() | module() | {module(), keyword()}}
  | {:firmware_target, byte()}
  | {:max_fragment_size, non_neg_integer()}
  | {:activation_may_be_delayed?, boolean()}
  | {:transmission_delay, pos_integer()}
  | {:progress_timeout, timeout()}
  | {:max_fragment_retries, non_neg_integer()}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      firmware_image_fragment_count()



        
          
        

    

  


  

      

          @spec firmware_image_fragment_count() ::
  {:ok, non_neg_integer()} | {:error, :not_updating}


      



  



  
    
      
    
    
      firmware_update_running?()



        
          
        

    

  


  

      

          @spec firmware_update_running?() :: boolean()


      


A firmware update is in progress when a FirmwareUpdateRunner process is running
and has received at least one request for one or more image fragments OR when
an OTWUpdateRunner process is running.

  



  
    
      
    
    
      progress()



        
          
        

    

  


  

      

          @spec progress() :: {non_neg_integer(), pos_integer()} | nil


      


Returns the progress of the current firmware update, if any, as a tuple containing
the last requested fragment index and the total number of fragments.

  



  
    
      
    
    
      start_firmware_update(firmware_image_path, opts)



        
          
        

    

  


  

      

          @spec start_firmware_update(image_path(), [opt()]) ::
  :ok | {:error, :image_not_found} | {:error, :busy}


      


Starts the firmware update process

  



  
    
      
    
    
      stop_firmware_update()



        
          
        

    

  


  

      

          @spec stop_firmware_update() :: :ok


      


Stop the current firmware update runner, if any.

  


        

      


  

    
Grizzly.FirmwareUpdates.OTW.BootloaderFraming 
    



      
A Circuits.UART.Framing implementation for handling framing of data
exchanged with the Gecko bootloader during over-the-wire firmware updates.

      




  

    
Grizzly.FirmwareUpdates.OTW.UpdateSpec 
    



      
A firmware upgrade specification used to determine if a firmware image can
be applied given the running firmware version.

      


      
        Summary


  
    Types
  


    
      
        t()

      


        Firmware upgrade specification.



    





  
    Functions
  


    
      
        applies?(spec, current_version)

      


        Whether the spec applies given the current version.



    


    
      
        new(opts)

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Grizzly.FirmwareUpdates.OTW.UpdateSpec{
  applies_to: Version.requirement(),
  path: Path.t(),
  version: Version.t()
}


      


Firmware upgrade specification.
	version - the version of the firmware image
	path - the path to the firmware image
	applies_to - the version requirement for the running firmware version
that must be met for the upgrade to be applied


  


        

      

      
        Functions


        


  
    
      
    
    
      applies?(spec, current_version)



        
          
        

    

  


  

      

          @spec applies?(t(), Version.t()) :: boolean()


      


Whether the spec applies given the current version.

  



  
    
      
    
    
      new(opts)



        
          
        

    

  


  

      

          @spec new(map() | keyword()) :: t()


      



  


        

      


  

    
Grizzly.FirmwareUpdates.OTWUpdateRunner 
    



      
State machine for managing an OTW update for a Z-Wave controller module.
Only 700-series and later modules are supported.
State Diagram
stateDiagram-v2
  [*] --> startup_delay
  startup_delay --> run_prechecks: delay complete
  run_prechecks --> [*]: no update needed
  run_prechecks --> init: update available
  state if_init <<choice>>
  init --> if_init
  if_init --> reboot_to_bootloader: prechecks ok
  if_init --> detect_bootloader_menu: prechecks failed
  reboot_to_bootloader --> detect_bootloader_menu: menu detected
  detect_bootloader_menu --> [*]: menu not detected
  detect_bootloader_menu --> uploading
  state uploading_if <<choice>>
  uploading --> uploading_if
  uploading_if --> upload_complete: success
  uploading_if --> run_prechecks: first timeout
  uploading_if --> [*]: second timeout
  upload_complete --> [*]

      


      
        Summary


  
    Types
  


    
      
        start_opt()

      


        Options for configuring the OTW update runner.



    


    
      
        state()

      


    


    
      
        update_status()

      


        The various status of a firmware update of the Z-Wave module



    





  
    Functions
  


    
      
        busy?()

      


        Returns true if an OTW update is in progress (the state is not :startup_delay
or :done).



    


    
      
        child_spec(opts)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        get_state()

      


        Gets the current state of the OTW update runner process. Returns nil if the
process is not started.



    


    
      
        start_link(opts \\ [])

      


        Start the OTW update runner.



    





      


      
        Types


        


  
    
      
    
    
      start_opt()



        
          
        

    

  


  

      

          @type start_opt() ::
  {:serial_port, binary()}
  | {:startup_delay, non_neg_integer()}
  | {:upload_timeout, timeout()}
  | {:update_specs, [struct()]}
  | {:module_reset_fun, {module(), atom(), [term()]} | (-> term())}


      


Options for configuring the OTW update runner.
Options
	:serial_port (String.t/0) - Required. The path to serial port where the Z-Wave module is connected.

	:startup_delay (non_neg_integer/0) - Time to wait after starting the runner before beginning the update process. The default value is 60000.

	:upload_timeout (timeout/0) - Timeout for the GBL upload. The default value is 90000.

	:update_specs (list of struct of type Grizzly.FirmwareUpdates.OTW.UpdateSpec) - A list of Grizzly.FirmwareUpdates.OTW.UpdateSpec structs that define the
available firmware updates. The default value is [].

	:module_reset_fun - A function that performs a hard reset of the Z-Wave module, typically via GPIO
or power cycle. If not provided, recovering from a failed upload may not work
as expected.



  



  
    
      
    
    
      state()



        
          
        

    

  


  

      

          @type state() ::
  :startup_delay
  | :run_prechecks
  | :init
  | :reboot_to_bootloader
  | :detect_bootloader_menu
  | :uploading
  | :upload_complete
  | :done


      



  



  
    
      
    
    
      update_status()



        
          
        

    

  


  

      

          @type update_status() :: :started | {:done, :success | :skipped} | {:error, atom()}


      


The various status of a firmware update of the Z-Wave module
	:started - the firmware update has been initiated and all validation of
the firmware update is complete.
	{:done, :success} - the firmware update of the Z-Wave module is successful.
	{:done, :skipped} - no firmware update was applied.
	{:error, reason} - A firmware update of the Z-Wave module was attempted
but failed for some reason.


  


        

      

      
        Functions


        


  
    
      
    
    
      busy?()



        
          
        

    

  


  

      

          @spec busy?() :: boolean()


      


Returns true if an OTW update is in progress (the state is not :startup_delay
or :done).

  



  
    
      
    
    
      child_spec(opts)



        
          
        

    

  


  

      

          @spec child_spec(args :: keyword()) :: Supervisor.child_spec()


      


Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      get_state()



        
          
        

    

  


  

      

          @spec get_state() :: state() | nil


      


Gets the current state of the OTW update runner process. Returns nil if the
process is not started.

  



    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  

      

          @spec start_link([start_opt()]) :: GenServer.on_start()


      


Start the OTW update runner.
See start_opt/0 for available options.

  


        

      


  

    
Grizzly.Requests.Handler behaviour
    



      
Behaviour for how commands should handle incoming Z-Wave messages

      


      
        Summary


  
    Types
  


    
      
        handle_response()

      


    





  
    Callbacks
  


    
      
        handle_ack(state)

      


    


    
      
        handle_command(incoming_command, state)

      


    


    
      
        init(original_command, init_state)

      


    





      


      
        Types


        


  
    
      
    
    
      handle_response()



        
          
        

    

  


  

      

          @type handle_response() ::
  {:complete, response :: any()} | {:continue, state :: any()}


      



  


        

      

      
        Callbacks


        


  
    
      
    
    
      handle_ack(state)



        
          
        

    

  


  

      

          @callback handle_ack(state :: any()) :: handle_response()


      



  



  
    
      
    
    
      handle_command(incoming_command, state)


        (optional)


        
          
        

    

  


  

      

          @callback handle_command(incoming_command :: Grizzly.ZWave.Command.t(), state :: any()) ::
  handle_response()


      



  



  
    
      
    
    
      init(original_command, init_state)



        
          
        

    

  


  

      

          @callback init(original_command :: Grizzly.ZWave.Command.t(), init_state :: any()) ::
  {:ok, state :: any()}


      



  


        

      


  

    
Grizzly.Requests.Handlers.AckResponse 
    



      
This handler is useful for most set commands that only needs to be
acknowledged

      




  

    
Grizzly.Requests.Handlers.AggregateReport 
    



      
Handler for working with reports that could take many report frames to
complete
This handler will handle aggregating the responses into one report command
for ease of consumption by callers.

      


      
        Summary


  
    Types
  


    
      
        opt()

      


    


    
      
        state()

      


    





      


      
        Types


        


  
    
      
    
    
      opt()



        
          
        

    

  


  

      

          @type opt() :: {:complete_report, atom(), [{:aggregate_param, atom()}]}


      



  



  
    
      
    
    
      state()



        
          
        

    

  


  

      

          @type state() :: %{
  complete_report: atom(),
  aggregate_param: atom(),
  aggregates: [any()]
}


      



  


        

      


  

    
Grizzly.Requests.Handlers.SupervisionReport 
    



      
This handler is used for non-get commands sent with Supervision.

      




  

    
Grizzly.Requests.Handlers.WaitReport 
    



      
This handle is useful for when you want to wait for a particular report from
the Z-Wave network. Most GET commands can use this handler.

      


      
        Summary


  
    Types
  


    
      
        opt()

      


    


    
      
        state()

      


    





      


      
        Types


        


  
    
      
    
    
      opt()



        
          
        

    

  


  

      

          @type opt() :: {:complete_report, atom(), [{:get_command, Grizzly.ZWave.Command.t()}]}


      



  



  
    
      
    
    
      state()



        
          
        

    

  


  

      

          @type state() :: %{complete_report: atom(), get_command: Grizzly.ZWave.Command.t()}


      



  


        

      


  

    
Grizzly.Storage 
    



      
Persistent storage for device information and other Grizzly internals.

      


      
        Summary


  
    Types
  


    
      
        key()

      


        See PropertyTable.property/0.



    


    
      
        node_inclusion_info()

      


    


    
      
        node_info()

      


    


    
      
        pattern()

      


        See PropertyTable.pattern/0.



    


    
      
        put_node_info_opt()

      


    


    
      
        value()

      


        See PropertyTable.value/0.



    





  
    Functions
  


    
      
        child_spec(opts)

      


        Returns a child spec to start the storage process under a supervisor.
See Supervisor.



    


    
      
        delete_all()

      


        Delete everything from storage.



    


    
      
        delete_matches(pattern)

      


        Delete keys matching a pattern using the configured adapter.



    


    
      
        get(key)

      


        Get a value from storage by key using the configured adapter.



    


    
      
        get_node_command_class_version(node_id, command_class)

      


        Retrieves a node's command class version.



    


    
      
        get_node_dsk(node_id)

      


        Returns a node's stored DSK.



    


    
      
        get_node_inclusion_info(node_id)

      


        Retrieves information about a node's inclusion process.



    


    
      
        get_node_info(node_id)

      


        Retrieves a node's basic info.



    


    
      
        get_node_last_awake(node_id)

      


        Retrieves a node's last awake time.



    


    
      
        get_node_wakeup_interval(node_id)

      


        Returns the node's wakeup interval in seconds.



    


    
      
        match(pattern)

      


        Match keys in storage against a pattern using the configured adapter.



    


    
      
        put(key, value)

      


        Puts a key-value pair into storage using the configured adapter.



    


    
      
        put_many(properties)

      


        Puts multiple key-value pairs into storage using the configured adapter.



    


    
      
        put_node_command_class_version(node_id, command_class, version)

      


        Stores a node's command class version.



    


    
      
        put_node_dsk(node_id, dsk)

      


        Store a node's DSK.



    


    
      
        put_node_inclusion_info(node_id, info)

      


        Stores information about a node's inclusion process.



    


    
      
        put_node_info(node_id, info, opts \\ [])

      


        Stores node information.



    


    
      
        put_node_last_awake(node_id, last_awake)

      


        Stores a node's last awake time.



    


    
      
        put_node_wakeup_interval(node_id, interval)

      


        Stores a node's wakeup interval in seconds.



    





      


      
        Types


        


  
    
      
    
    
      key()



        
          
        

    

  


  

      

          @type key() :: PropertyTable.property()


      


See PropertyTable.property/0.

  



  
    
      
    
    
      node_inclusion_info()



        
          
        

    

  


  

      

          @type node_inclusion_info() :: %{
  status:
    Grizzly.ZWave.CommandClasses.NetworkManagementInclusion.node_add_status(),
  granted_keys: [Grizzly.ZWave.Security.key()],
  kex_fail_type: Grizzly.ZWave.Security.key_exchange_fail_type() | nil,
  smartstart?: boolean()
}


      



  



  
    
      
    
    
      node_info()



        
          
        

    

  


  

      

          @type node_info() :: %{
  listening?: boolean(),
  basic_device_class: Grizzly.ZWave.DeviceClasses.basic_device_class(),
  generic_device_class: Grizzly.ZWave.DeviceClasses.generic_device_class(),
  specific_device_class: Grizzly.ZWave.DeviceClasses.specific_device_class(),
  command_classes: Grizzly.ZWave.CommandClasses.command_class_list()
}


      



  



  
    
      
    
    
      pattern()



        
          
        

    

  


  

      

          @type pattern() :: PropertyTable.pattern()


      


See PropertyTable.pattern/0.

  



  
    
      
    
    
      put_node_info_opt()



        
          
        

    

  


  

      

          @type put_node_info_opt() :: {:overwrite_command_classes, boolean()}


      



  



  
    
      
    
    
      value()



        
          
        

    

  


  

      

          @type value() :: PropertyTable.value()


      


See PropertyTable.value/0.

  


        

      

      
        Functions


        


  
    
      
    
    
      child_spec(opts)



        
          
        

    

  


  

      

          @spec child_spec(PropertyTable.options()) :: Supervisor.child_spec()


      


Returns a child spec to start the storage process under a supervisor.
See Supervisor.

  



  
    
      
    
    
      delete_all()



        
          
        

    

  


  

      

          @spec delete_all() :: :ok


      


Delete everything from storage.

  



  
    
      
    
    
      delete_matches(pattern)



        
          
        

    

  


  

      

          @spec delete_matches(pattern()) :: :ok


      


Delete keys matching a pattern using the configured adapter.

  



  
    
      
    
    
      get(key)



        
          
        

    

  


  

      

          @spec get(key()) :: value()


      


Get a value from storage by key using the configured adapter.

  



  
    
      
    
    
      get_node_command_class_version(node_id, command_class)



        
          
        

    

  


  

      

          @spec get_node_command_class_version(Grizzly.ZWave.node_id(), atom()) ::
  pos_integer() | nil


      


Retrieves a node's command class version.

  



  
    
      
    
    
      get_node_dsk(node_id)



        
          
        

    

  


  

      

          @spec get_node_dsk(Grizzly.ZWave.node_id()) :: Grizzly.ZWave.DSK.t() | nil


      


Returns a node's stored DSK.

  



  
    
      
    
    
      get_node_inclusion_info(node_id)



        
          
        

    

  


  

      

          @spec get_node_inclusion_info(Grizzly.ZWave.node_id()) :: node_inclusion_info() | nil


      


Retrieves information about a node's inclusion process.

  



  
    
      
    
    
      get_node_info(node_id)



        
          
        

    

  


  

      

          @spec get_node_info(Grizzly.ZWave.node_id()) :: node_info() | nil


      


Retrieves a node's basic info.

  



  
    
      
    
    
      get_node_last_awake(node_id)



        
          
        

    

  


  

      

          @spec get_node_last_awake(Grizzly.ZWave.node_id()) :: DateTime.t() | nil


      


Retrieves a node's last awake time.

  



  
    
      
    
    
      get_node_wakeup_interval(node_id)



        
          
        

    

  


  

      

          @spec get_node_wakeup_interval(Grizzly.ZWave.node_id()) :: non_neg_integer() | nil


      


Returns the node's wakeup interval in seconds.

  



  
    
      
    
    
      match(pattern)



        
          
        

    

  


  

      

          @spec match(pattern()) :: [{key(), value()}]


      


Match keys in storage against a pattern using the configured adapter.

  



  
    
      
    
    
      put(key, value)



        
          
        

    

  


  

      

          @spec put(key(), value()) :: :ok


      


Puts a key-value pair into storage using the configured adapter.

  



  
    
      
    
    
      put_many(properties)



        
          
        

    

  


  

      

          @spec put_many([{key(), value()}]) :: :ok


      


Puts multiple key-value pairs into storage using the configured adapter.

  



  
    
      
    
    
      put_node_command_class_version(node_id, command_class, version)



        
          
        

    

  


  

      

          @spec put_node_command_class_version(Grizzly.ZWave.node_id(), atom(), pos_integer()) ::
  :ok


      


Stores a node's command class version.

  



  
    
      
    
    
      put_node_dsk(node_id, dsk)



        
          
        

    

  


  

      

          @spec put_node_dsk(Grizzly.ZWave.node_id(), Grizzly.ZWave.DSK.t()) :: :ok


      


Store a node's DSK.

  



  
    
      
    
    
      put_node_inclusion_info(node_id, info)



        
          
        

    

  


  

      

          @spec put_node_inclusion_info(Grizzly.ZWave.node_id(), node_inclusion_info()) :: :ok


      


Stores information about a node's inclusion process.

  



    

  
    
      
    
    
      put_node_info(node_id, info, opts \\ [])



        
          
        

    

  


  

      

          @spec put_node_info(
  Grizzly.ZWave.node_id(),
  Grizzly.ZWave.Command.t() | node_info(),
  [
    put_node_info_opt()
  ]
) :: :ok


      


Stores node information.
By default, command classes are merged using CommandClasses.merge/2 to prevent
loss of data due to Z/IP Gateway quirks. To force the use of the new command class
list, use the :overwrite_command_classes option.

  



  
    
      
    
    
      put_node_last_awake(node_id, last_awake)



        
          
        

    

  


  

      

          @spec put_node_last_awake(Grizzly.ZWave.node_id(), DateTime.t()) :: :ok


      


Stores a node's last awake time.

  



  
    
      
    
    
      put_node_wakeup_interval(node_id, interval)



        
          
        

    

  


  

      

          @spec put_node_wakeup_interval(Grizzly.ZWave.node_id(), non_neg_integer()) :: :ok


      


Stores a node's wakeup interval in seconds.

  


        

      


  

    
Grizzly.Storage.Adapter behaviour
    



      
Behaviour for Grizzly storage adapters.
Implementations should be compatible with PropertyTable.

      


      
        Summary


  
    Types
  


    
      
        adapter_options()

      


        The argument passed to the storage adapter. See Grizzly.Options.



    





  
    Callbacks
  


    
      
        delete_matches(adapter_options, pattern)

      


        Delete keys matching a pattern.



    


    
      
        get(adapter_options, key)

      


        Get a value from storage by key.



    


    
      
        match(adapter_options, pattern)

      


        Match keys in storage against a pattern.



    


    
      
        put(adapter_options, key, value)

      


        Put a key-value pair into storage.



    


    
      
        put_many(adapter_options, list)

      


        Put multiple key-value pairs into storage.



    





      


      
        Types


        


  
    
      
    
    
      adapter_options()



        
          
        

    

  


  

      

          @type adapter_options() :: any()


      


The argument passed to the storage adapter. See Grizzly.Options.

  


        

      

      
        Callbacks


        


  
    
      
    
    
      delete_matches(adapter_options, pattern)



        
          
        

    

  


  

      

          @callback delete_matches(adapter_options(), Grizzly.Storage.pattern()) :: :ok


      


Delete keys matching a pattern.

  



  
    
      
    
    
      get(adapter_options, key)



        
          
        

    

  


  

      

          @callback get(adapter_options(), Grizzly.Storage.key()) :: Grizzly.Storage.value()


      


Get a value from storage by key.

  



  
    
      
    
    
      match(adapter_options, pattern)



        
          
        

    

  


  

      

          @callback match(adapter_options(), Grizzly.Storage.pattern()) :: [
  {Grizzly.Storage.key(), Grizzly.Storage.value()}
]


      


Match keys in storage against a pattern.

  



  
    
      
    
    
      put(adapter_options, key, value)



        
          
        

    

  


  

      

          @callback put(adapter_options(), Grizzly.Storage.key(), Grizzly.Storage.value()) :: :ok


      


Put a key-value pair into storage.

  



  
    
      
    
    
      put_many(adapter_options, list)



        
          
        

    

  


  

      

          @callback put_many(adapter_options(), [{Grizzly.Storage.key(), Grizzly.Storage.value()}]) ::
  :ok


      


Put multiple key-value pairs into storage.

  


        

      


  

    
Grizzly.Storage.PropertyTable 
    



      
A storage adapter for PropertyTable.

      




  

    
Grizzly.ZWave 
    



      
Module for Z-Wave protocol specific functionality and information

      


      
        Summary


  
    Types
  


    
      
        endpoint_id()

      


    


    
      
        node_id()

      


    


    
      
        seq_number()

      


    


    
      
        sound_switch_volume()

      


        The volume at which a tone is played.



    





  
    Functions
  


    
      
        crc16_aug_ccitt(data)

      


        CRC-16/AUG-CCITT



    


    
      
        from_binary(binary)

      


    


    
      
        to_binary(command)

      


    





      


      
        Types


        


  
    
      
    
    
      endpoint_id()



        
          
        

    

  


  

      

          @type endpoint_id() :: 0..127


      



  



  
    
      
    
    
      node_id()



        
          
        

    

  


  

      

          @type node_id() :: non_neg_integer()


      



  



  
    
      
    
    
      seq_number()



        
          
        

    

  


  

      

          @type seq_number() :: non_neg_integer()


      



  



  
    
      
    
    
      sound_switch_volume()



        
          
        

    

  


  

      

          @type sound_switch_volume() :: 0..100 | 255


      


The volume at which a tone is played.
Values
	0 - Indicates an off/mute volume setting.
	1..100 - Indicates the actual volume setting from 1% to 100%.
	255 - Restore the most recent non-zero volume setting. This value MUST be
ignored if the current volume is not zero. This value MAY be used to set the
default tone without modifying the volume setting.


  


        

      

      
        Functions


        


  
    
      
    
    
      crc16_aug_ccitt(data)



        
          
        

    

  


  

      

          @spec crc16_aug_ccitt(binary() | [byte()]) :: 0..65535


      


CRC-16/AUG-CCITT

  



  
    
      
    
    
      from_binary(binary)



        
          
        

    

  


  

      

          @spec from_binary(binary()) ::
  {:ok, Grizzly.ZWave.Command.t()} | {:error, Grizzly.ZWave.DecodeError.t()}


      



  



  
    
      
    
    
      to_binary(command)



        
          
        

    

  


  

      

          @spec to_binary(Grizzly.ZWave.Command.t()) :: binary()


      



  


        

      


  

    
Grizzly.ZWave.DSK 
    



      
Module for working with the SmartStart and S2 DSKs

      


      
        Summary


  
    Types
  


    
      
        dsk_binary()

      


        The DSK binary is the elixir binary string form of the DSK



    


    
      
        dsk_string()

      


        The DSK string is the string version of the DSK



    


    
      
        t()

      


    





  
    Functions
  


    
      
        binary_to_string(dsk_binary)

      


        Take a binary representation of the DSK and change it into the
string representation



    


    
      
        new(dsk_binary)

      


        Make a new DSK



    


    
      
        nwi_home_id(dsk)

      


        Extracts the NWI Home ID (the Home ID used by a SmartStart device when it is
not yet included in a network) from the DSK.



    


    
      
        parse(dsk_string)

      


        Parse a textual representation of a DSK



    


    
      
        parse!(dsk_string)

      


        Same as parse/1 but raises an ArgumentError if the DSK is invalid.



    


    
      
        parse_pin(string)

      


        Parse a DSK PIN



    


    
      
        random()

      


        Generate a random DSK.



    


    
      
        string_to_binary(dsk_string)

          deprecated

      


        Take a string representation of the DSK and change it into the
binary representation



    


    
      
        to_pin_string(dsk)

      


        Return the first five digits of a DSK for use as a PIN



    


    
      
        to_string(dsk, opts \\ [])

      


        Convert the DSK to a string



    


    
      
        zeros()

      


        Generate a DSK that is all zeros



    





      


      
        Types


        


  
    
      
    
    
      dsk_binary()



        
          
        

    

  


  

      

          @type dsk_binary() :: <<_::128>>


      


The DSK binary is the elixir binary string form of the DSK
The format is <<b1, b2, b3, ... b16>>
That is 16 bytes.
An example of this would be:
<<196, 109, 73, 131, 38, 196, 119, 227, 62, 101, 131, 175, 15, 165, 14, 39>>

  



  
    
      
    
    
      dsk_string()



        
          
        

    

  


  

      

          @type dsk_string() :: <<_::376>>


      


The DSK string is the string version of the DSK
The general format is XXXXX-XXXXX-XXXXX-XXXXX-XXXXX-XXXXX-XXXXX-XXXXX
That is 8 blocks of 16 bit integers separated by a dash.
An example of this would be 50285-18819-09924-30691-15973-33711-04005-03623

  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Grizzly.ZWave.DSK{raw: <<_::128>>}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      binary_to_string(dsk_binary)



        
          
        

    

  


  

      

          @spec binary_to_string(dsk_binary()) :: {:ok, dsk_string()}


      


Take a binary representation of the DSK and change it into the
string representation

  



  
    
      
    
    
      new(dsk_binary)



        
          
        

    

  


  

      

          @spec new(binary()) :: t()


      


Make a new DSK
If less than 16 bytes are passed in, the rest are initialized to zero.
Due to how DSKs are constructed, odd length binaries aren't allowed since
they should never be possible.

  



  
    
      
    
    
      nwi_home_id(dsk)



        
          
        

    

  


  

      

          @spec nwi_home_id(t()) :: non_neg_integer()


      


Extracts the NWI Home ID (the Home ID used by a SmartStart device when it is
not yet included in a network) from the DSK.
The NWI Home ID is calculated by taking bytes 9-12 of the DSK. Given this value,
the two most significant bits are then set and the least significant bit is cleared.

  



  
    
      
    
    
      parse(dsk_string)



        
          
        

    

  


  

      

          @spec parse(dsk_string()) :: {:ok, t()} | {:error, :invalid_dsk}


      


Parse a textual representation of a DSK

  



  
    
      
    
    
      parse!(dsk_string)



        
          
        

    

  


  

      

          @spec parse!(dsk_string()) :: t() | no_return()


      


Same as parse/1 but raises an ArgumentError if the DSK is invalid.

  



  
    
      
    
    
      parse_pin(string)



        
          
        

    

  


  

      

          @spec parse_pin(String.t() | non_neg_integer()) :: {:ok, t()} | {:error, :invalid_dsk}


      


Parse a DSK PIN
PINs can also be parsed by parse/1. When working with PINs, though, it's
nice to be more forgiving and accept PINs as integers or strings without
leading zeros.
String examples:
iex> {:ok, dsk} = DSK.parse_pin("12345"); dsk
#DSK<12345-00000-00000-00000-00000-00000-00000-00000>


iex> {:ok, dsk} = DSK.parse_pin("123"); dsk
#DSK<00123-00000-00000-00000-00000-00000-00000-00000>
Integer examples:
iex> {:ok, dsk} = DSK.parse_pin(12345); dsk
#DSK<12345-00000-00000-00000-00000-00000-00000-00000>

iex> {:ok, dsk} = DSK.parse_pin(123); dsk
#DSK<00123-00000-00000-00000-00000-00000-00000-00000>

  



  
    
      
    
    
      random()



        
          
        

    

  


  

      

          @spec random() :: t()


      


Generate a random DSK.

  



  
    
      
    
    
      string_to_binary(dsk_string)



        
          
        

    

  


    
      This function is deprecated. Use DSK.parse/1 instead.
    


  

      

          @spec string_to_binary(dsk_string()) :: {:ok, dsk_binary()} | {:error, :invalid_dsk}


      


Take a string representation of the DSK and change it into the
binary representation

  



  
    
      
    
    
      to_pin_string(dsk)



        
          
        

    

  


  

      

          @spec to_pin_string(t()) :: String.t()


      


Return the first five digits of a DSK for use as a PIN
iex> {:ok, dsk} = DSK.parse("50285-18819-09924-30691-15973-33711-04005-03623")
iex> DSK.to_pin_string(dsk)
"50285"

iex> {:ok, dsk} = DSK.parse("00001-18819-09924-30691-15973-33711-04005-03623")
iex> DSK.to_pin_string(dsk)
"00001"

  



    

  
    
      
    
    
      to_string(dsk, opts \\ [])



        
          
        

    

  


  

      

          @spec to_string(
  t(),
  keyword()
) :: String.t()


      


Convert the DSK to a string
iex> {:ok, dsk} = DSK.parse("50285-18819-09924-30691-15973-33711-04005-03623")
iex> DSK.to_string(dsk)
"50285-18819-09924-30691-15973-33711-04005-03623"

iex> {:ok, dsk} = DSK.parse("50285-18819-09924-30691-15973-33711-04005-03623")
iex> DSK.to_string(dsk, delimiter: "")
"5028518819099243069115973337110400503623"
Options:
	:delimiter - character to join the 5 byte sections together (default "-")


  



  
    
      
    
    
      zeros()



        
          
        

    

  


  

      

          @spec zeros() :: t()


      


Generate a DSK that is all zeros
This is useful for placeholder/default DSKs.

  


        

      


  

    
Grizzly.ZWave.DeviceClass 
    



      
Z-Wave device classes
Z-Wave device classes allow grouping devices with the same functionality
together. Moreover, the device class specification for specific device classes
provide mandatory and recommended command class support.

      


      
        Summary


  
    Types
  


    
      
        command_class_spec()

      


    


    
      
        command_class_version()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        get_command_class_version(device_class, command_class)

      


        Get the command class version for the command class



    


    
      
        has_command_class?(device_class, command_class)

      


        Check if the device class specification includes a particular command class



    


    
      
        multilevel_sensor()

      


        Device class spec for a generic multilevel sensor



    


    
      
        thermostat_hvac()

      


        A device class for a HVAC thermostat



    





      


      
        Types


        


  
    
      
    
    
      command_class_spec()



        
          
        

    

  


  

      

          @type command_class_spec() :: %{
  support: %{
    required(Grizzly.ZWave.CommandClasses.command_class()) =>
      command_class_version()
  },
  control: %{
    required(Grizzly.ZWave.CommandClasses.command_class()) =>
      command_class_version()
  }
}


      



  



  
    
      
    
    
      command_class_version()



        
          
        

    

  


  

      

          @type command_class_version() :: integer()


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %{
  basic_device_class: Grizzly.ZWave.DeviceClasses.basic_device_class(),
  generic_device_class: Grizzly.ZWave.DeviceClasses.generic_device_class(),
  specific_device_class: Grizzly.ZWave.DeviceClasses.specific_device_class(),
  command_classes: command_class_spec(),
  manufacturer_id: non_neg_integer(),
  product_id: non_neg_integer(),
  product_type_id: non_neg_integer(),
  library_type: Grizzly.ZWave.Commands.VersionReport.library_type()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      get_command_class_version(device_class, command_class)



        
          
        

    

  


  

      

          @spec get_command_class_version(t(), Grizzly.ZWave.CommandClasses.command_class()) ::
  non_neg_integer() | nil


      


Get the command class version for the command class

  



  
    
      
    
    
      has_command_class?(device_class, command_class)



        
          
        

    

  


  

      

          @spec has_command_class?(t(), Grizzly.ZWave.CommandClasses.command_class()) ::
  boolean()


      


Check if the device class specification includes a particular command class

  



  
    
      
    
    
      multilevel_sensor()



        
          
        

    

  


  

      

          @spec multilevel_sensor() :: t()


      


Device class spec for a generic multilevel sensor

  



  
    
      
    
    
      thermostat_hvac()



        
          
        

    

  


  

      

          @spec thermostat_hvac() :: t()


      


A device class for a HVAC thermostat

  


        

      


  

    
Grizzly.ZWave.DeviceClasses 
    



      
Z-Wave device classes

      


      
        Summary


  
    Types
  


    
      
        basic_device_class()

      


    


    
      
        generic_device_class()

      


    


    
      
        specific_device_class()

      


    





  
    Functions
  


    
      
        decode_basic(byte)

      


        Try to make a basic device class from a byte



    


    
      
        decode_generic(byte)

      


        Try to get the generic device class for the byte



    


    
      
        decode_specific(gen_class, byte)

      


        Try to get the specific device class from the byte given the generic device class



    


    
      
        encode_basic(device_class)

      


        Make a byte from a device class



    


    
      
        encode_generic(device_class)

      


        Turn the generic device class into a byte



    


    
      
        encode_specific(gen_class, spec_class)

      


        Make the specific device class into a byte



    





      


      
        Types


        


  
    
      
    
    
      basic_device_class()



        
          
        

    

  


  

      

          @type basic_device_class() :: atom()


      



  



  
    
      
    
    
      generic_device_class()



        
          
        

    

  


  

      

          @type generic_device_class() :: atom()


      



  



  
    
      
    
    
      specific_device_class()



        
          
        

    

  


  

      

          @type specific_device_class() :: atom()


      



  


        

      

      
        Functions


        


  
    
      
    
    
      decode_basic(byte)



        
          
        

    

  


  

      

          @spec decode_basic(byte()) :: basic_device_class() | :unknown


      


Try to make a basic device class from a byte

  



  
    
      
    
    
      decode_generic(byte)



        
          
        

    

  


  

      

          @spec decode_generic(byte()) :: generic_device_class() | :unknown


      


Try to get the generic device class for the byte

  



  
    
      
    
    
      decode_specific(gen_class, byte)



        
          
        

    

  


  

      

          @spec decode_specific(generic_device_class(), byte()) ::
  specific_device_class() | :unknown


      


Try to get the specific device class from the byte given the generic device class

  



  
    
      
    
    
      encode_basic(device_class)



        
          
        

    

  


  

      

          @spec encode_basic(basic_device_class()) :: byte()


      


Make a byte from a device class

  



  
    
      
    
    
      encode_generic(device_class)



        
          
        

    

  


  

      

          @spec encode_generic(generic_device_class()) :: byte()


      


Turn the generic device class into a byte

  



  
    
      
    
    
      encode_specific(gen_class, spec_class)



        
          
        

    

  


  

      

          @spec encode_specific(generic_device_class(), specific_device_class()) :: byte()


      


Make the specific device class into a byte

  


        

      


  

    
Grizzly.ZWave.Encoding 
    



      
Utility functions for encoding/decoding common data types.

      


      
        Summary


  
    Types
  


    
      
        duration()

      


        Common representation for durations used in Z-Wave command classes.



    


    
      
        encode_bitmask_opts()

      


    


    
      
        string_encoding()

      


    





  
    Functions
  


    
      
        binary_sensor_types()

      


    


    
      
        bit_to_bool(bit)

      


        Converts a bit into a boolean.



    


    
      
        bool_to_bit(bool)

      


        Converts a boolean into a bit.



    


    
      
        credential_learn_statuses()

      


    


    
      
        decode_bitmask(bitmask)

      


        Decodes an indexed bitmask.



    


    
      
        decode_duration(byte)

      


        Decodes a duration as encoded by encode_duration/1. Returns :unknown if
the value is outside the range 0x00..0xFD or :default for 0xFF.



    


    
      
        decode_enum_bitmask(enum, bitmask)

      


        Decodes a list of keys from a bitmask using the provided Grizzly.ZWave.ZWEnum
to map keys to bit positions.



    


    
      
        decode_ipv6_address(binary)

      


        Decodes a 128-bit binary into an IPv6 address tuple.



    


    
      
        decode_string(str, atom)

      


        Decodes a binary string into a UTF-8 string using the specified encoding type.



    


    
      
        decode_string_encoding(arg1)

      


        Decodes a string encoding type from a byte value.



    


    
      
        decode_zwave_float(int_value, precision)

      


        Converts an integer value and non-zero precision into a float by dividing the
integer by 10 ^ precision. If the given precision is zero, the integer is
returned as-is.



    


    
      
        door_lock_modes()

      


    


    
      
        encode_bitmask(values, opts \\ [])

      


        Encodes a list into a bitmask.



    


    
      
        encode_duration(secs)

      


        Encodes a duration in seconds into a duration byte.



    


    
      
        encode_enum_bitmask(enum, keys, opts \\ [])

      


        Encodes a list of keys into a bitmask using the provided Grizzly.ZWave.ZWEnum
to map keys to bit positions.



    


    
      
        encode_ipv6_address(ipv6_address)

      


        Encodes an IPv6 address tuple into a 128-bit binary.



    


    
      
        encode_string(str, atom)

      


        Encodes a UTF-8 string using the specified encoding type.



    


    
      
        encode_string_encoding(atom)

      


        Encodes a string encoding type to a byte value.



    


    
      
        encode_zwave_float(value)

      


        Converts a float into a tuple containing an integer representation of the float,
the factor of 10 by which the integer must be divided to get the original float,
and the number of bytes needed to represent the value as a signed integer.



    


    
      
        humidity_control_modes()

      


    


    
      
        humidity_control_operating_states()

      


    


    
      
        humidity_control_setpoint_scales()

      


    


    
      
        humidity_control_setpoint_types()

      


    


    
      
        kex_fail_types()

      


    


    
      
        multilevel_sensor_types()

      


    


    
      
        network_update_request_statuses()

      


    


    
      
        power_levels()

      


    


    
      
        reduce_binary(binary, acc \\ [], reducer_fun)

      


        Reduce over a binary by repeatedly applying a reducer function until the binary
is empty.



    


    
      
        reduce_binary_while(binary, acc \\ [], reducer_fun)

      


        Reduce over a binary by repeatedly applying a reducer function.



    


    
      
        security_key_types()

      


    


    
      
        string_encodings()

      


    


    
      
        thermostat_fan_modes()

      


    


    
      
        thermostat_fan_states()

      


    


    
      
        thermostat_operating_states()

      


    


    
      
        tz_offset_signs()

      


    


    
      
        uc_admin_pin_code_set_statuses()

      


    


    
      
        uc_association_set_statuses()

      


    


    
      
        uc_credential_types()

      


    


    
      
        user_code_keypad_modes()

      


    


    
      
        zwave_float_to_binary(value, scale)

      


        Converts a float into a binary representation of a Z-Wave float according to
the typical format.



    





      


      
        Types


        


  
    
      
    
    
      duration()



        
          
        

    

  


  

      

          @type duration() :: 0..7560 | :unknown | :default


      


Common representation for durations used in Z-Wave command classes.
Durations of 0..127 seconds are encoded with 1-second resolution. Durations of
128..7560 seconds are encoded with 1-minute resolution. Larger durations are
not supported and will be encoded as unknown (0xFE).
See section 2.1.7.3 of the Z-Wave Specification for details.

  



  
    
      
    
    
      encode_bitmask_opts()



        
          
        

    

  


  

      

          @type encode_bitmask_opts() :: [{:min_bytes, non_neg_integer()}]


      



  



  
    
      
    
    
      string_encoding()



        
          
        

    

  


  

      

          @type string_encoding() :: :ascii | :extended_ascii | :utf16


      



  


        

      

      
        Functions


        


  
    
      
    
    
      binary_sensor_types()



        
          
        

    

  


  

      

          @spec binary_sensor_types() :: Grizzly.ZWave.ZWEnum.t()


      



  



  
    
      
    
    
      bit_to_bool(bit)



        
          
        

    

  


  

      

          @spec bit_to_bool(0 | 1) :: boolean()


      


Converts a bit into a boolean.
Examples
iex> bit_to_bool(1)
true
iex> bit_to_bool(0)
false

  



  
    
      
    
    
      bool_to_bit(bool)



        
          
        

    

  


  

      

          @spec bool_to_bit(boolean()) :: 0 | 1


      


Converts a boolean into a bit.
Examples
iex> bool_to_bit(true)
1
iex> bool_to_bit(false)
0

  



  
    
      
    
    
      credential_learn_statuses()



        
          
        

    

  


  


  



  
    
      
    
    
      decode_bitmask(bitmask)



        
          
        

    

  


  

      

          @spec decode_bitmask(binary()) :: [non_neg_integer()]


      


Decodes an indexed bitmask.
Examples
iex> decode_bitmask(<<>>)
[]

iex> decode_bitmask(<<0b10110001, 0, 0>>)
[0, 4, 5, 7]

iex> decode_bitmask(<<0b10110001, 0b00000001, 0, 0, 0b00001000>>)
[0, 4, 5, 7, 8, 35]

  



  
    
      
    
    
      decode_duration(byte)



        
          
        

    

  


  

      

          @spec decode_duration(byte()) :: duration()


      


Decodes a duration as encoded by encode_duration/1. Returns :unknown if
the value is outside the range 0x00..0xFD or :default for 0xFF.
Examples
iex> decode_duration(0x00)
0
iex> decode_duration(0x2D)
45
iex> decode_duration(0x7F)
127
iex> decode_duration(0x80)
60
iex> decode_duration(0x81)
120
iex> decode_duration(0x82)
180
iex> decode_duration(0xFD)
7560
iex> decode_duration(0xFE)
:unknown
iex> decode_duration(0xFF)
:default

  



  
    
      
    
    
      decode_enum_bitmask(enum, bitmask)



        
          
        

    

  


  

      

          @spec decode_enum_bitmask(Grizzly.ZWave.ZWEnum.t(), bitstring()) :: [
  Grizzly.ZWave.ZWEnum.k()
]


      


Decodes a list of keys from a bitmask using the provided Grizzly.ZWave.ZWEnum
to map keys to bit positions.
Examples
iex> enum = Grizzly.ZWave.ZWEnum.new(foo: 1, bar: 2, baz: 7, qux: 8)
iex> decode_enum_bitmask(enum, <<0b10000010, 0b1>>)
[:foo, :baz, :qux]

  



  
    
      
    
    
      decode_ipv6_address(binary)



        
          
        

    

  


  

      

          @spec decode_ipv6_address(binary()) :: :inet.ip6_address()


      


Decodes a 128-bit binary into an IPv6 address tuple.
Examples
iex> decode_ipv6_address(<<0xfd00::16, 0xaaaa::16, 0::16, 0::16, 0::16, 0::16, 0::16, 2::16>>)
{0xfd00, 0xaaaa, 0, 0, 0, 0, 0, 2}

  



  
    
      
    
    
      decode_string(str, atom)



        
          
        

    

  


  

      

          @spec decode_string(binary(), string_encoding()) :: binary()


      


Decodes a binary string into a UTF-8 string using the specified encoding type.

  



  
    
      
    
    
      decode_string_encoding(arg1)



        
          
        

    

  


  

      

          @spec decode_string_encoding(byte()) :: string_encoding() | :unknown


      


Decodes a string encoding type from a byte value.

  



  
    
      
    
    
      decode_zwave_float(int_value, precision)



        
          
        

    

  


  

      

          @spec decode_zwave_float(integer(), non_neg_integer()) :: number()


      


Converts an integer value and non-zero precision into a float by dividing the
integer by 10 ^ precision. If the given precision is zero, the integer is
returned as-is.
Examples
iex> decode_zwave_float(0, 0)
0
iex> decode_zwave_float(0, 2)
0.0
iex> decode_zwave_float(1234, 2)
12.34
iex> decode_zwave_float(1234, 1)
123.4
iex> decode_zwave_float(1234, 0)
1234
iex> decode_zwave_float(-1234, 2)
-12.34

  



  
    
      
    
    
      door_lock_modes()



        
          
        

    

  


  

      

          @spec door_lock_modes() :: Grizzly.ZWave.ZWEnum.t()


      



  



    

  
    
      
    
    
      encode_bitmask(values, opts \\ [])



        
          
        

    

  


  

      

          @spec encode_bitmask([non_neg_integer()], encode_bitmask_opts()) :: binary()


      


Encodes a list into a bitmask.
Examples
iex> encode_bitmask([])
<<>>

iex> encode_bitmask([0, 4, 5, 7, 8, 35])
<<0b10110001, 0b00000001, 0, 0, 0b00001000>>

iex> encode_bitmask([31, 8, 5, 0, 4, 7])
<<0b10110001, 0b00000001, 0b00000000, 0b10000000>>

iex> encode_bitmask([0, 4, 5, 7], min_bytes: 3)
<<0b10110001, 0, 0>>

  



  
    
      
    
    
      encode_duration(secs)



        
          
        

    

  


  

      

          @spec encode_duration(duration()) :: byte()


      


Encodes a duration in seconds into a duration byte.
Durations of 0..127 seconds are encoded with 1-second resolution. Durations of
128..7560 seconds are encoded with 1-minute resolution, rounded to the nearest
minute. Larger durations are not supported and will be encoded as unknown (0xFE).
Some command classes also support a device-default duration (0xFF), which can
be specified using :default.
Examples
iex> encode_duration(0)
0x00
iex> encode_duration(45)
0x2D
iex> encode_duration(127)
0x7F
iex> encode_duration(128)
0x81
iex> encode_duration(180)
0x82
iex> encode_duration(200)
0x82
iex> encode_duration(7560)
0xFD
iex> encode_duration(8000)
0xFE
iex> encode_duration(:unknown)
0xFE
iex> encode_duration(:default)
0xFF

  



    

  
    
      
    
    
      encode_enum_bitmask(enum, keys, opts \\ [])



        
          
        

    

  


  

      

          @spec encode_enum_bitmask(
  Grizzly.ZWave.ZWEnum.t(),
  [Grizzly.ZWave.ZWEnum.k()],
  encode_bitmask_opts()
) ::
  bitstring()


      


Encodes a list of keys into a bitmask using the provided Grizzly.ZWave.ZWEnum
to map keys to bit positions.
Examples
iex> enum = Grizzly.ZWave.ZWEnum.new(foo: 1, bar: 2, baz: 7, qux: 8)
iex> encode_enum_bitmask(enum, [:foo, :baz, :qux])
<<0b10000010, 0b1>>

  



  
    
      
    
    
      encode_ipv6_address(ipv6_address)



        
          
        

    

  


  

      

          @spec encode_ipv6_address(:inet.ip6_address()) :: binary()


      


Encodes an IPv6 address tuple into a 128-bit binary.
Examples
iex> encode_ipv6_address({0xfd00, 0xaaaa, 0, 0, 0, 0, 0, 2})
<<0xfd00::16, 0xaaaa::16, 0::16, 0::16, 0::16, 0::16, 0::16, 2::16>>

  



  
    
      
    
    
      encode_string(str, atom)



        
          
        

    

  


  

      

          @spec encode_string(binary(), string_encoding()) :: binary()


      


Encodes a UTF-8 string using the specified encoding type.
ASCII and extended ASCII encodings remove non-ASCII characters, while
UTF-16 encoding converts the string to a UTF-16 binary representation.

  



  
    
      
    
    
      encode_string_encoding(atom)



        
          
        

    

  


  

      

          @spec encode_string_encoding(string_encoding()) :: byte()


      


Encodes a string encoding type to a byte value.
Uses the representation defined in the Node Naming and User Credential command
classes.

  



  
    
      
    
    
      encode_zwave_float(value)



        
          
        

    

  


  

      

          @spec encode_zwave_float(value :: number()) ::
  {int_value :: integer(), precision :: non_neg_integer(), size :: integer()}


      


Converts a float into a tuple containing an integer representation of the float,
the factor of 10 by which the integer must be divided to get the original float,
and the number of bytes needed to represent the value as a signed integer.
Examples
iex> encode_zwave_float(0)
{0, 0, 1}
iex> encode_zwave_float(-1.5)
{-15, 1, 1}
iex> encode_zwave_float(-1.50)
{-15, 1, 1}
iex> encode_zwave_float(128)
{128, 0, 2}
iex> encode_zwave_float(127.5)
{1275, 1, 2}
iex> encode_zwave_float(-75.25)
{-7525, 2, 2}
iex> encode_zwave_float(-752.55)
{-75255, 2, 4}
iex> encode_zwave_float(-75.255)
{-75255, 3, 4}

  



  
    
      
    
    
      humidity_control_modes()



        
          
        

    

  


  

      

          @spec humidity_control_modes() :: Grizzly.ZWave.ZWEnum.t()


      



  



  
    
      
    
    
      humidity_control_operating_states()



        
          
        

    

  


  

      

          @spec humidity_control_operating_states() :: Grizzly.ZWave.ZWEnum.t()


      



  



  
    
      
    
    
      humidity_control_setpoint_scales()



        
          
        

    

  


  

      

          @spec humidity_control_setpoint_scales() :: Grizzly.ZWave.ZWEnum.t()


      



  



  
    
      
    
    
      humidity_control_setpoint_types()



        
          
        

    

  


  

      

          @spec humidity_control_setpoint_types() :: Grizzly.ZWave.ZWEnum.t()


      



  



  
    
      
    
    
      kex_fail_types()



        
          
        

    

  


  

      

          @spec kex_fail_types() :: Grizzly.ZWave.ZWEnum.t()


      



  



  
    
      
    
    
      multilevel_sensor_types()



        
          
        

    

  


  

      

          @spec multilevel_sensor_types() :: Grizzly.ZWave.ZWEnum.t()


      



  



  
    
      
    
    
      network_update_request_statuses()



        
          
        

    

  


  

      

          @spec network_update_request_statuses() :: Grizzly.ZWave.ZWEnum.t()


      



  



  
    
      
    
    
      power_levels()



        
          
        

    

  


  

      

          @spec power_levels() :: Grizzly.ZWave.ZWEnum.t()


      



  



    

  
    
      
    
    
      reduce_binary(binary, acc \\ [], reducer_fun)



        
          
        

    

  


  

      

          @spec reduce_binary(binary(), term(), (binary(), acc :: term() ->
                                   {acc :: term(), rest :: binary()})) ::
  acc :: term()


      


Reduce over a binary by repeatedly applying a reducer function until the binary
is empty.
The reducer function should take a binary and an accumulator and return a tuple
{new_acc, rest} where new_acc is the updated accumulator and rest is the
remaining binary to process.
Examples
iex> reducer = fn
...>   <<word::16, rest::binary>>, acc ->
...>     {[word | acc], rest}
...>   <<byte, rest::binary>>, acc ->
...>     {[byte | acc], rest}
...> end
iex> reduce_binary(<<1, 2, 3>>, [], reducer)
[3, 258]

  



    

  
    
      
    
    
      reduce_binary_while(binary, acc \\ [], reducer_fun)



        
          
        

    

  


  

      

          @spec reduce_binary_while(binary(), term(), (binary(), acc :: term() ->
                                         {:halt | :cont,
                                          {acc :: term(), rest :: binary()}})) ::
  {acc :: term(), rest :: binary()}


      


Reduce over a binary by repeatedly applying a reducer function.
The reducer function should take a binary and an accumulator and return either
{:cont, {new_acc, rest}} to continue reducing with the new accumulator and
remaining binary, or {:halt, {new_acc, rest}} to stop reducing and return the
final accumulator and remaining binary.
The reduction will halt automatically when the binary is empty.
Examples
iex> reducer = fn
...>   <<byte, rest::binary>>, acc when byte < 5 ->
...>     {:cont, {[byte | acc], rest}}
...>   binary, acc ->
...>     {:halt, {acc, binary}}
...> end
iex> reduce_binary_while(<<1, 2, 3, 6, 4>>, [], reducer)
{[3, 2, 1], <<6, 4>>}
iex> reduce_binary_while(<<1, 2, 3>>, reducer)
{[3, 2, 1], <<>>}

  



  
    
      
    
    
      security_key_types()



        
          
        

    

  


  

      

          @spec security_key_types() :: Grizzly.ZWave.ZWEnum.t()


      



  



  
    
      
    
    
      string_encodings()



        
          
        

    

  


  


  



  
    
      
    
    
      thermostat_fan_modes()



        
          
        

    

  


  

      

          @spec thermostat_fan_modes() :: Grizzly.ZWave.ZWEnum.t()


      



  



  
    
      
    
    
      thermostat_fan_states()



        
          
        

    

  


  

      

          @spec thermostat_fan_states() :: Grizzly.ZWave.ZWEnum.t()


      



  



  
    
      
    
    
      thermostat_operating_states()



        
          
        

    

  


  


  



  
    
      
    
    
      tz_offset_signs()



        
          
        

    

  


  

      

          @spec tz_offset_signs() :: Grizzly.ZWave.ZWEnum.t()


      



  



  
    
      
    
    
      uc_admin_pin_code_set_statuses()



        
          
        

    

  


  

      

          @spec uc_admin_pin_code_set_statuses() :: Grizzly.ZWave.ZWEnum.t()


      



  



  
    
      
    
    
      uc_association_set_statuses()



        
          
        

    

  


  

      

          @spec uc_association_set_statuses() :: Grizzly.ZWave.ZWEnum.t()


      



  



  
    
      
    
    
      uc_credential_types()



        
          
        

    

  


  

      

          @spec uc_credential_types() :: Grizzly.ZWave.ZWEnum.t()


      



  



  
    
      
    
    
      user_code_keypad_modes()



        
          
        

    

  


  

      

          @spec user_code_keypad_modes() :: Grizzly.ZWave.ZWEnum.t()


      



  



  
    
      
    
    
      zwave_float_to_binary(value, scale)



        
          
        

    

  


  

      

          @spec zwave_float_to_binary(number(), byte()) :: binary()


      


Converts a float into a binary representation of a Z-Wave float according to
the typical format.
	precision (3 bits)
	scale (2 bits)
	size (3 bits)
	value (n bytes, where n = size)


  


        

      


  

    
Grizzly.ZWave.IconType 
    



      
The installer icon type is used in Z-Wave Plus devices to allow
interoperability with generic Z-Wave graphical user interfaces.
These interfaces are useful when using generic Z-Wave tooling
and debugging to allow the user to get a meaningful representation
of any product included in the network, and is mandatory according
the Z-Wave Plus specification.
See SDS11847 Z-Wave Plus Device Type Specification.pdf Appendix A
provided by Silicon Labs for more information.

      


      
        Summary


  
    Types
  


    
      
        name()

      


    


    
      
        value()

      


    





  
    Functions
  


    
      
        to_name(value)

      


        Get the icon type's name from a 16-bit integer value



    


    
      
        to_value(name)

      


        Get the 16-bit integer value from the icon type's name



    





      


      
        Types


        


  
    
      
    
    
      name()



        
          
        

    

  


  

      

          @type name() :: atom()


      



  



  
    
      
    
    
      value()



        
          
        

    

  


  

      

          @type value() :: 0..65535


      



  


        

      

      
        Functions


        


  
    
      
    
    
      to_name(value)



        
          
        

    

  


  

      

          @spec to_name(value()) :: {:ok, name()} | {:error, :unknown_icon_type}


      


Get the icon type's name from a 16-bit integer value

  



  
    
      
    
    
      to_value(name)



        
          
        

    

  


  

      

          @spec to_value(name()) :: {:ok, value()} | {:error, :unknown_icon_type}


      


Get the 16-bit integer value from the icon type's name

  


        

      


  

    
Grizzly.ZWave.Notifications 
    



      
Encoding and decoding functions for notification events and types from the
Notification command class.

      


      
        Summary


  
    Types
  


    
      
        event()

      


    


    
      
        status()

      


    


    
      
        type()

      


    


    
      
        zwave_alarm_status()

      


    





  
    Functions
  


    
      
        all_events_by_type(type)

      


        Lists all events associated with the given notification type.



    


    
      
        all_notification_types()

      


        Lists all notification types.



    


    
      
        decode_event_params(zwave_type, zwave_event, params_binary)

      


    


    
      
        encode_event_params(zwave_type, zwave_event, event_params_list)

      


    


    
      
        event_from_byte(type, byte)

      


        Decode a notification event.



    


    
      
        event_to_byte(type, event)

      


        Encode a notification event.



    


    
      
        status_from_byte(arg1)

      


    


    
      
        status_to_byte(atom)

      


    


    
      
        type_from_byte(byte)

      


        Decode a notification type.



    


    
      
        type_to_byte(type)

      


        Encode a notification type.



    





      


      
        Types


        


  
    
      
    
    
      event()



        
          
        

    

  


  

      

          @type event() :: atom()


      



  



  
    
      
    
    
      status()



        
          
        

    

  


  

      

          @type status() :: :enabled | :disabled


      



  



  
    
      
    
    
      type()



        
          
        

    

  


  

      

          @type type() :: atom()


      



  



  
    
      
    
    
      zwave_alarm_status()



        
          
        

    

  


  

      

          @type zwave_alarm_status() :: :deactivate | :activate


      



  


        

      

      
        Functions


        


  
    
      
    
    
      all_events_by_type(type)



        
          
        

    

  


  

Lists all events associated with the given notification type.

  



  
    
      
    
    
      all_notification_types()



        
          
        

    

  


  

      

          @spec all_notification_types() :: [atom()]


      


Lists all notification types.

  



  
    
      
    
    
      decode_event_params(zwave_type, zwave_event, params_binary)



        
          
        

    

  


  


  



  
    
      
    
    
      encode_event_params(zwave_type, zwave_event, event_params_list)



        
          
        

    

  


  


  



  
    
      
    
    
      event_from_byte(type, byte)



        
          
        

    

  


  

      

          @spec event_from_byte(type(), byte()) ::
  {:ok, event()} | {:error, :invalid_event_byte}


      


Decode a notification event.

  



  
    
      
    
    
      event_to_byte(type, event)



        
          
        

    

  


  

      

          @spec event_to_byte(type(), event()) :: byte()


      


Encode a notification event.

  



  
    
      
    
    
      status_from_byte(arg1)



        
          
        

    

  


  

      

          @spec status_from_byte(byte()) :: {:ok, status()} | {:error, :invalid_status_byte}


      



  



  
    
      
    
    
      status_to_byte(atom)



        
          
        

    

  


  

      

          @spec status_to_byte(status()) :: 0 | 255


      



  



  
    
      
    
    
      type_from_byte(byte)



        
          
        

    

  


  

      

          @spec type_from_byte(byte()) :: {:ok, type()} | {:error, :invalid_type_byte}


      


Decode a notification type.

  



  
    
      
    
    
      type_to_byte(type)



        
          
        

    

  


  

      

          @spec type_to_byte(type()) :: byte()


      


Encode a notification type.

  


        

      


  

    
Grizzly.ZWave.QRCode 
    



      
Z-Wave QR code
This module handles Z-Wave QR codes that follow Silicon Labs
Software Design Specification SDS13937 and SDS13944.

      


      
        Summary


  
    Types
  


    
      
        t()

      


        Device information



    


    
      
        version()

      


        QR Code version (S2-only or Smart Start-enabled)



    





  
    Functions
  


    
      
        decode(arg)

      


    


    
      
        encode!(info)

      


        Encode device information into Z-Wave QR Code format
The output of this is either a 90 byte or 136 byte string that should be put
into a QR Code. Z-Wave specifies that the 90-byte code (no UUID16) is made
into a 29x29 pixel QR Code. The 136-byte* code (w/ UUID16) should be put into
a 33x33 pixel QR Code.
QR Codes should be encoded as type "text" with error correction "L".
NOTE: SDS13937 has a mistake with the code length. It says 134 bytes, but the
UUID16 encode has 2 extra bytes for presentation, so it should be 136.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Grizzly.ZWave.QRCode{
  application_version: {byte(), byte()} | nil,
  dsk: Grizzly.ZWave.DSK.t(),
  manufacturer_id: 0..65535,
  product_id: 0..65535,
  product_type: 0..65535,
  requested_keys: [Grizzly.ZWave.Security.key()],
  supported_protocols: any(),
  uuid16: nil | Grizzly.ZWave.SmartStart.MetaExtension.UUID16.t(),
  version: version(),
  zwave_device_type: {atom(), atom()} | 0..65535,
  zwave_installer_icon:
    Grizzly.ZWave.IconType.name() | Grizzly.ZWave.IconType.value()
}


      


Device information
	:zwave_device_type - either {generic_device_type, specific_device_type} or a number


  



  
    
      
    
    
      version()



        
          
        

    

  


  

      

          @type version() :: :s2 | :smart_start


      


QR Code version (S2-only or Smart Start-enabled)

  


        

      

      
        Functions


        


  
    
      
    
    
      decode(arg)



        
          
        

    

  


  

      

          @spec decode(<<_::16, _::_*8>>) :: {:ok, t()} | {:error, :invalid_dsk}


      



  



  
    
      
    
    
      encode!(info)



        
          
        

    

  


  

      

          @spec encode!(t()) :: iolist()


      


Encode device information into Z-Wave QR Code format
The output of this is either a 90 byte or 136 byte string that should be put
into a QR Code. Z-Wave specifies that the 90-byte code (no UUID16) is made
into a 29x29 pixel QR Code. The 136-byte* code (w/ UUID16) should be put into
a 33x33 pixel QR Code.
QR Codes should be encoded as type "text" with error correction "L".
NOTE: SDS13937 has a mistake with the code length. It says 134 bytes, but the
UUID16 encode has 2 extra bytes for presentation, so it should be 136.

  


        

      


  

    
Grizzly.ZWave.Security 
    



      
Helpers for security

      


      
        Summary


  
    Types
  


    
      
        key()

      


    


    
      
        key_byte()

      


    


    
      
        key_exchange_fail_type()

      


        Possible key exchange failures



    


    
      
        s2_key()

      


    





  
    Functions
  


    
      
        byte_to_keys(granted_keys_byte)

      


    


    
      
        failed_type_from_byte(int)

      


        Decode a byte representation of the key exchanged failed type



    


    
      
        failed_type_to_byte(atom)

      


    


    
      
        get_highest_level(keys)

      


        Gets the highest security level key from a key list



    


    
      
        key_from_byte(int)

      


        Get the key represented by the given byte.



    


    
      
        key_to_byte(atom)

      


        Get the byte representation of a key.



    


    
      
        keys()

      


        Get the list of available security keys



    


    
      
        keys_to_byte(keys)

      


    


    
      
        validate_user_input_pin_length(n)

      


        Validate the user input pin length, should be a 16 bit number



    





      


      
        Types


        


  
    
      
    
    
      key()



        
          
        

    

  


  

      

          @type key() :: s2_key() | :s0


      



  



  
    
      
    
    
      key_byte()



        
          
        

    

  


  

      

          @type key_byte() :: 1 | 2 | 4 | 128


      



  



  
    
      
    
    
      key_exchange_fail_type()



        
          
        

    

  


  

      

          @type key_exchange_fail_type() ::
  :none
  | :key
  | :scheme
  | :curves
  | :decrypt
  | :cancel
  | :auth
  | :get
  | :verify
  | :report


      


Possible key exchange failures
	:none - Bootstrapping was successful
	:key - No match between requested and granted keys
	:scheme - no scheme is supported by the controller or joining node
	:decrypt - joining node failed to decrypt the input pin from the value. Wrong input value/DSK from user
	:cancel - user has canceled the S2 bootstrapping
	:auth - the echo kex change frame does not match the earlier exchanged frame
	:get - the joining node requested a key that was not granted by the controller at an earlier stage
	:verify - the joining node cannot verify and decrypt the exchanged key
	:report - the including node transmitted a frame containing a different key than what was currently being exchanged


  



  
    
      
    
    
      s2_key()



        
          
        

    

  


  

      

          @type s2_key() :: :s2_unauthenticated | :s2_authenticated | :s2_access_control


      



  


        

      

      
        Functions


        


  
    
      
    
    
      byte_to_keys(granted_keys_byte)



        
          
        

    

  


  

      

          @spec byte_to_keys(byte()) :: [key()]


      



  



  
    
      
    
    
      failed_type_from_byte(int)



        
          
        

    

  


  

      

          @spec failed_type_from_byte(byte()) :: key_exchange_fail_type()


      


Decode a byte representation of the key exchanged failed type

  



  
    
      
    
    
      failed_type_to_byte(atom)



        
          
        

    

  


  

      

          @spec failed_type_to_byte(key_exchange_fail_type()) :: byte()


      



  



  
    
      
    
    
      get_highest_level(keys)



        
          
        

    

  


  

      

          @spec get_highest_level([key()]) :: key() | :none


      


Gets the highest security level key from a key list
Since Z-Wave will work at the highest S2 security group
available on a node, if multiple groups are in a list of keys
it will assume that highest level is the security level of the node
who provided this list.
If the node S0 security Z-Wave will response with granted keys
with the lone key being S0.

  



  
    
      
    
    
      key_from_byte(int)



        
          
        

    

  


  

      

          @spec key_from_byte(key_byte()) :: key()


      


Get the key represented by the given byte.

  



  
    
      
    
    
      key_to_byte(atom)



        
          
        

    

  


  

      

          @spec key_to_byte(key()) :: key_byte()


      


Get the byte representation of a key.
The key :none is an invalid key to encode to,
so this function does not support encoding to that
key.

  



  
    
      
    
    
      keys()



        
          
        

    

  


  

      

          @spec keys() :: [key()]


      


Get the list of available security keys

  



  
    
      
    
    
      keys_to_byte(keys)



        
          
        

    

  


  

      

          @spec keys_to_byte([key()]) :: byte()


      



  



  
    
      
    
    
      validate_user_input_pin_length(n)



        
          
        

    

  


  

      

          @spec validate_user_input_pin_length(non_neg_integer()) :: :valid | :invalid


      


Validate the user input pin length, should be a 16 bit number

  


        

      


  

    
Grizzly.ZWave.Security.S0NonceTable 
    



      
This module is used to generate and store S0 nonces in response to incoming
Security Nonce Get commands.

      


      
        Summary


  
    Types
  


    
      
        nonce()

      


    


    
      
        nonce_id()

      


    


    
      
        option()

      


    


    
      
        random_fun()

      


    





  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        generate(server \\ __MODULE__, node_id)

      


    


    
      
        start_link(opts \\ [])

      


    


    
      
        take(server \\ __MODULE__, node_id, nonce_id)

      


        Takes a nonce from the nonce table. If the nonce is not found, nil is returned.
The nonce will be removed from the nonce table.



    





      


      
        Types


        


  
    
      
    
    
      nonce()



        
          
        

    

  


  

      

          @type nonce() :: <<_::128>>


      



  



  
    
      
    
    
      nonce_id()



        
          
        

    

  


  

      

          @type nonce_id() :: byte()


      



  



  
    
      
    
    
      option()



        
          
        

    

  


  

      

          @type option() ::
  {:ttl, non_neg_integer()}
  | {:name, GenServer.name()}
  | {:random_fun, random_fun()}


      



  



  
    
      
    
    
      random_fun()



        
          
        

    

  


  

      

          @type random_fun() :: (bytes :: pos_integer() -> <<_::_*8>>)


      



  


        

      

      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



    

  
    
      
    
    
      generate(server \\ __MODULE__, node_id)



        
          
        

    

  


  

      

          @spec generate(GenServer.server(), node_id :: pos_integer()) ::
  {:ok, nonce()} | :error


      



  



    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  

      

          @spec start_link([option()]) :: GenServer.on_start()


      



  



    

  
    
      
    
    
      take(server \\ __MODULE__, node_id, nonce_id)



        
          
        

    

  


  

      

          @spec take(GenServer.server(), node_id :: pos_integer(), nonce_id :: nonce_id()) ::
  nonce() | nil


      


Takes a nonce from the nonce table. If the nonce is not found, nil is returned.
The nonce will be removed from the nonce table.

  


        

      


  

    
Grizzly.ZWave.SmartStart.MetaExtension 
    



      
Meta Extensions for SmartStart devices for QR codes and node provisioning
list

      


      
        Summary


  
    Types
  


    
      
        application_version()

      


        Version of the application in a string format of "Major.Minor"



    


    
      
        bootstrapping_mode()

      


        The mode to use when including the node advertised in the provisioning list



    


    
      
        extension()

      


        Meta extension for SmartStart devices



    


    
      
        generic_device_class()

      


        Generic Device Class for the product type extension



    


    
      
        inclusion_interval()

      


        The interval (in seconds) must be in the range of 640..12672 inclusive, and
has to be in steps of 128 seconds.



    


    
      
        inclusion_setting()

      


        Settings for the smart start inclusion setting extension



    


    
      
        information_location()

      


        The location string cannot contain underscores and cannot end with a dash.



    


    
      
        information_name()

      


        The name string cannot contain underscores and cannot end with a dash.



    


    
      
        installer_icon_type()

      


        Installer icon for the product type extension



    


    
      
        manufacturer_id()

      


        Id of the manufacturer for the product id extension



    


    
      
        network_status()

      


        The different network statuses are



    


    
      
        product_id()

      


        Id of the product produced by the manufacturer for the product id extension



    


    
      
        product_id_values()

      


    


    
      
        product_type()

      


        Type of product produced by the manufacturer for the product id extension



    


    
      
        product_type_values()

      


    


    
      
        specific_device_class()

      


        Specific Device Class for the product type extension



    


    
      
        unit_16()

      


        Unsigned 16 bit integer



    





  
    Functions
  


    
      
        encode(extension)

      


        Encode an extension into a binary



    


    
      
        parse(binary)

      


        Parse the binary into the list of extensions



    





      


      
        Types


        


  
    
      
    
    
      application_version()



        
          
        

    

  


  

      

          @type application_version() :: binary()


      


Version of the application in a string format of "Major.Minor"

  



  
    
      
    
    
      bootstrapping_mode()



        
          
        

    

  


  

      

          @type bootstrapping_mode() :: :security_2 | :smart_start | :long_range


      


The mode to use when including the node advertised in the provisioning list
	:security_2 - the node must be manually set to learn mode and follow the
S2 bootstrapping instructions
	:smart_start - the node will use S2 bootstrapping automatically using the
SmartStart functionality
	:long_range - included the device using the Z-Waver long range protocol.
If no keys are granted in the :advanced_joining extension this inclusion
will fail.


  



  
    
      
    
    
      extension()



        
          
        

    

  


  

      

          @type extension() ::
  {:advanced_joining, [Grizzly.ZWave.Security.key()]}
  | {:bootstrapping_mode, bootstrapping_mode()}
  | {:location_information, information_location()}
  | {:max_inclusion_request_interval, inclusion_interval()}
  | {:name_information, information_name()}
  | {:network_status, {Grizzly.ZWave.node_id(), atom()}}
  | {:product_id, product_id_values()}
  | {:product_type, product_type_values()}
  | {:smart_start_inclusion_setting, inclusion_setting()}
  | {:uuid16, Grizzly.ZWave.SmartStart.MetaExtension.UUID16.t()}
  | {:unknown, binary()}


      


Meta extension for SmartStart devices
	:advanced_joining - used to specify which S2 security keys to grant
during S2 inclusion
	:bootstrapping_mode - used to specify the bootstrapping mode the including
node must join with
	:location_information - used to advertise the location assigned to the node
	:max_inclusion_request_interval - used to advertise if a power constrained
smart start node will issue an inclusion request at a higher interval than
the default 512 seconds
	:name_information - used to advertise the name of the node
	:network_status - used to advertise if the node is in the network and its
node id
	:product_id - used to advertise product identifying data
	:product_type - used to advertise the product type data
	:smart_start_inclusion_setting - used to advertise the smart start
inclusion setting
	:uuid16 - used to advertise the 16 byte manufacturer-defined information
that is unique to the that device
	:unknown - sometimes new extensions are released without first class
support, so this extension is used for those extensions that still need to
be supported in this library


  



  
    
      
    
    
      generic_device_class()



        
          
        

    

  


  

      

          @type generic_device_class() :: atom()


      


Generic Device Class for the product type extension

  



  
    
      
    
    
      inclusion_interval()



        
          
        

    

  


  

      

          @type inclusion_interval() :: 640..12672


      


The interval (in seconds) must be in the range of 640..12672 inclusive, and
has to be in steps of 128 seconds.
So after 640 the next valid interval is 640 + 128 which is 768 seconds.
See SDS13944 Node Provisioning Information Type Registry.pdf section
3.1.2.3 for more information.

  



  
    
      
    
    
      inclusion_setting()



        
          
        

    

  


  

      

          @type inclusion_setting() :: :pending | :passive | :ignored


      


Settings for the smart start inclusion setting extension
	:pending - the node will be added to the network when it issues SmartStart
inclusion requests.
	:passive - this node is unlikely to issues a SmartStart inclusion request
and SmartStart inclusion requests will be ignored from this node by the
Z/IP Gateway. All nodes in the list with this setting must be updated to
:pending when Provisioning List Iteration Get command is issued.
	:ignored - All SmartStart inclusion request are ignored from this node
until updated via Z/IP Client (Grizzly) or a controlling node.


  



  
    
      
    
    
      information_location()



        
          
        

    

  


  

      

          @type information_location() :: binary()


      


The location string cannot contain underscores and cannot end with a dash.
The location string can contain a period (.) but a sublocation cannot end a
dash. For example:
123.123-.123
The above location invalid. To make it valid remove the - before ..
A node's location cannot be more than 62 bytes.

  



  
    
      
    
    
      information_name()



        
          
        

    

  


  

      

          @type information_name() :: binary()


      


The name string cannot contain underscores and cannot end with a dash.
A node's name cannot be more than 62 bytes.

  



  
    
      
    
    
      installer_icon_type()



        
          
        

    

  


  

      

          @type installer_icon_type() :: Grizzly.ZWave.IconType.name()


      


Installer icon for the product type extension

  



  
    
      
    
    
      manufacturer_id()



        
          
        

    

  


  

      

          @type manufacturer_id() :: unit_16()


      


Id of the manufacturer for the product id extension

  



  
    
      
    
    
      network_status()



        
          
        

    

  


  

      

          @type network_status() :: :pending | :passive | :ignored


      


The different network statuses are:
	:not_in_network - the node in the provisioning list is not included in
the network
	:included - the node in the provisioning list is included in the network
and is functional
	:failing - the node in the provisioning list is included in the network
but is now marked as failing


  



  
    
      
    
    
      product_id()



        
          
        

    

  


  

      

          @type product_id() :: unit_16()


      


Id of the product produced by the manufacturer for the product id extension

  



  
    
      
    
    
      product_id_values()



        
          
        

    

  


  

      

          @type product_id_values() ::
  {manufacturer_id(), product_id(), product_type(), application_version()}


      



  



  
    
      
    
    
      product_type()



        
          
        

    

  


  

      

          @type product_type() :: unit_16()


      


Type of product produced by the manufacturer for the product id extension

  



  
    
      
    
    
      product_type_values()



        
          
        

    

  


  

      

          @type product_type_values() ::
  {generic_device_class(), specific_device_class(), installer_icon_type()}


      



  



  
    
      
    
    
      specific_device_class()



        
          
        

    

  


  

      

          @type specific_device_class() :: atom()


      


Specific Device Class for the product type extension

  



  
    
      
    
    
      unit_16()



        
          
        

    

  


  

      

          @type unit_16() :: char()


      


Unsigned 16 bit integer

  


        

      

      
        Functions


        


  
    
      
    
    
      encode(extension)



        
          
        

    

  


  

      

          @spec encode(extension()) :: binary()


      


Encode an extension into a binary

  



  
    
      
    
    
      parse(binary)



        
          
        

    

  


  

      

          @spec parse(binary()) :: [extension()]


      


Parse the binary into the list of extensions

  


        

      


  

    
Grizzly.ZWave.SmartStart.MetaExtension.UUID16 
    



      
This is used to advertise 16 bytes of manufactured-defined information that
is unique for a given product.
Z-Wave UUIDs are not limited to the format outlined in RFC 4122 but can also
be ASCII characters and a relevant prefix.

      


      
        Summary


  
    Types
  


    
      
        format()

      


        The three formats that the Z-Wave UUID can be formatted in are :ascii,
:hex, or :rfc4122.



    


    
      
        t()

      


    


    
      
        uuid()

      


    





  
    Functions
  


    
      
        encode(uuid16)

      


        Make a binary string from a UUID16.t()



    


    
      
        new(uuid, format)

      


        Make a new UUID16.t()



    


    
      
        parse(bin)

      


        Take a binary string and try to make a UUID16.t() from it
If the critical bit is set in teh binary this will return
{:error, :critical_bit_set} and the information should be ignored.
If the format in the binary is not part of the defined Z-Wave specification
this will return {:error, :invalid_format}



    





      


      
        Types


        


  
    
      
    
    
      format()



        
          
        

    

  


  

      

          @type format() :: :ascii | :hex | :rfc4122


      


The three formats that the Z-Wave UUID can be formatted in are :ascii,
:hex, or :rfc4122.
Both :ascii and :hex can also have the prefix sn: or UUID:.
Valid :hex formatted UUIDs look like:
	0102030405060708090A141516171819
	sn:0102030405060708090A141516171819
	UUID:0102030405060708090A141516171819

Valid :ascii formatted UUIDs look like:
	Hello Elixir!!!
	sn:Hello Elixir!!!
	UUID:Hello Elixir!!!

Lastly rfc4122 format looks like 58D5E212-165B-4CA0-909B-C86B9CEE0111
where every two digits make up one hex value.
More information about RFC 4122 and the specification format can be
found here.

  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %{uuid: uuid(), format: format()}


      



  



  
    
      
    
    
      uuid()



        
          
        

    

  


  

      

          @type uuid() :: binary()


      



  


        

      

      
        Functions


        


  
    
      
    
    
      encode(uuid16)



        
          
        

    

  


  

      

          @spec encode(t()) :: binary()


      


Make a binary string from a UUID16.t()

  



  
    
      
    
    
      new(uuid, format)



        
          
        

    

  


  

      

          @spec new(String.t(), format()) ::
  {:ok, t()} | {:error, :invalid_uuid_length | :invalid_format}


      


Make a new UUID16.t()

  



  
    
      
    
    
      parse(bin)



        
          
        

    

  


  

      

          @spec parse(binary()) :: {:ok, t()} | {:error, any()}


      


Take a binary string and try to make a UUID16.t() from it
If the critical bit is set in teh binary this will return
{:error, :critical_bit_set} and the information should be ignored.
If the format in the binary is not part of the defined Z-Wave specification
this will return {:error, :invalid_format}

  


        

      


  

    
Grizzly.ZWave.ZWEnum 
    



      
A bidirectional map for Z-Wave enumerations.

      


      
        Summary


  
    Types
  


    
      
        k()

      


    


    
      
        t()

      


    


    
      
        v()

      


    





  
    Functions
  


    
      
        decode(enum, v)

      


        Alias for fetch_key/2.



    


    
      
        decode!(enum, v)

      


        Alias for fetch_key!/2.



    


    
      
        encode(enum, k)

      


        Alias for fetch/2.



    


    
      
        encode!(enum, k)

      


        Alias for fetch!/2.



    


    
      
        equal?(zw_enum1, zw_enum2)

      


        Checks if two enums are equal.



    


    
      
        fetch(zw_enum, k)

      


        Gets the value represented by the given key.



    


    
      
        fetch!(enum, k)

      


        Gets the value represented by the given key, raising if the key is not found.



    


    
      
        fetch_key(zw_enum, v)

      


        Gets the key represented by the given value.



    


    
      
        fetch_key!(enum, v)

      


        Gets the key represented by the given value, raising if the value is not found.



    


    
      
        get(enum, key, default \\ nil)

      


        Gets the value for the given key.



    


    
      
        get_key(enum, value, default \\ nil)

      


        Gets the key for the given value.



    


    
      
        has_key?(zw_enum, k)

      


        Checks if the enum has the given key.



    


    
      
        keys(zw_enum)

      


        Returns a list of all keys in the enum.



    


    
      
        member?(enum, kv)

      


        Convenience shortcut for member?/3.



    


    
      
        member?(enum, key, value)

      


        Checks if enum contains {key, value} pair.



    


    
      
        new()

      


        Creates a new empty ZWEnum.



    


    
      
        new(enumerable)

      


        Creates a new ZWEnum from an enumerable of {key, value} pairs.



    


    
      
        new(enum, transform)

      


        Creates a new ZWEnum from an enumerable, transforming each item with the
provided function.



    


    
      
        put(enum, k, v)

      


        Inserts the given {key, value} pair into the enum.



    


    
      
        size(zw_enum)

      


        Returns the number of key-value pairs in the enum.



    


    
      
        to_list(zw_enum)

      


        Converts the enum to a list of {key, value} pairs.



    


    
      
        values(zw_enum)

      


        Returns a list of all values in the enum.



    





      


      
        Types


        


  
    
      
    
    
      k()



        
          
        

    

  


  

      

          @type k() :: atom()


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Grizzly.ZWave.ZWEnum{
  keys: %{optional(atom()) => non_neg_integer()},
  values: %{optional(non_neg_integer()) => atom()}
}


      



  



  
    
      
    
    
      v()



        
          
        

    

  


  

      

          @type v() :: non_neg_integer()


      



  


        

      

      
        Functions


        


  
    
      
    
    
      decode(enum, v)



        
          
        

    

  


  

      

          @spec decode(t(), v()) :: {:ok, k()} | :error


      


Alias for fetch_key/2.

  



  
    
      
    
    
      decode!(enum, v)



        
          
        

    

  


  

      

          @spec decode!(t(), v()) :: k()


      


Alias for fetch_key!/2.

  



  
    
      
    
    
      encode(enum, k)



        
          
        

    

  


  

      

          @spec encode(t(), k()) :: {:ok, v()} | :error


      


Alias for fetch/2.

  



  
    
      
    
    
      encode!(enum, k)



        
          
        

    

  


  

      

          @spec encode!(t(), k()) :: v()


      


Alias for fetch!/2.

  



  
    
      
    
    
      equal?(zw_enum1, zw_enum2)



        
          
        

    

  


  

      

          @spec equal?(t(), t()) :: boolean()


      


Checks if two enums are equal.

  



  
    
      
    
    
      fetch(zw_enum, k)



        
          
        

    

  


  

      

          @spec fetch(t(), k()) :: {:ok, v()} | :error


      


Gets the value represented by the given key.
Examples
iex> enum = new([a: "foo", b: "bar"])
iex> fetch(enum, :a)
{:ok, "foo"}
iex> fetch(enum, :c)
:error

  



  
    
      
    
    
      fetch!(enum, k)



        
          
        

    

  


  

      

          @spec fetch!(t(), k()) :: v()


      


Gets the value represented by the given key, raising if the key is not found.
Examples
iex> enum = new([a: "foo", b: "bar"])
iex> fetch!(enum, :a)
"foo"

  



  
    
      
    
    
      fetch_key(zw_enum, v)



        
          
        

    

  


  

      

          @spec fetch_key(t(), v()) :: {:ok, k()} | :error


      


Gets the key represented by the given value.
Examples
iex> enum = new([a: "foo", b: "bar"])
iex> fetch_key(enum, "foo")
{:ok, :a}
iex> fetch_key(enum, "baz")
:error

  



  
    
      
    
    
      fetch_key!(enum, v)



        
          
        

    

  


  

      

          @spec fetch_key!(t(), v()) :: k()


      


Gets the key represented by the given value, raising if the value is not found.
Examples
iex> enum = new([a: "foo", b: "bar"])
iex> fetch_key!(enum, "foo")
:a

  



    

  
    
      
    
    
      get(enum, key, default \\ nil)



        
          
        

    

  


  

      

          @spec get(t(), k(), v() | nil) :: v() | nil


      


Gets the value for the given key.
Examples
iex> enum = new([a: "foo", b: "bar"])
iex> get(enum, :a)
"foo"
iex> get(enum, :c, "default")
"default"

  



    

  
    
      
    
    
      get_key(enum, value, default \\ nil)



        
          
        

    

  


  

      

          @spec get_key(t(), v(), k()) :: k() | nil


      


Gets the key for the given value.
Examples
iex> enum = new([a: "foo", b: "bar"])
iex> get_key(enum, "foo")
:a
iex> get_key(enum, "baz", :default)
:default

  



  
    
      
    
    
      has_key?(zw_enum, k)



        
          
        

    

  


  

      

          @spec has_key?(t(), k()) :: boolean()


      


Checks if the enum has the given key.

  



  
    
      
    
    
      keys(zw_enum)



        
          
        

    

  


  

      

          @spec keys(t()) :: [k()]


      


Returns a list of all keys in the enum.
Examples
iex> enum = new([a: "foo", b: "bar"])
iex> keys(enum) |> Enum.sort()
[:a, :b]

  



  
    
      
    
    
      member?(enum, kv)



        
          
        

    

  


  

      

          @spec member?(
  t(),
  {k(), v()}
) :: boolean()


      


Convenience shortcut for member?/3.
Examples
iex> enum = new([a: "foo", b: "bar"])
iex> member?(enum, {:a, "foo"})
true
iex> member?(enum, {:a, "bar"})
false

  



  
    
      
    
    
      member?(enum, key, value)



        
          
        

    

  


  

      

          @spec member?(t(), k(), v()) :: boolean()


      


Checks if enum contains {key, value} pair.
Examples
iex> enum = new([a: "foo", b: "bar"])
iex> member?(enum, :a, "foo")
true
iex> member?(enum, :a, "bar")
false

  



  
    
      
    
    
      new()



        
          
        

    

  


  

      

          @spec new() :: t()


      


Creates a new empty ZWEnum.

  



  
    
      
    
    
      new(enumerable)



        
          
        

    

  


  

      

          @spec new(Enum.t()) :: t()


      


Creates a new ZWEnum from an enumerable of {key, value} pairs.

  



  
    
      
    
    
      new(enum, transform)



        
          
        

    

  


  

      

          @spec new(Enum.t(), (term() -> {k(), v()})) :: t()


      


Creates a new ZWEnum from an enumerable, transforming each item with the
provided function.
Examples
iex> enum = new([:a, :b, :c], fn item -> {item, Atom.to_string(item)} end)
iex> to_list(enum) |> Enum.sort()
[a: "a", b: "b", c: "c"]

  



  
    
      
    
    
      put(enum, k, v)



        
          
        

    

  


  

      

          @spec put(t(), k(), v()) :: t()


      


Inserts the given {key, value} pair into the enum.
Examples
iex> enum = new()
iex> enum = put(enum, :a, "foo")
iex> enum = put(enum, :b, "bar")
iex> to_list(enum) |> Enum.sort()
[a: "foo", b: "bar"]

  



  
    
      
    
    
      size(zw_enum)



        
          
        

    

  


  

      

          @spec size(t()) :: non_neg_integer()


      


Returns the number of key-value pairs in the enum.
Examples
iex> enum = new([a: "foo", b: "bar"])
iex> size(enum)
2

  



  
    
      
    
    
      to_list(zw_enum)



        
          
        

    

  


  

      

          @spec to_list(t()) :: [{k(), v()}]


      


Converts the enum to a list of {key, value} pairs.
Examples
iex> enum = new([a: "foo", b: "bar"])
iex> to_list(enum) |> Enum.sort()
[a: "foo", b: "bar"]

  



  
    
      
    
    
      values(zw_enum)



        
          
        

    

  


  

      

          @spec values(t()) :: [v()]


      


Returns a list of all values in the enum.
Examples
iex> enum = new([a: "foo", b: "bar"])
iex> values(enum) |> Enum.sort()
["bar", "foo"]

  


        

      


  

    
Grizzly.Transport behaviour
    



      
Behaviour and functions for communicating to zipgateway

      


      
        Summary


  
    Types
  


    
      
        args()

      


    


    
      
        listen_option()

      


        After starting a server options can be passed back to the caller so that the
caller can do any other work it might seem fit.



    


    
      
        parse_opt()

      


    


    
      
        socket()

      


    


    
      
        t()

      


    





  
    Callbacks
  


    
      
        accept(t)

      


    


    
      
        close(t)

      


    


    
      
        handshake(t)

      


    


    
      
        listen(t)

      


    


    
      
        open(keyword)

      


    


    
      
        parse_response(any, list)

      


    


    
      
        peername(t)

      


    


    
      
        send(t, binary, keyword)

      


    





  
    Functions
  


    
      
        accept(transport)

      


        Accept a new connection



    


    
      
        get(transport, assign, default \\ nil)

      


        Get the assign value for the field



    


    
      
        handshake(transport)

      


        Preform the handshake



    


    
      
        listen(transport)

      


        Listen using a transport



    


    
      
        new(impl, assigns \\ %{})

      


        Make a new Grizzly.Transport



    


    
      
        node_id(transport)

      


    


    
      
        open(transport_module, args)

      


        Open the transport



    


    
      
        parse_response(transport, response, opts \\ [])

      


        Parse the response for the transport



    


    
      
        peername(transport)

      


    


    
      
        put(transport, assign, assign_value)

      


        Update the assigns with this field and value



    


    
      
        send(transport, binary, opts \\ [])

      


        Send binary data using a transport



    





      


      
        Types


        


  
    
      
    
    
      args()



        
          
        

    

  


  

      

          @type args() :: [
  ip_address: :inet.ip_address(),
  port: :inet.port_number(),
  node_id: Grizzly.node_id(),
  transport: t()
]


      



  



  
    
      
    
    
      listen_option()



        
          
        

    

  


  

      

          @type listen_option() :: {:strategy, :none | :accept}


      


After starting a server options can be passed back to the caller so that the
caller can do any other work it might seem fit.
Options:
		:strategy - this informs the caller if the transport needs to wait for
connects to accept or if the socket can just process incoming messages.
If the strategy is :accept that is to mean the socket is okay to start
accepting new connections.




  



  
    
      
    
    
      parse_opt()



        
          
        

    

  


  

      

          @type parse_opt() :: {:raw, boolean()}


      



  



  
    
      
    
    
      socket()



        
          
        

    

  


  

      

          @type socket() :: :ssl.sslsocket() | :inet.socket()


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @opaque t()


      



  


        

      

      
        Callbacks


        


  
    
      
    
    
      accept(t)



        
          
        

    

  


  

      

          @callback accept(t()) :: {:ok, t()} | {:error, any()}


      



  



  
    
      
    
    
      close(t)



        
          
        

    

  


  

      

          @callback close(t()) :: :ok


      



  



  
    
      
    
    
      handshake(t)



        
          
        

    

  


  

      

          @callback handshake(t()) :: {:ok, t()} | {:error, any()}


      



  



  
    
      
    
    
      listen(t)



        
          
        

    

  


  

      

          @callback listen(t()) :: {:ok, t(), [listen_option()]} | {:error, any()}


      



  



  
    
      
    
    
      open(keyword)



        
          
        

    

  


  

      

          @callback open(keyword()) :: {:ok, t()} | {:error, :timeout}


      



  



  
    
      
    
    
      parse_response(any, list)



        
          
        

    

  


  

      

          @callback parse_response(any(), [parse_opt()]) ::
  {:ok, Grizzly.ZWave.Command.t() | binary() | :connection_closed}
  | {:error, Grizzly.ZWave.DecodeError.t()}


      



  



  
    
      
    
    
      peername(t)



        
          
        

    

  


  

      

          @callback peername(t()) ::
  {:ok, {:inet.ip_address(), :inet.port_number()}} | {:error, any()}


      



  



  
    
      
    
    
      send(t, binary, keyword)



        
          
        

    

  


  

      

          @callback send(t(), binary(), keyword()) :: :ok


      



  


        

      

      
        Functions


        


  
    
      
    
    
      accept(transport)



        
          
        

    

  


  

      

          @spec accept(t()) :: {:ok, t()} | {:error, any()}


      


Accept a new connection

  



    

  
    
      
    
    
      get(transport, assign, default \\ nil)



        
          
        

    

  


  

      

          @spec get(t(), atom(), any()) :: any()


      


Get the assign value for the field

  



  
    
      
    
    
      handshake(transport)



        
          
        

    

  


  

      

          @spec handshake(t()) :: {:ok, t()} | {:error, any()}


      


Preform the handshake

  



  
    
      
    
    
      listen(transport)



        
          
        

    

  


  

      

          @spec listen(t()) :: {:ok, t(), [listen_option()]} | {:error, any()}


      


Listen using a transport

  



    

  
    
      
    
    
      new(impl, assigns \\ %{})



        
          
        

    

  


  

      

          @spec new(module(), map()) :: t()


      


Make a new Grizzly.Transport
If need to optionally assign some priv data you can map that into this function.

  



  
    
      
    
    
      node_id(transport)



        
          
        

    

  


  

      

          @spec node_id(t()) :: {:ok, Grizzly.node_id()} | {:error, any()}


      



  



  
    
      
    
    
      open(transport_module, args)



        
          
        

    

  


  

      

          @spec open(module(), args()) :: {:ok, t()} | {:error, :timeout}


      


Open the transport

  



  
    
      
    
    
      parse_response(transport, response, opts \\ [])



        
          
        

    

  


  

Parse the response for the transport

  



  
    
      
    
    
      peername(transport)



        
          
        

    

  


  

      

          @spec peername(t()) ::
  {:ok, {:inet.ip_address(), :inet.port_number()}} | {:error, any()}


      



  



  
    
      
    
    
      put(transport, assign, assign_value)



        
          
        

    

  


  

      

          @spec put(t(), atom(), any()) :: t()


      


Update the assigns with this field and value

  



    

  
    
      
    
    
      send(transport, binary, opts \\ [])



        
          
        

    

  


  

      

          @spec send(t(), binary(), keyword()) :: :ok


      


Send binary data using a transport

  


        

      


  

    
Grizzly.Transports.DTLS 
    



      
DTLS implementation of the Grizzly.Transport behaviour

      




  

    
Grizzly.ZWave.CommandClasses 
    



      
Utilities for encoding and decoding command classes and command class lists.

      


      
        Summary


  
    Types
  


    
      
        command_class()

      


    


    
      
        command_class_list()

      


    





  
    Functions
  


    
      
        command_class_list_from_binary(binary)

      


        Turn the binary representation that is outlined in the Network-Protocol specs



    


    
      
        command_class_list_to_binary(command_class_list)

      


        Turn the list of command classes into the binary representation outlined in
the Network-Protocol command class specification.



    


    
      
        from_byte(byte)

      


    


    
      
        merge(list1, list2)

      


        Merges command class lists in a way that's more resilient to some Z/IP Gateway
bugs. The list provided in the second argument is merged into the first.



    


    
      
        to_byte(command_class)

      


        Get the byte representation of the command class



    


    
      
        valid?(command_class)

      


    





      


      
        Types


        


  
    
      
    
    
      command_class()



        
          
        

    

  


  

      

          @type command_class() :: atom()


      



  



  
    
      
    
    
      command_class_list()



        
          
        

    

  


  

      

          @type command_class_list() :: [
  non_secure_supported: [atom()],
  non_secure_controlled: [atom()],
  secure_supported: [atom()],
  secure_controlled: [atom()]
]


      



  


        

      

      
        Functions


        


  
    
      
    
    
      command_class_list_from_binary(binary)



        
          
        

    

  


  

      

          @spec command_class_list_from_binary(binary()) :: [command_class_list()]


      


Turn the binary representation that is outlined in the Network-Protocol specs

  



  
    
      
    
    
      command_class_list_to_binary(command_class_list)



        
          
        

    

  


  

      

          @spec command_class_list_to_binary([command_class_list()]) :: binary()


      


Turn the list of command classes into the binary representation outlined in
the Network-Protocol command class specification.
TODO: add more details

  



  
    
      
    
    
      from_byte(byte)



        
          
        

    

  


  

      

          @spec from_byte(byte()) ::
  {:ok, command_class()} | {:error, :unsupported_command_class}


      



  



  
    
      
    
    
      merge(list1, list2)



        
          
        

    

  


  

      

          @spec merge(command_class_list(), command_class_list()) :: command_class_list()


      


Merges command class lists in a way that's more resilient to some Z/IP Gateway
bugs. The list provided in the second argument is merged into the first.
In particular, there's a Z/IP Gateway bug where it can lose track of a node's
supported command classes. If this happens while the node is failing, a Node
Info Cached Report can come back with an empty command class list. If requesting
the NIF works but the controller doesn't receive an S0/S2 Commands Supported Report
(e.g. due to interference), the secure command class lists will be empty.

  



  
    
      
    
    
      to_byte(command_class)



        
          
        

    

  


  

      

          @spec to_byte(command_class()) :: byte()


      


Get the byte representation of the command class

  



  
    
      
    
    
      valid?(command_class)



        
          
        

    

  


  

      

          @spec valid?(command_class()) :: boolean()


      



  


        

      


  

    
Grizzly.ZWave.CommandClasses.BarrierOperator 
    



      
"BarrierOperator" Command Class
The Barrier Operator Command Class is used to control and query the status of motorized barriers.

      


      
        Summary


  
    Types
  


    
      
        state()

      


    


    
      
        subsystem_state()

      


    


    
      
        subsystem_type()

      


    





  
    Functions
  


    
      
        bitmask_to_subsystem_types(byte)

      


    


    
      
        state_from_byte(byte)

      


    


    
      
        state_to_byte(stopped_position)

      


    


    
      
        subsystem_state_from_byte(byte)

      


    


    
      
        subsystem_state_to_byte(atom)

      


    


    
      
        subsystem_type_from_byte(byte)

      


    


    
      
        subsystem_type_to_byte(atom)

      


    


    
      
        subsystem_types_to_bitmask(subsystem_types)

      


        Converts subsystems into a bytes



    





      


      
        Types


        


  
    
      
    
    
      state()



        
          
        

    

  


  

      

          @type state() :: :closed | 1..99 | :closing | :stopped | :opening | :open


      



  



  
    
      
    
    
      subsystem_state()



        
          
        

    

  


  

      

          @type subsystem_state() :: :on | :off


      



  



  
    
      
    
    
      subsystem_type()



        
          
        

    

  


  

      

          @type subsystem_type() :: :audible_notification | :visual_notification


      



  


        

      

      
        Functions


        


  
    
      
    
    
      bitmask_to_subsystem_types(byte)



        
          
        

    

  


  


  



  
    
      
    
    
      state_from_byte(byte)



        
          
        

    

  


  

      

          @spec state_from_byte(byte()) ::
  {:error, Grizzly.ZWave.DecodeError.t()} | {:ok, state()}


      



  



  
    
      
    
    
      state_to_byte(stopped_position)



        
          
        

    

  


  

      

          @spec state_to_byte(state()) :: byte()


      



  



  
    
      
    
    
      subsystem_state_from_byte(byte)



        
          
        

    

  


  

      

          @spec subsystem_state_from_byte(byte()) ::
  {:error, Grizzly.ZWave.DecodeError.t()} | {:ok, subsystem_state()}


      



  



  
    
      
    
    
      subsystem_state_to_byte(atom)



        
          
        

    

  


  

      

          @spec subsystem_state_to_byte(:off | :on) :: 0 | 255


      



  



  
    
      
    
    
      subsystem_type_from_byte(byte)



        
          
        

    

  


  

      

          @spec subsystem_type_from_byte(any()) ::
  {:error, Grizzly.ZWave.DecodeError.t()} | {:ok, subsystem_type()}


      



  



  
    
      
    
    
      subsystem_type_to_byte(atom)



        
          
        

    

  


  

      

          @spec subsystem_type_to_byte(:audible_notification | :visual_notification) :: 1 | 2


      



  



  
    
      
    
    
      subsystem_types_to_bitmask(subsystem_types)



        
          
        

    

  


  

      

          @spec subsystem_types_to_bitmask([subsystem_type()]) :: byte()


      


Converts subsystems into a bytes

  


        

      


  

    
Grizzly.ZWave.CommandClasses.CentralScene 
    



      
"CentralScene" Command Class
The Central Scene Command Class is used to communicate central scene activations to a central
controller

      


      
        Summary


  
    Types
  


    
      
        key_attribute()

      


    


    
      
        key_attributes()

      


    





  
    Functions
  


    
      
        key_attribute_from_bit_index(arg1, arg2)

      


    


    
      
        key_attribute_from_byte(byte)

      


    


    
      
        key_attribute_to_bit_index(atom)

      


    


    
      
        key_attribute_to_byte(key_attribute)

      


    


    
      
        validate_supported_key_attributes(supported_attribute_keys, supported_scenes, identical?)

      


    





      


      
        Types


        


  
    
      
    
    
      key_attribute()



        
          
        

    

  


  

      

          @type key_attribute() ::
  :key_pressed_1_time
  | :key_released
  | :key_held_down
  | :key_pressed_2_times
  | :key_pressed_3_times
  | :key_pressed_4_times
  | :key_pressed_5_times


      



  



  
    
      
    
    
      key_attributes()



        
          
        

    

  


  

      

          @type key_attributes() :: [key_attribute()]


      



  


        

      

      
        Functions


        


  
    
      
    
    
      key_attribute_from_bit_index(arg1, arg2)



        
          
        

    

  


  


  



  
    
      
    
    
      key_attribute_from_byte(byte)



        
          
        

    

  


  


  



  
    
      
    
    
      key_attribute_to_bit_index(atom)



        
          
        

    

  


  


  



  
    
      
    
    
      key_attribute_to_byte(key_attribute)



        
          
        

    

  


  


  



  
    
      
    
    
      validate_supported_key_attributes(supported_attribute_keys, supported_scenes, identical?)



        
          
        

    

  


  


  


        

      


  

    
Grizzly.ZWave.CommandClasses.DoorLock 
    



      
DoorLock Command Class
This command class provides commands that are used to operate and configure
door lock devices

      


      
        Summary


  
    Types
  


    
      
        door_components()

      


    


    
      
        mode()

      


    


    
      
        operation_type()

      


    





  
    Functions
  


    
      
        door_handles_from_bitmask(byte)

      


    


    
      
        door_handles_to_bitmask(handles)

      


    


    
      
        mode_from_byte(byte)

      


    


    
      
        mode_to_byte(atom)

      


    


    
      
        operation_type_from_byte(byte)

      


    


    
      
        operation_type_to_byte(atom)

      


    


    
      
        to_minutes_and_seconds(seconds)

      


    





      


      
        Types


        


  
    
      
    
    
      door_components()



        
          
        

    

  


  

      

          @type door_components() :: :bolt | :latch | :door


      



  



  
    
      
    
    
      mode()



        
          
        

    

  


  

      

          @type mode() ::
  :unsecured
  | :unsecured_with_timeout
  | :unsecured_inside_door_handles
  | :unsecured_inside_door_handles_with_timeout
  | :unsecured_outside_door_handles
  | :unsecured_outside_door_handles_with_timeout
  | :secured
  | :unknown


      



  



  
    
      
    
    
      operation_type()



        
          
        

    

  


  

      

          @type operation_type() :: :constant_operation | :timed_operation


      



  


        

      

      
        Functions


        


  
    
      
    
    
      door_handles_from_bitmask(byte)



        
          
        

    

  


  


  



  
    
      
    
    
      door_handles_to_bitmask(handles)



        
          
        

    

  


  


  



  
    
      
    
    
      mode_from_byte(byte)



        
          
        

    

  


  

      

          @spec mode_from_byte(byte()) :: mode()


      



  



  
    
      
    
    
      mode_to_byte(atom)



        
          
        

    

  


  

      

          @spec mode_to_byte(mode()) :: byte()


      



  



  
    
      
    
    
      operation_type_from_byte(byte)



        
          
        

    

  


  


  



  
    
      
    
    
      operation_type_to_byte(atom)



        
          
        

    

  


  


  



  
    
      
    
    
      to_minutes_and_seconds(seconds)



        
          
        

    

  


  


  


        

      


  

    
Grizzly.ZWave.CommandClasses.HumidityControl 
    



      
Types and functions for the Humidity Control Mode, Operating State, and Setpoint
command classes.

      


      
        Summary


  
    Types
  


    
      
        mode()

      


    


    
      
        operating_state()

      


    


    
      
        setpoint_scale()

      


    


    
      
        setpoint_type()

      


    





  
    Functions
  


    
      
        decode_setpoint_scale(v)

      


    


    
      
        decode_setpoint_type(v)

      


    


    
      
        encode_setpoint_scale(atom)

      


    


    
      
        encode_setpoint_type(atom)

      


    





      


      
        Types


        


  
    
      
    
    
      mode()



        
          
        

    

  


  

      

          @type mode() :: :off | :humidify | :dehumidify | :auto


      



  



  
    
      
    
    
      operating_state()



        
          
        

    

  


  

      

          @type operating_state() :: :idle | :humidifying | :dehumidifying


      



  



  
    
      
    
    
      setpoint_scale()



        
          
        

    

  


  

      

          @type setpoint_scale() :: :percentage | :absolute


      



  



  
    
      
    
    
      setpoint_type()



        
          
        

    

  


  

      

          @type setpoint_type() :: :humidify | :dehumidify | :auto


      



  


        

      

      
        Functions


        


  
    
      
    
    
      decode_setpoint_scale(v)



        
          
        

    

  


  

      

          @spec decode_setpoint_scale(byte()) :: setpoint_scale() | :unknown


      



  



  
    
      
    
    
      decode_setpoint_type(v)



        
          
        

    

  


  

      

          @spec decode_setpoint_type(byte()) :: setpoint_type() | :unknown


      



  



  
    
      
    
    
      encode_setpoint_scale(atom)



        
          
        

    

  


  

      

          @spec encode_setpoint_scale(setpoint_scale()) :: 0 | 1


      



  



  
    
      
    
    
      encode_setpoint_type(atom)



        
          
        

    

  


  

      

          @spec encode_setpoint_type(setpoint_type()) :: 1 | 2 | 3


      



  


        

      


  

    
Grizzly.ZWave.CommandClasses.Indicator 
    



      
"Indicator" Command Class
The Indicator Command Class is used to help end users to monitor the operation or condition of the
application provided by a supporting node.

      


      
        Summary


  
    Types
  


    
      
        indicator_id()

      


    


    
      
        property_id()

      


    


    
      
        resource()

      


    


    
      
        value()

      


    





  
    Functions
  


    
      
        indicator_id_from_byte(byte)

      


    


    
      
        indicator_id_to_byte(byte)

      


    


    
      
        property_id_from_byte(byte)

      


    


    
      
        property_id_to_byte(byte)

      


    


    
      
        value_from_byte(byte, arg2)

      


    


    
      
        value_to_byte(byte, arg2)

      


    





      


      
        Types


        


  
    
      
    
    
      indicator_id()



        
          
        

    

  


  

      

          @type indicator_id() ::
  byte()
  | :armed
  | :disarmed
  | :ready
  | :fault
  | :busy
  | :enter_id
  | :enter_pin
  | :code_accepted
  | :armed_stay
  | :armed_away
  | :alarming
  | :alarming_burglar
  | :alarming_smoke_fire
  | :alarming_co
  | :bypass_challenger
  | :entry_delay
  | :alarming_medical
  | :alarming_freeze_warning
  | :alarming_water_leak
  | :alarming_panic
  | :zone_1_armed
  | :zone_2_armed
  | :zone_3_armed
  | :zone_4_armed
  | :zone_5_armed
  | :zone_6_armed
  | :zone_7_armed
  | :zone_8_armed
  | :lcd_backlight
  | :button_1
  | :button_2
  | :button_3
  | :button_4
  | :button_5
  | :button_6
  | :button_7
  | :button_8
  | :button_9
  | :button_10
  | :button_11
  | :button_12
  | :node_identify
  | :sound_1
  | :sound_2
  | :sound_3
  | :sound_4
  | :sound_5
  | :sound_6
  | :sound_7
  | :sound_8
  | :sound_9
  | :sound_10
  | :sound_11
  | :sound_12
  | :sound_13
  | :sound_14
  | :sound_15
  | :sound_16
  | :sound_17
  | :sound_18
  | :sound_19
  | :sound_20
  | :sound_21
  | :sound_22
  | :sound_23
  | :sound_24
  | :sound_25
  | :sound_26
  | :sound_27
  | :sound_28
  | :sound_29
  | :sound_30
  | :sound_31
  | :sound_32
  | :undefined


      



  



  
    
      
    
    
      property_id()



        
          
        

    

  


  

      

          @type property_id() ::
  byte()
  | :multilevel
  | :binary
  | :toggling_periods
  | :toggling_cycles
  | :toggling_on_time
  | :timeout_minutes
  | :timeout_seconds
  | :timeout_hundredths_second
  | :sound_level
  | :low_power
  | :undefined


      



  



  
    
      
    
    
      resource()



        
          
        

    

  


  

      

          @type resource() :: [
  indicator_id: indicator_id(),
  property_id: property_id(),
  value: byte()
]


      



  



  
    
      
    
    
      value()



        
          
        

    

  


  

      

          @type value() :: byte() | :on | :off | :restore


      



  


        

      

      
        Functions


        


  
    
      
    
    
      indicator_id_from_byte(byte)



        
          
        

    

  


  


  



  
    
      
    
    
      indicator_id_to_byte(byte)



        
          
        

    

  


  


  



  
    
      
    
    
      property_id_from_byte(byte)



        
          
        

    

  


  


  



  
    
      
    
    
      property_id_to_byte(byte)



        
          
        

    

  


  


  



  
    
      
    
    
      value_from_byte(byte, arg2)



        
          
        

    

  


  


  



  
    
      
    
    
      value_to_byte(byte, arg2)



        
          
        

    

  


  


  


        

      


  

    
Grizzly.ZWave.CommandClasses.Meter 
    



      
"Meter" Command Class
The Meter Command Class is used to advertise instantaneous and accumulated numerical readings.

      


      
        Summary


  
    Types
  


    
      
        meter_rate_type()

      


    


    
      
        meter_scale()

      


    


    
      
        meter_type()

      


    





  
    Functions
  


    
      
        decode_meter_scale(byte, arg2)

      


        Decode meter scale



    


    
      
        decode_meter_type(byte)

      


        Decode meter type



    


    
      
        decode_rate_type(v)

      


        Decode rate type



    


    
      
        decode_supported_scales_bitmasks(arg, meter_type)

      


        Decode supported scales bitmasks.



    


    
      
        encode_meter_scale(atom)

      


    


    
      
        encode_meter_scale(atom1, atom2)

      


    


    
      
        encode_meter_type(atom)

      


        Encode meter type



    


    
      
        encode_rate_type(atom)

      


        Encode meter rate type



    


    
      
        encode_supported_scales_bitmasks(supported_scales, meter_type)

      


        Encode supported meter scales as two bit masks.
The first bitmask encodes "byte 1" scales and the second bitmask encodes "byte 2" scales.
We assume that there is no byte 3, 4, encoding etc.
A bit 1 indicates support.



    





      


      
        Types


        


  
    
      
    
    
      meter_rate_type()



        
          
        

    

  


  

      

          @type meter_rate_type() :: :export | :import | :import_export | :default


      



  



  
    
      
    
    
      meter_scale()



        
          
        

    

  


  

      

          @type meter_scale() ::
  :a
  | :cubic_feet
  | :cubic_meters
  | :kvah
  | :kvar
  | :kvarh
  | :kwh
  | :power_factor
  | :pulse_count
  | :us_gallons
  | :v
  | :w


      



  



  
    
      
    
    
      meter_type()



        
          
        

    

  


  

      

          @type meter_type() :: :electric | :gas | :water | :heating | :cooling


      



  


        

      

      
        Functions


        


  
    
      
    
    
      decode_meter_scale(byte, arg2)



        
          
        

    

  


  

      

          @spec decode_meter_scale(
  {byte(), byte()},
  meter_type() | non_neg_integer()
) :: {:ok, meter_scale()} | {:error, Grizzly.ZWave.DecodeError.t()}


      


Decode meter scale

  



  
    
      
    
    
      decode_meter_type(byte)



        
          
        

    

  


  

      

          @spec decode_meter_type(non_neg_integer()) ::
  {:ok, meter_type()} | {:error, Grizzly.ZWave.DecodeError.t()}


      


Decode meter type

  



  
    
      
    
    
      decode_rate_type(v)



        
          
        

    

  


  

      

          @spec decode_rate_type(non_neg_integer()) ::
  {:ok, meter_rate_type()} | {:error, Grizzly.ZWave.DecodeError.t()}


      


Decode rate type

  



  
    
      
    
    
      decode_supported_scales_bitmasks(arg, meter_type)



        
          
        

    

  


  

      

          @spec decode_supported_scales_bitmasks(
  {binary(), binary()},
  meter_type()
) :: {:ok, [meter_scale()]}


      


Decode supported scales bitmasks.

  



  
    
      
    
    
      encode_meter_scale(atom)



        
          
        

    

  


  

      

          @spec encode_meter_scale(meter_scale()) :: {0..7, 0..1}


      



  



  
    
      
    
    
      encode_meter_scale(atom1, atom2)



        
          
        

    

  


  

      

          @spec encode_meter_scale(meter_scale(), meter_type()) :: {0..7, 0..1}


      



  



  
    
      
    
    
      encode_meter_type(atom)



        
          
        

    

  


  

      

          @spec encode_meter_type(meter_type()) :: 1..5


      


Encode meter type

  



  
    
      
    
    
      encode_rate_type(atom)



        
          
        

    

  


  

      

          @spec encode_rate_type(meter_rate_type()) :: 0..3


      


Encode meter rate type

  



  
    
      
    
    
      encode_supported_scales_bitmasks(supported_scales, meter_type)



        
          
        

    

  


  

      

          @spec encode_supported_scales_bitmasks([meter_scale()], meter_type()) ::
  {byte(), byte()}


      


Encode supported meter scales as two bit masks.
The first bitmask encodes "byte 1" scales and the second bitmask encodes "byte 2" scales.
We assume that there is no byte 3, 4, encoding etc.
A bit 1 indicates support.

  


        

      


  

    
Grizzly.ZWave.CommandClasses.MultiChannelAssociation 
    



      
"MultiChannelAssociation" Command Class
The Multi Channel Association Command Class is used to manage associations to Multi Channel End
Point destinations as well as to NodeID destinations.

      


      
        Summary


  
    Types
  


    
      
        node_endpoint()

      


    





  
    Functions
  


    
      
        decode_nodes_and_node_endpoints(binary)

      


    


    
      
        encode_node_endpoints(node_endpoints)

      


    





      


      
        Types


        


  
    
      
    
    
      node_endpoint()



        
          
        

    

  


  

      

          @type node_endpoint() :: [
  node: Grizzly.ZWave.node_id(),
  bit_address: 0 | 1,
  endpoint: 1..127
]


      



  


        

      

      
        Functions


        


  
    
      
    
    
      decode_nodes_and_node_endpoints(binary)



        
          
        

    

  


  

      

          @spec decode_nodes_and_node_endpoints(binary()) ::
  {[Grizzly.ZWave.node_id()], [node_endpoint()]}


      



  



  
    
      
    
    
      encode_node_endpoints(node_endpoints)



        
          
        

    

  


  

      

          @spec encode_node_endpoints([node_endpoint()]) :: binary()


      



  


        

      


  

    
Grizzly.ZWave.CommandClasses.NetworkManagementInclusion 
    



      
Network Management Inclusion Command Class
This command class provides the commands for adding and removing Z-Wave nodes
to the Z-Wave network

      


      
        Summary


  
    Types
  


    
      
        extended_node_info_report()

      


        Extended node info report



    


    
      
        node_add_status()

      


        The status of the inclusion process



    


    
      
        node_info_report()

      


        Node info report



    


    
      
        tx_opt()

      


    





  
    Functions
  


    
      
        node_add_status_to_byte(atom)

      


        Encode a node_add_status() to a byte



    


    
      
        parse_node_add_status(int)

      


        Parse the node add status byte into an atom



    


    
      
        parse_node_info(arg)

      


        Parse node information from node add status and extended node add status reports



    


    
      
        tx_opt_from_byte(byte)

      


    


    
      
        tx_opt_to_byte(atom)

      


    





      


      
        Types


        


  
    
      
    
    
      extended_node_info_report()



        
          
        

    

  


  

      

          @type extended_node_info_report() :: %{
  listening?: boolean(),
  basic_device_class: Grizzly.ZWave.DeviceClasses.basic_device_class(),
  generic_device_class: Grizzly.ZWave.DeviceClasses.generic_device_class(),
  specific_device_class: Grizzly.ZWave.DeviceClasses.specific_device_class(),
  command_classes: Grizzly.ZWave.CommandClasses.command_class_list(),
  granted_keys: [Grizzly.ZWave.Security.key()],
  kex_fail_type: Grizzly.ZWave.Security.key_exchange_fail_type()
}


      


Extended node info report
Node information from an extended node add status report
	:listening? - is the device a listening device
	:basic_device_class - the basic device class
	:generic_device_class - the generic device class
	:specific_device_class - the specific device class
	:command_classes - list of command classes the new device supports
	:granted_keys - S2 keys granted by the user during the time of inclusion
	:kex_fail_type - the type of key exchange failure if there is one


  



  
    
      
    
    
      node_add_status()



        
          
        

    

  


  

      

          @type node_add_status() :: :done | :failed | :security_failed


      


The status of the inclusion process
	:done - the inclusion process is done without error
	:failed - the inclusion process is done with failure, the device is not
included
	:security_failed - the inclusion process is done, the device is included
but their was an error during the security negotiations. Device   functionality will be degraded.


  



  
    
      
    
    
      node_info_report()



        
          
        

    

  


  

      

          @type node_info_report() :: %{
  :seq_number => byte(),
  :node_id => Grizzly.ZWave.node_id(),
  :status => node_add_status(),
  :listening? => boolean(),
  :basic_device_class => Grizzly.ZWave.DeviceClasses.basic_device_class(),
  :generic_device_class => Grizzly.ZWave.DeviceClasses.generic_device_class(),
  :specific_device_class => Grizzly.ZWave.DeviceClasses.specific_device_class(),
  :command_classes => Grizzly.ZWave.CommandClasses.command_class_list(),
  optional(:granted_keys) => [Grizzly.ZWave.Security.key()],
  optional(:kex_fail_type) => Grizzly.ZWave.Security.key_exchange_fail_type(),
  optional(:input_dsk) => Grizzly.ZWave.Security.key_exchange_fail_type()
}


      


Node info report
node information from a node add status report
	:listening? - is the device a listening device
	:basic_device_class - the basic device class
	:generic_device_class - the generic device class
	:specific_device_class - the specific device class
	:command_classes - list of command classes the new device supports
	:granted_keys - S2 keys granted by the user during the time of inclusion
version 2 and above
	:kex_fail_type - the type of key exchange failure if there is one version
2 and above
	input_dsk - the DSK of the device version 3 and above. If the info report is used


  



  
    
      
    
    
      tx_opt()



        
          
        

    

  


  

      

          @type tx_opt() :: :null | :low_power | :explore


      



  


        

      

      
        Functions


        


  
    
      
    
    
      node_add_status_to_byte(atom)



        
          
        

    

  


  

      

          @spec node_add_status_to_byte(node_add_status()) :: 6 | 7 | 9


      


Encode a node_add_status() to a byte

  



  
    
      
    
    
      parse_node_add_status(int)



        
          
        

    

  


  

      

          @spec parse_node_add_status(6 | 7 | 9) :: node_add_status()


      


Parse the node add status byte into an atom

  



  
    
      
    
    
      parse_node_info(arg)



        
          
        

    

  


  

      

          @spec parse_node_info(binary()) :: node_info_report() | extended_node_info_report()


      


Parse node information from node add status and extended node add status reports

  



  
    
      
    
    
      tx_opt_from_byte(byte)



        
          
        

    

  


  

      

          @spec tx_opt_from_byte(byte()) ::
  {:ok, tx_opt()} | {:error, Grizzly.ZWave.DecodeError.t()}


      



  



  
    
      
    
    
      tx_opt_to_byte(atom)



        
          
        

    

  


  

      

          @spec tx_opt_to_byte(tx_opt()) :: byte()


      



  


        

      


  

    
Grizzly.ZWave.CommandClasses.NetworkManagementInstallationMaintenance 
    



      
"NetworkManagementInstallationMaintenance" Command Class
The Network Management Installation and Maintenance Command Class is used to access statistical
data.

      


      
        Summary


  
    Types
  


    
      
        neighbor()

      


    


    
      
        neighbor_param()

      


    


    
      
        route_type()

      


    


    
      
        rssi()

      


    


    
      
        speed()

      


    


    
      
        speeds()

      


    


    
      
        statistic()

      


    


    
      
        statistics()

      


    





  
    Functions
  


    
      
        repeaters_from_bytes(bytes)

      


    


    
      
        repeaters_to_bytes(repeaters)

      


    


    
      
        route_type_from_byte(byte)

      


    


    
      
        route_type_to_byte(type)

      


    


    
      
        rssi_from_byte(byte)

      


        Decodes the given byte to an 8-bit signed integer (or one of the special values
defined in the spec).



    


    
      
        rssi_to_byte(rssi)

      


        Encodes the given RSSI value to an 8-bit signed integer.



    


    
      
        speed_from_byte(byte)

      


    


    
      
        speed_to_byte(speed)

      


    


    
      
        statistics_from_binary(arg)

      


    


    
      
        statistics_to_binary(statistics)

      


    





      


      
        Types


        


  
    
      
    
    
      neighbor()



        
          
        

    

  


  

      

          @type neighbor() :: [neighbor_param()]


      



  



  
    
      
    
    
      neighbor_param()



        
          
        

    

  


  

      

          @type neighbor_param() ::
  {:node_id, byte()} | {:repeater?, boolean()} | {:speed, speeds()}


      



  



  
    
      
    
    
      route_type()



        
          
        

    

  


  

      

          @type route_type() ::
  :no_route
  | :last_working_route
  | :next_to_last_working_route
  | :set_by_application


      



  



  
    
      
    
    
      rssi()



        
          
        

    

  


  

      

          @type rssi() ::
  :rssi_not_available
  | :rssi_max_power_saturated
  | :rssi_below_sensitivity
  | -124..127


      



  



  
    
      
    
    
      speed()



        
          
        

    

  


  

      

          @type speed() :: :"9.6kbit/s" | :"40kbit/s" | :"100kbit/s" | :reserved


      



  



  
    
      
    
    
      speeds()



        
          
        

    

  


  

      

          @type speeds() :: [speed()]


      



  



  
    
      
    
    
      statistic()



        
          
        

    

  


  

      

          @type statistic() ::
  {:route_changes, byte()}
  | {:transmission_count, byte()}
  | {:neighbors, [neighbor()]}
  | {:packet_error_count, byte()}
  | {:sum_of_transmission_times, non_neg_integer()}
  | {:sum_of_transmission_times_squared, non_neg_integer()}


      



  



  
    
      
    
    
      statistics()



        
          
        

    

  


  

      

          @type statistics() :: [statistic()]


      



  


        

      

      
        Functions


        


  
    
      
    
    
      repeaters_from_bytes(bytes)



        
          
        

    

  


  


  



  
    
      
    
    
      repeaters_to_bytes(repeaters)



        
          
        

    

  


  


  



  
    
      
    
    
      route_type_from_byte(byte)



        
          
        

    

  


  

      

          @spec route_type_from_byte(any()) ::
  {:error, Grizzly.ZWave.DecodeError.t()} | {:ok, route_type()}


      



  



  
    
      
    
    
      route_type_to_byte(type)



        
          
        

    

  


  

      

          @spec route_type_to_byte(route_type()) :: byte()


      



  



  
    
      
    
    
      rssi_from_byte(byte)



        
          
        

    

  


  

      

          @spec rssi_from_byte(byte()) :: rssi()


      


Decodes the given byte to an 8-bit signed integer (or one of the special values
defined in the spec).
NOTE: In order to support Z/IP Gateway quirks, this function accepts values
outside of the range specified in the spec (-32..-128). This function may return
any value in the range -128..124.

  



  
    
      
    
    
      rssi_to_byte(rssi)



        
          
        

    

  


  

      

          @spec rssi_to_byte(rssi()) :: byte()


      


Encodes the given RSSI value to an 8-bit signed integer.
NOTE: In order to support Z/IP Gateway quirks, this function accepts values
outside of the range specified in the spec (-32..-128). Values out of range for
an 8-bit signed integer will overflow.

  



  
    
      
    
    
      speed_from_byte(byte)



        
          
        

    

  


  

      

          @spec speed_from_byte(byte()) ::
  {:ok, speed()} | {:error, Grizzly.ZWave.DecodeError.t()}


      



  



  
    
      
    
    
      speed_to_byte(speed)



        
          
        

    

  


  

      

          @spec speed_to_byte(speed()) :: byte()


      



  



  
    
      
    
    
      statistics_from_binary(arg)



        
          
        

    

  


  


  



  
    
      
    
    
      statistics_to_binary(statistics)



        
          
        

    

  


  


  


        

      


  

    
Grizzly.ZWave.CommandClasses.NodeProvisioning 
    



      
NodeProvisioning Command Class
The Node Provisioning command class is used to manage a list of unique nodes,
called the "Node Provisioning List", in SmartStart controller or gateway.

      


      
        Summary


  
    Functions
  


    
      
        encode_meta_extensions(meta_extensions)

      


    


    
      
        optional_binary_to_dsk(binary)

      


        Get the DSK from a raw binary



    


    
      
        optional_dsk_to_binary(dsk)

      


        Get the binary representation of the dsk



    





      


      
        Functions


        


  
    
      
    
    
      encode_meta_extensions(meta_extensions)



        
          
        

    

  


  


  



  
    
      
    
    
      optional_binary_to_dsk(binary)



        
          
        

    

  


  

      

          @spec optional_binary_to_dsk(binary()) :: Grizzly.ZWave.DSK.t()


      


Get the DSK from a raw binary
If the binary is empty this will return {:ok, #DSK<00000-00000-00000-00000-00000-00000-00000-00000>}.

  



  
    
      
    
    
      optional_dsk_to_binary(dsk)



        
          
        

    

  


  

      

          @spec optional_dsk_to_binary(Grizzly.ZWave.DSK.t() | nil) :: binary()


      


Get the binary representation of the dsk
If the DSK is nil then this will return an empty binary.

  


        

      


  

    
Grizzly.ZWave.CommandClasses.S0 
    



      
S0 (Security) Command Class

      


      
        Summary


  
    Functions
  


    
      
        authentication_key(network_key)

      


        Derive the S0 authentication key (for calculating MACs) from the network key.



    


    
      
        calculate_mac(network_key, command_byte, sender_node_id, receiver_node_id, sender_nonce, receiver_nonce, encrypted_payload)

      


        Calculates the MAC for an S0 Message Encapsulation command.



    


    
      
        decrypt(network_key, sender_nonce, receiver_nonce, payload)

      


    


    
      
        encrypt(network_key, sender_nonce, receiver_nonce, payload)

      


    


    
      
        encryption_key(network_key)

      


        Derive the S0 encryption key (for calculating MACs) from the network key.



    





      


      
        Functions


        


  
    
      
    
    
      authentication_key(network_key)



        
          
        

    

  


  

      

          @spec authentication_key(<<_::128>>) :: <<_::128>>


      


Derive the S0 authentication key (for calculating MACs) from the network key.
This is done by encrypting the S0 authentication vector (0x55 repeated 16
times) with the network key using AES-128-ECB.

  



  
    
      
    
    
      calculate_mac(network_key, command_byte, sender_node_id, receiver_node_id, sender_nonce, receiver_nonce, encrypted_payload)



        
          
        

    

  


  

      

          @spec calculate_mac(
  network_key :: <<_::128>>,
  command_byte :: 129 | 193,
  sender_node_id :: pos_integer(),
  receiver_node_id :: pos_integer(),
  sender_nonce :: <<_::64>>,
  receiver_nonce :: <<_::64>>,
  encrypted_payload :: binary()
) :: <<_::64>>


      


Calculates the MAC for an S0 Message Encapsulation command.
First, a block of authorization data is created by concatenating the following
values: the IV, the command byte (0x81 or 0xC1), the sender node ID, the receiver
node ID, the length of the encrypted payload, and the encrypted payload itself.
The IV is constructed by concatenating the sender nonce (which is included in
the command -- in the spec, this is the "initialization vector" field) with
the receiver nonce (which was obtained via a Nonce Get/Report exchange).
Because this is unclear in the docs, it is important to note that the sequencing
byte (which includes the second frame, sequenced, and sequence counter fields)
is part of the encrypted payload, which is why it isn't included in the auth
data block.
The auth data block is then padded to the block size (16 bytes for AES-128) and
then encrypted in 16-byte blocks using the network authentication key (see
authentication_key/1). The IV used for the first block is 16 bytes of 0x00,
and the IV for each subsequent block is the output from the previous block.
The MAC is the first 8 bytes of the final block.

  



  
    
      
    
    
      decrypt(network_key, sender_nonce, receiver_nonce, payload)



        
          
        

    

  


  


  



  
    
      
    
    
      encrypt(network_key, sender_nonce, receiver_nonce, payload)



        
          
        

    

  


  


  



  
    
      
    
    
      encryption_key(network_key)



        
          
        

    

  


  

      

          @spec encryption_key(<<_::128>>) :: <<_::128>>


      


Derive the S0 encryption key (for calculating MACs) from the network key.
This is done by encrypting the S0 encryption vector (0xAA repeated 16
times) with the network key using AES-128-ECB.
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"SceneActuatorConf" Command Class
The Scene Actuator Configuration Command Class is used to configure scenes settings for a node
supporting an actuator Command Class, e.g. a multilevel switch, binary switch etc.

      


      
        Summary


  
    Types
  


    
      
        dimming_duration()

      


    


    
      
        level()

      


    





  
    Functions
  


    
      
        dimming_duration_from_byte(byte)

      


    


    
      
        dimming_duration_to_byte(arg1)

      


    


    
      
        level_from_byte(byte)

      


    


    
      
        level_to_byte(byte)

      


    





      


      
        Types


        


  
    
      
    
    
      dimming_duration()



        
          
        

    

  


  

      

          @type dimming_duration() ::
  :instantly | [{:seconds, 1..127}] | [{:minutes, 1..127}] | :factory_settings


      



  



  
    
      
    
    
      level()



        
          
        

    

  


  

      

          @type level() :: :on | :off | 1..99


      



  


        

      

      
        Functions


        


  
    
      
    
    
      dimming_duration_from_byte(byte)



        
          
        

    

  


  

      

          @spec dimming_duration_from_byte(byte()) ::
  {:ok, dimming_duration()} | {:error, Grizzly.ZWave.DecodeError.t()}


      



  



  
    
      
    
    
      dimming_duration_to_byte(arg1)



        
          
        

    

  


  

      

          @spec dimming_duration_to_byte(dimming_duration()) :: byte()


      



  



  
    
      
    
    
      level_from_byte(byte)



        
          
        

    

  


  

      

          @spec level_from_byte(byte()) ::
  {:ok, level()} | {:error, Grizzly.ZWave.DecodeError.t()}


      



  



  
    
      
    
    
      level_to_byte(byte)



        
          
        

    

  


  

      

          @spec level_to_byte(level()) :: byte()
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Security 2 (S2) Command Class
Definitions
	CKDF - CMAC-based Key Derivation Function
	MEI - Mutual Entropy Input
	SPAN - Singlecast Pre-Agreed Nonce
	MPAN - Multicast Pre-Agreed Nonce
	MGRP - Multicast Group
	SOS - Singlecast Out-of-Sync
	MOS - Multicast Out-of-Sync


      


      
        Summary


  
    Types
  


    
      
        ecdh_profile()

      


    


    
      
        kex_scheme()

      


    





  
    Functions
  


    
      
        ckdf_mei_expand(sender_entropy_input, receiver_entropy_input)

      


        Mix and expand the sender and receiver entropy inputs into a nonce using CKDF-MEI.



    


    
      
        ecdh_public_key(private_key)

      


        Computes an ECDH public key for the given private key.



    


    
      
        ecdh_public_key_to_dsk_string(public_key)

      


        Encode the ECDH public key into a DSK string.



    


    
      
        ecdh_shared_secret(private_key, remote_public_key)

      


        Computes the shared secret using the ECDH algorithm with the local node's
private key and the remote node's public key (as reported by S2 Public Key Report).



    


    
      
        generic_expand(network_key, constant_nk)

      


        Expands a network key into a CCM key for encryption and authorization, a
personalization string, and an MPAN key using the CKDF-Expand algorithm as
described in https://datatracker.ietf.org/doc/html/draft-moskowitz-hip-dex-02#section-6.3.



    


    
      
        network_key_expand(network_key)

      


        Expands a network key into a CCM key for encryption and authorization, a
personalization string, and an MPAN key using the CKDF-Expand algorithm as
described in https://datatracker.ietf.org/doc/html/draft-moskowitz-hip-dex-02#section-6.3.



    


    
      
        temp_key_expand(prk)

      


        Expands a temporary network key into a CCM key for encryption and authorization, a
personalization string, and an MPAN key using the CKDF-Expand algorithm as
described in https://datatracker.ietf.org/doc/html/draft-moskowitz-hip-dex-02#section-6.3.



    


    
      
        temp_key_extract(ecdh_shared_secret, sender_pubkey, receiver_pubkey)

      


    





      


      
        Types


        


  
    
      
    
    
      ecdh_profile()



        
          
        

    

  


  

      

          @type ecdh_profile() :: :curve_25519


      



  



  
    
      
    
    
      kex_scheme()



        
          
        

    

  


  

      

          @type kex_scheme() :: :kex_scheme_1


      



  


        

      

      
        Functions


        


  
    
      
    
    
      ckdf_mei_expand(sender_entropy_input, receiver_entropy_input)



        
          
        

    

  


  

      

          @spec ckdf_mei_expand(<<_::128>>, <<_::128>>) :: <<_::256>>


      


Mix and expand the sender and receiver entropy inputs into a nonce using CKDF-MEI.

  



  
    
      
    
    
      ecdh_public_key(private_key)



        
          
        

    

  


  

Computes an ECDH public key for the given private key.

  



  
    
      
    
    
      ecdh_public_key_to_dsk_string(public_key)



        
          
        

    

  


  

Encode the ECDH public key into a DSK string.

  



  
    
      
    
    
      ecdh_shared_secret(private_key, remote_public_key)



        
          
        

    

  


  

Computes the shared secret using the ECDH algorithm with the local node's
private key and the remote node's public key (as reported by S2 Public Key Report).

  



  
    
      
    
    
      generic_expand(network_key, constant_nk)



        
          
        

    

  


  

Expands a network key into a CCM key for encryption and authorization, a
personalization string, and an MPAN key using the CKDF-Expand algorithm as
described in https://datatracker.ietf.org/doc/html/draft-moskowitz-hip-dex-02#section-6.3.

  



  
    
      
    
    
      network_key_expand(network_key)



        
          
        

    

  


  

Expands a network key into a CCM key for encryption and authorization, a
personalization string, and an MPAN key using the CKDF-Expand algorithm as
described in https://datatracker.ietf.org/doc/html/draft-moskowitz-hip-dex-02#section-6.3.

  



  
    
      
    
    
      temp_key_expand(prk)



        
          
        

    

  


  

Expands a temporary network key into a CCM key for encryption and authorization, a
personalization string, and an MPAN key using the CKDF-Expand algorithm as
described in https://datatracker.ietf.org/doc/html/draft-moskowitz-hip-dex-02#section-6.3.

  



  
    
      
    
    
      temp_key_extract(ecdh_shared_secret, sender_pubkey, receiver_pubkey)



        
          
        

    

  


  

      

          @spec temp_key_extract(<<_::256>>, <<_::256>>, <<_::256>>) :: <<_::128>>
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S2 AAD (Additional Authenticated Data) structure

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        encode(aad)

      


        Encodes the AAD into a binary.



    


    
      
        new(opts)

      


        Create a new S2 AAD struct.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Grizzly.ZWave.CommandClasses.Security2.AAD{
  destination_tag: non_neg_integer(),
  encrypted_extensions?: boolean(),
  extensions: binary(),
  home_id: non_neg_integer(),
  message_length: non_neg_integer(),
  sender_node_id: non_neg_integer(),
  sequence_number: non_neg_integer()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      encode(aad)



        
          
        

    

  


  

Encodes the AAD into a binary.

  



  
    
      
    
    
      new(opts)



        
          
        

    

  


  

Create a new S2 AAD struct.
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"SensorMultilevel" Command Class
The Multilevel Sensor Command Class is used to advertise numerical sensor readings.

      


      
        Summary


  
    Functions
  


    
      
        all_sensor_types()

      


    


    
      
        decode_sensor_scale(sensor_type, index)

      


    


    
      
        decode_sensor_scales(sensor_type, scales)

      


    


    
      
        decode_sensor_type(byte)

      


    


    
      
        decode_sensor_types(binary)

      


    


    
      
        encode_sensor_scale(sensor_type, scale)

      


    


    
      
        encode_sensor_scales(sensor_type, scales)

      


    


    
      
        encode_sensor_type(sensor_type)

      


    


    
      
        encode_sensor_types(sensor_types)

      


    


    
      
        sensor_type_scales(sensor_type)

      


    





      


      
        Functions


        


  
    
      
    
    
      all_sensor_types()



        
          
        

    

  


  

      

          @spec all_sensor_types() :: [atom()]


      



  



  
    
      
    
    
      decode_sensor_scale(sensor_type, index)



        
          
        

    

  


  

      

          @spec decode_sensor_scale(atom(), byte()) :: atom()


      



  



  
    
      
    
    
      decode_sensor_scales(sensor_type, scales)



        
          
        

    

  


  

      

          @spec decode_sensor_scales(atom(), binary()) :: [atom()]


      



  



  
    
      
    
    
      decode_sensor_type(byte)



        
          
        

    

  


  

      

          @spec decode_sensor_type(byte()) :: {:ok, atom()} | :error


      



  



  
    
      
    
    
      decode_sensor_types(binary)



        
          
        

    

  


  

      

          @spec decode_sensor_types(binary()) :: [atom()]


      



  



  
    
      
    
    
      encode_sensor_scale(sensor_type, scale)



        
          
        

    

  


  

      

          @spec encode_sensor_scale(atom(), atom() | byte()) :: byte() | nil


      



  



  
    
      
    
    
      encode_sensor_scales(sensor_type, scales)



        
          
        

    

  


  

      

          @spec encode_sensor_scales(atom(), [atom()]) :: <<_::8>>


      



  



  
    
      
    
    
      encode_sensor_type(sensor_type)



        
          
        

    

  


  

      

          @spec encode_sensor_type(atom() | byte()) :: byte()


      



  



  
    
      
    
    
      encode_sensor_types(sensor_types)



        
          
        

    

  


  

      

          @spec encode_sensor_types([atom()]) :: binary()


      



  



  
    
      
    
    
      sensor_type_scales(sensor_type)



        
          
        

    

  


  

      

          @spec sensor_type_scales(atom()) :: [atom()]
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"ThermostatMode" Command Class
The Thermostat Mode Command Class is used to control which mode a thermostat operates.

      


      
        Summary


  
    Types
  


    
      
        mode()

      


    





  
    Functions
  


    
      
        decode_mode(byte)

      


    


    
      
        encode_mode(atom)

      


    





      


      
        Types


        


  
    
      
    
    
      mode()



        
          
        

    

  


  

      

          @type mode() ::
  :off
  | :heat
  | :cool
  | :auto
  | :auxiliary
  | :resume_on
  | :fan
  | :furnace
  | :dry
  | :moist
  | :auto_changeover
  | :energy_heat
  | :energy_cool
  | :away
  | :full_power
  | :manufacturer_specific


      



  


        

      

      
        Functions


        


  
    
      
    
    
      decode_mode(byte)



        
          
        

    

  


  

      

          @spec decode_mode(byte()) :: {:ok, mode()} | {:error, Grizzly.ZWave.DecodeError.t()}


      



  



  
    
      
    
    
      encode_mode(atom)



        
          
        

    

  


  

      

          @spec encode_mode(mode()) :: byte()
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"ThermostatSetback" Command Class
The Thermostat Setback Command Class is used to change the current state of a non-schedule setback
thermostat.

      


      
        Summary


  
    Types
  


    
      
        state()

      


    


    
      
        type()

      


    





  
    Functions
  


    
      
        decode_state(byte)

      


    


    
      
        decode_type(byte)

      


    


    
      
        encode_state(kelvins)

      


    


    
      
        encode_type(atom)

      


    





      


      
        Types


        


  
    
      
    
    
      state()



        
          
        

    

  


  

      

          @type state() :: number() | :frost_protection | :energy_saving


      



  



  
    
      
    
    
      type()



        
          
        

    

  


  

      

          @type type() :: :no_override | :temporary_override | :permanent_override


      



  


        

      

      
        Functions


        


  
    
      
    
    
      decode_state(byte)



        
          
        

    

  


  

      

          @spec decode_state(byte()) :: {:ok, state()} | {:error, Grizzly.ZWave.DecodeError.t()}


      



  



  
    
      
    
    
      decode_type(byte)



        
          
        

    

  


  

      

          @spec decode_type(byte()) :: {:ok, type()} | {:error, Grizzly.ZWave.DecodeError.t()}


      



  



  
    
      
    
    
      encode_state(kelvins)



        
          
        

    

  


  

      

          @spec encode_state(state()) :: byte()


      



  



  
    
      
    
    
      encode_type(atom)



        
          
        

    

  


  

      

          @spec encode_type(type()) :: byte()
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"ThermostatSetpoint" Command Class
 The Thermostat Setpoint Command Class is used to configure setpoints for the modes supported by a
 thermostat.
What type of commands does this command class support?

      


      
        Summary


  
    Types
  


    
      
        param()

      


        Shared parameters for ThermostatSetpointSet and ThermostatSetpointReport.



    


    
      
        scale()

      


    


    
      
        type()

      


    





  
    Functions
  


    
      
        decode_scale(byte)

      


    


    
      
        decode_type(arg1)

      


    


    
      
        encode_scale(atom)

      


    


    
      
        encode_type(atom)

      


    





      


      
        Types


        


  
    
      
    
    
      param()



        
          
        

    

  


  

      

          @type param() :: {:type, type()} | {:scale, scale()} | {:value, number()}


      


Shared parameters for ThermostatSetpointSet and ThermostatSetpointReport.

  



  
    
      
    
    
      scale()



        
          
        

    

  


  

      

          @type scale() :: :c | :f


      



  



  
    
      
    
    
      type()



        
          
        

    

  


  

      

          @type type() ::
  :na
  | :heating
  | :cooling
  | :furnace
  | :dry_air
  | :moist_air
  | :auto_changeover
  | :energy_save_heating
  | :energy_save_cooling
  | :away_heating
  | :away_cooling
  | :full_power


      



  


        

      

      
        Functions


        


  
    
      
    
    
      decode_scale(byte)



        
          
        

    

  


  

      

          @spec decode_scale(byte()) :: {:ok, scale()} | {:error, Grizzly.ZWave.DecodeError.t()}


      



  



  
    
      
    
    
      decode_type(arg1)



        
          
        

    

  


  

      

          @spec decode_type(byte()) :: type()


      



  



  
    
      
    
    
      encode_scale(atom)



        
          
        

    

  


  

      

          @spec encode_scale(scale()) :: byte()


      



  



  
    
      
    
    
      encode_type(atom)



        
          
        

    

  


  

      

          @spec encode_type(type()) :: byte()
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Command Class for working with user codes

      


      
        Summary


  
    Types
  


    
      
        extended_user_code()

      


    


    
      
        extended_user_id()

      


    


    
      
        keypad_mode()

      


    


    
      
        user_id_status()

      


    





  
    Functions
  


    
      
        decode_extended_user_codes(user_codes_bin)

      


    


    
      
        encode_extended_user_code(user_code)

      


    


    
      
        keypad_mode_from_byte(arg1)

      


    


    
      
        keypad_mode_to_byte(atom)

      


    


    
      
        user_id_status_from_byte(v)

      


    


    
      
        user_id_status_to_byte(v)

      


    





      


      
        Types


        


  
    
      
    
    
      extended_user_code()



        
          
        

    

  


  

      

          @type extended_user_code() :: %{
  user_id: extended_user_code(),
  user_id_status: user_id_status(),
  user_code: String.t()
}


      



  



  
    
      
    
    
      extended_user_id()



        
          
        

    

  


  

      

          @type extended_user_id() :: 0..65535


      



  



  
    
      
    
    
      keypad_mode()



        
          
        

    

  


  

      

          @type keypad_mode() :: :normal | :vacation | :privacy | :lockout | :unknown


      



  



  
    
      
    
    
      user_id_status()



        
          
        

    

  


  

      

          @type user_id_status() ::
  :available
  | :occupied
  | :disabled
  | :messaging
  | :passage
  | :status_not_available
  | :unknown
  | byte()


      



  


        

      

      
        Functions


        


  
    
      
    
    
      decode_extended_user_codes(user_codes_bin)



        
          
        

    

  


  

      

          @spec decode_extended_user_codes(binary()) ::
  {user_codes :: [extended_user_code()], remainder :: binary()}


      



  



  
    
      
    
    
      encode_extended_user_code(user_code)



        
          
        

    

  


  


  



  
    
      
    
    
      keypad_mode_from_byte(arg1)



        
          
        

    

  


  

      

          @spec keypad_mode_from_byte(byte()) :: keypad_mode()


      



  



  
    
      
    
    
      keypad_mode_to_byte(atom)



        
          
        

    

  


  

      

          @spec keypad_mode_to_byte(keypad_mode()) :: 0 | 1 | 2 | 3


      



  



  
    
      
    
    
      user_id_status_from_byte(v)



        
          
        

    

  


  

      

          @spec user_id_status_from_byte(byte()) :: user_id_status()


      



  



  
    
      
    
    
      user_id_status_to_byte(v)



        
          
        

    

  


  

      

          @spec user_id_status_to_byte(user_id_status()) :: byte()


      



  


        

      


  

    
Grizzly.ZWave.CommandClasses.UserCredential 
    



      
User Credential command class

      


      
        Summary


  
    Types
  


    
      
        credential_capabilities()

      


    


    
      
        credential_learn_operation()

      


    


    
      
        credential_operation()

      


    


    
      
        credential_rule()

      


    


    
      
        credential_type()

      


    


    
      
        modifier_type()

      


    


    
      
        user_operation()

      


    


    
      
        user_type()

      


    





  
    Functions
  


    
      
        decode_admin_pin_code_set_status(arg1)

      


        Decodes the status field in an Admin Pin Code Report command



    


    
      
        decode_association_set_status(arg1)

      


        Decodes status field in a User Credential Association Report command



    


    
      
        decode_credential_data(arg1, data)

      


        Decodes credential data from a binary based on its type.



    


    
      
        decode_credential_operation(arg1)

      


        Decodes credential operation from a byte value



    


    
      
        decode_credential_rule(arg1)

      


        Decodes a credential rule from a byte value



    


    
      
        decode_credential_type(arg1)

      


        Decodes a credential type from a byte value



    


    
      
        decode_modifier_type(arg1)

      


        Decodes modifier type from a byte value



    


    
      
        decode_user_operation(arg1)

      


        Decodes a user operation from a byte value



    


    
      
        decode_user_type(arg1)

      


        Decodes a user type from a byte value



    


    
      
        encode_admin_pin_code_set_status(atom)

      


        Encodes the status field in an Admin Pin Code Report command



    


    
      
        encode_association_set_status(atom)

      


        Encodes status field in a User Credential Association Report command



    


    
      
        encode_credential_data(arg1, data)

      


        Encodes credential data to a binary based on its type.



    


    
      
        encode_credential_operation(atom)

      


        Encodes credential operation to a byte value



    


    
      
        encode_credential_rule(atom)

      


        Encodes a credential rule to a byte value



    


    
      
        encode_credential_type(atom)

      


        Encodes a credential type to a byte value



    


    
      
        encode_modifier_type(atom)

      


        Encodes modifier type to a byte value



    


    
      
        encode_user_operation(atom)

      


        Encodes a user operation to a byte value



    


    
      
        encode_user_type(atom)

      


        Encodes a user type to a byte value



    





      


      
        Types


        


  
    
      
    
    
      credential_capabilities()



        
          
        

    

  


  

      

          @type credential_capabilities() :: %{
  learn_supported?: boolean(),
  supported_slots: pos_integer(),
  min_length: pos_integer(),
  max_length: pos_integer(),
  recommended_learn_timeout: non_neg_integer(),
  learn_steps: non_neg_integer(),
  hash_max_length: non_neg_integer()
}


      



  



  
    
      
    
    
      credential_learn_operation()



        
          
        

    

  


  

      

          @type credential_learn_operation() :: :add | :modify


      



  



  
    
      
    
    
      credential_operation()



        
          
        

    

  


  

      

          @type credential_operation() :: :add | :modify | :delete


      



  



  
    
      
    
    
      credential_rule()



        
          
        

    

  


  

      

          @type credential_rule() :: :single | :dual | :triple


      



  



  
    
      
    
    
      credential_type()



        
          
        

    

  


  

      

          @type credential_type() ::
  :none
  | :pin_code
  | :password
  | :rfid
  | :ble
  | :nfc
  | :uwb
  | :eye_biometric
  | :face_biometric
  | :finger_biometric
  | :hand_biometric
  | :unspecified_biometric


      



  



  
    
      
    
    
      modifier_type()



        
          
        

    

  


  

      

          @type modifier_type() :: :dne | :unknown | :zwave | :local | :other


      



  



  
    
      
    
    
      user_operation()



        
          
        

    

  


  

      

          @type user_operation() :: :add | :modify | :delete


      



  



  
    
      
    
    
      user_type()



        
          
        

    

  


  

      

          @type user_type() ::
  :general
  | :programming
  | :non_access
  | :duress
  | :disposable
  | :expiring
  | :remote_only


      



  


        

      

      
        Functions


        


  
    
      
    
    
      decode_admin_pin_code_set_status(arg1)



        
          
        

    

  


  

      

          @spec decode_admin_pin_code_set_status(byte()) :: atom()


      


Decodes the status field in an Admin Pin Code Report command

  



  
    
      
    
    
      decode_association_set_status(arg1)



        
          
        

    

  


  

      

          @spec decode_association_set_status(byte()) :: atom()


      


Decodes status field in a User Credential Association Report command

  



  
    
      
    
    
      decode_credential_data(arg1, data)



        
          
        

    

  


  

      

          @spec decode_credential_data(credential_type(), binary()) :: binary()


      


Decodes credential data from a binary based on its type.

  



  
    
      
    
    
      decode_credential_operation(arg1)



        
          
        

    

  


  

      

          @spec decode_credential_operation(byte()) :: credential_operation() | :unknown


      


Decodes credential operation from a byte value

  



  
    
      
    
    
      decode_credential_rule(arg1)



        
          
        

    

  


  

      

          @spec decode_credential_rule(byte()) :: credential_rule() | :unknown


      


Decodes a credential rule from a byte value

  



  
    
      
    
    
      decode_credential_type(arg1)



        
          
        

    

  


  

      

          @spec decode_credential_type(byte()) :: credential_type() | :unknown


      


Decodes a credential type from a byte value

  



  
    
      
    
    
      decode_modifier_type(arg1)



        
          
        

    

  


  

      

          @spec decode_modifier_type(byte()) :: modifier_type() | :unknown


      


Decodes modifier type from a byte value

  



  
    
      
    
    
      decode_user_operation(arg1)



        
          
        

    

  


  

      

          @spec decode_user_operation(byte()) :: user_operation() | :unknown


      


Decodes a user operation from a byte value

  



  
    
      
    
    
      decode_user_type(arg1)



        
          
        

    

  


  

      

          @spec decode_user_type(byte()) :: user_type() | :unknown


      


Decodes a user type from a byte value

  



  
    
      
    
    
      encode_admin_pin_code_set_status(atom)



        
          
        

    

  


  

      

          @spec encode_admin_pin_code_set_status(status :: atom()) :: byte()


      


Encodes the status field in an Admin Pin Code Report command

  



  
    
      
    
    
      encode_association_set_status(atom)



        
          
        

    

  


  

      

          @spec encode_association_set_status(status :: atom()) :: byte()


      


Encodes status field in a User Credential Association Report command

  



  
    
      
    
    
      encode_credential_data(arg1, data)



        
          
        

    

  


  

      

          @spec encode_credential_data(credential_type(), binary()) :: binary()


      


Encodes credential data to a binary based on its type.
Passwords are encoded as UTF-16 strings, while other types are left as-is.

  



  
    
      
    
    
      encode_credential_operation(atom)



        
          
        

    

  


  

      

          @spec encode_credential_operation(credential_operation()) :: byte()


      


Encodes credential operation to a byte value

  



  
    
      
    
    
      encode_credential_rule(atom)



        
          
        

    

  


  

      

          @spec encode_credential_rule(credential_rule()) :: byte()


      


Encodes a credential rule to a byte value

  



  
    
      
    
    
      encode_credential_type(atom)



        
          
        

    

  


  

      

          @spec encode_credential_type(credential_type()) :: byte()


      


Encodes a credential type to a byte value

  



  
    
      
    
    
      encode_modifier_type(atom)



        
          
        

    

  


  

      

          @spec encode_modifier_type(modifier_type()) :: byte()


      


Encodes modifier type to a byte value

  



  
    
      
    
    
      encode_user_operation(atom)



        
          
        

    

  


  

      

          @spec encode_user_operation(user_operation()) :: byte()


      


Encodes a user operation to a byte value

  



  
    
      
    
    
      encode_user_type(atom)



        
          
        

    

  


  

      

          @spec encode_user_type(user_type()) :: byte()


      


Encodes a user type to a byte value

  


        

      


  

    
Grizzly.ZWave.CommandClasses.WindowCovering 
    



      
Window Covering Command Class
Command class for window coverings which can be opened or closed

      


      
        Summary


  
    Types
  


    
      
        parameter_name()

      


    





  
    Functions
  


    
      
        decode_parameter_name(byte)

      


    


    
      
        encode_parameter_name(atom)

      


    





      


      
        Types


        


  
    
      
    
    
      parameter_name()



        
          
        

    

  


  

      

          @type parameter_name() ::
  :out_left
  | :out_left_positioned
  | :out_right
  | :out_right_positioned
  | :in_left
  | :in_left_positioned
  | :in_right
  | :in_right_positioned
  | :in_right_left
  | :in_right_left_positioned
  | :angle_vertical_slats
  | :angle_vertical_slats_positioned
  | :out_bottom
  | :out_bottom_positioned
  | :out_top
  | :out_top_positioned
  | :in_bottom
  | :in_bottom_positioned
  | :in_top
  | :in_top_positioned
  | :in_top_bottom
  | :in_top_bottom_positioned
  | :angle_horizontal_slats
  | :angle_horizontal_slats_positioned


      



  


        

      

      
        Functions


        


  
    
      
    
    
      decode_parameter_name(byte)



        
          
        

    

  


  

      

          @spec decode_parameter_name(byte()) ::
  {:ok, parameter_name()} | {:error, Grizzly.ZWave.DecodeError.t()}


      



  



  
    
      
    
    
      encode_parameter_name(atom)



        
          
        

    

  


  

      

          @spec encode_parameter_name(parameter_name()) :: byte()


      



  


        

      


  

    
Grizzly.ZWave.CommandClasses.ZwaveplusInfo 
    



      
"ZwaveplusInfo" Command Class
The Z-Wave Plus Info Command Class is used to differentiate between Z-Wave Plus, Z-Wave for IP and
Z-Wave devices.

      


      
        Summary


  
    Types
  


    
      
        node_type()

      


    


    
      
        role_type()

      


    





  
    Functions
  


    
      
        node_type_from_byte(byte)

      


    


    
      
        node_type_to_byte(atom)

      


    


    
      
        role_type_from_byte(byte)

      


    


    
      
        role_type_to_byte(atom)

      


    





      


      
        Types


        


  
    
      
    
    
      node_type()



        
          
        

    

  


  

      

          @type node_type() :: :zwaveplus_node | :zwaveplus_for_ip_gateway


      



  



  
    
      
    
    
      role_type()



        
          
        

    

  


  

      

          @type role_type() ::
  :central_static_controller
  | :sub_static_controller
  | :portable_controller
  | :reporting_portable_controller
  | :portable_end_node
  | :always_on_end_node
  | :reporting_sleeping_end_node
  | :listening_sleeping_end_node
  | :network_aware_end_node


      



  


        

      

      
        Functions


        


  
    
      
    
    
      node_type_from_byte(byte)



        
          
        

    

  


  


  



  
    
      
    
    
      node_type_to_byte(atom)



        
          
        

    

  


  


  



  
    
      
    
    
      role_type_from_byte(byte)



        
          
        

    

  


  


  



  
    
      
    
    
      role_type_to_byte(atom)



        
          
        

    

  


  


  


        

      


  

    
Grizzly.ZWave.Commands.AlarmEventSupportedReport 
    



      
This command is used to advertise supported events/states for a specified
Notification Type.
Params:
	:type - a Notification type
	:events - the Notification events supported for that type


      


      
        Summary


  
    Types
  


    
      
        param()

      


    





      


      
        Types


        


  
    
      
    
    
      param()



        
          
        

    

  


  

      

          @type param() :: {:type, atom()} | {:events, [atom()]}


      



  


        

      


  

    
Grizzly.ZWave.Commands.AlarmGet 
    



      
This command is used to get the value of an alarm.
Params:
	:type - v1 alarm type (required for v1 only)
	:zwave_type - Z-Wave alarm/notification type (required for v2+)
	:zwave_event - Z-Wave event/state (optional)


      


      
        Summary


  
    Types
  


    
      
        param()

      


    





      


      
        Types


        


  
    
      
    
    
      param()



        
          
        

    

  


  

      

          @type param() ::
  {:type, byte()}
  | {:zwave_type, Grizzly.ZWave.Notifications.type()}
  | {:zwave_event, Grizzly.ZWave.Notifications.event()}


      



  


        

      


  

    
Grizzly.ZWave.Commands.AlarmReport 
    



      
This command notifies the application of the alarm state (v1, v2) or the
notification state (v8).
Params:
	:type - the specific alarm type being reported - this different for
each application, see device user manual for more details (required)
	:level - the level is device specific, see device user manual for more
details (required)
	:zensor_net_node_id - the Zensor net node, if the device is not
based off of Zensor Net, then this field is 0 (v2, optional, default 0)
	:zwave_status - if the device alarm status is :enabled or :disabled (v2)
	:zwave_type - part of Grizzly.ZWave.Notifications spec (v2)
	:zwave_event - part of the Grizzly.ZWave.Notifications spec (v2)
	:event_parameters - additional parameters for the event as keyword list,
see user manual for more information (v2+, optional, default [])


      


      
        Summary


  
    Types
  


    
      
        param()

      


    





      


      
        Types


        


  
    
      
    
    
      param()



        
          
        

    

  


  

      

          @type param() ::
  {:type, byte()}
  | {:level, byte()}
  | {:zensor_net_node_id, Grizzly.ZWave.node_id()}
  | {:zwave_status, Grizzly.ZWave.Notifications.status()}
  | {:zwave_event, Grizzly.ZWave.Notifications.event()}
  | {:zwave_type, Grizzly.ZWave.Notifications.type()}
  | {:sequence_number, byte()}
  | {:event_parameters, [byte()]}


      



  


        

      


  

    
Grizzly.ZWave.Commands.AlarmTypeSupportedReport 
    



      
This command is used to advertise supported Alarm/Notification Types.
Versions 2+ are supported.
Params:
	:types - the types of alarms supported by the device


      


      
        Summary


  
    Types
  


    
      
        param()

      


    





      


      
        Types


        


  
    
      
    
    
      param()



        
          
        

    

  


  

      

          @type param() :: {:types, [Grizzly.ZWave.Notifications.type()]}


      



  


        

      


  

    
Grizzly.ZWave.Commands.AntitheftReport 
    



      
This command is used to advertise the lock/unlock state of a supporting node.
Params:
	:status - the antitheft status of the device, one of
:protection_disabled_unlocked, :protection_enabled_locked_fully_functional,
:protection_enabled_locked_restricted (required v2+)
	:manufacturer_id - This field describes the Z-Wave Manufacturer ID of the
company’s product that has locked the node (required v2+)
	:antitheft_hint - This field is used as a 1 to 10 byte identifier or key
value to help retrieving the Magic Code (required v2+)
	:locking_entity_id - This field MUST specify a unique Z-Wave Alliance
identifier for the entity that has locked the node (required v3 only)


      


      
        Summary


  
    Types
  


    
      
        param()

      


    


    
      
        status()

      


    





      


      
        Types


        


  
    
      
    
    
      param()



        
          
        

    

  


  

      

          @type param() ::
  {:status, status()}
  | {:manufacturer_id, non_neg_integer()}
  | {:antitheft_hint, String.t()}
  | {:locking_entity_id, non_neg_integer()}


      



  



  
    
      
    
    
      status()



        
          
        

    

  


  

      

          @type status() ::
  :protection_disabled_unlocked
  | :protection_enabled_locked_fully_functional
  | :protection_enabled_locked_restricted


      



  


        

      


  

    
Grizzly.ZWave.Commands.AntitheftSet 
    



      
This command is used to lock or unlock a node.
Params:
	:state - This field MUST indicate the desired :locked or :unlocked state
for the receiving node (required v2+)
	:magic_code - This field contains the 1 to 10 byte Magic Code used to
lock or unlock the node (required v2+)
	:manufacturer_id - This field describes the Z-Wave Manufacturer ID of the
company’s product that has locked the node (required v2+)
	:antitheft_hint - This field is used as a 1 to 10 byte identifier or key
value to help retrieving the Magic Code (required v2+)
	:locking_entity_id - This field MUST specify a unique Z-Wave Alliance
identifier for the entity that has locked the node (required v3)


      


      
        Summary


  
    Types
  


    
      
        param()

      


    





      


      
        Types


        


  
    
      
    
    
      param()



        
          
        

    

  


  

      

          @type param() ::
  {:state, :locked | :unlocked}
  | {:magic_code, String.t()}
  | {:manufacturer_id, non_neg_integer()}
  | {:antitheft_hint, String.t()}
  | {:locking_entity_id, non_neg_integer()}


      



  


        

      


  

    
Grizzly.ZWave.Commands.AntitheftUnlockReport 
    



      
This command is used to advertise the current locked/unlocked state of the
node with some additional information.
Params:
	:state - This field MUST indicate the current :locked/:unlocked state of
the device (required)
	:restricted - This boolean field indicates whether the node currently
runs in restricted mode (required)
	:manufacturer_id - This field describes the Z-Wave Manufacturer ID of
the company’s product that has locked the node (required)
	:antitheft_hint - This field is used as a 1 to 10 byte identifier or key
value to help retrieving the Magic Code (required)
	:locking_entity_id - This field specifies a unique Z-Wave Alliance
identifier for the entity that has locked the node (required)


      


      
        Summary


  
    Types
  


    
      
        param()

      


    


    
      
        state()
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      param()



        
          
        

    

  


  

      

          @type param() ::
  {:state, state()}
  | {:restricted, boolean()}
  | {:manufacturer_id, non_neg_integer()}
  | {:antitheft_hint, String.t()}
  | {:locking_entity_id, non_neg_integer()}


      



  



  
    
      
    
    
      state()



        
          
        

    

  


  

      

          @type state() :: :locked | :unlocked


      



  


        

      


  

    
Grizzly.ZWave.Commands.AntitheftUnlockSet 
    



      
This command is used to unlock a node that is currently locked.
Params:
	:magic_code - This field contains the Magic Code used to unlock the node.
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    Types
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      param()



        
          
        

    

  


  

      

          @type param() :: {:magic_code, String.t()}


      



  


        

      


  

    
Grizzly.ZWave.Commands.ApplicationNodeInfoReport 
    



      
Reports the Application Node Info with regards to the command classes that
are supported
Params:
	:command_classes - list of command classes
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    Types
  


    
      
        param()

      


    


    
      
        tagged_command_classes()

      


    





      


      
        Types


        


  
    
      
    
    
      param()



        
          
        

    

  


  

      

          @type param() :: {:command_classes, [tagged_command_classes()]}


      



  



  
    
      
    
    
      tagged_command_classes()



        
          
        

    

  


  

      

          @type tagged_command_classes() ::
  {:non_secure_supported, [Grizzly.ZWave.CommandClasses.command_class()]}
  | {:non_secure_controlled, [Grizzly.ZWave.CommandClasses.command_class()]}
  | {:secure_supported, [Grizzly.ZWave.CommandClasses.command_class()]}
  | {:secure_controlled, [Grizzly.ZWave.CommandClasses.command_class()]}


      



  


        

      


  

    
Grizzly.ZWave.Commands.AssociationGroupCommandListReport 
    



      
This command is used to advertise the commands that are sent via an actual
association group.
Params:
	:group_id - the group identifier
	:commands - lists of commands
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    Types
  


    
      
        param()

      


    





      


      
        Types


        


  
    
      
    
    
      param()



        
          
        

    

  


  

      

          @type param() :: {:group_id, byte()} | {:commands, [atom()]}


      



  


        

      


  

    
Grizzly.ZWave.Commands.AssociationGroupInfoReport 
    



      
This command is used to advertise the properties of one or more association
groups.
Params:
	:dynamic - whether the group info is subject to be changed by the device
	:groups_info - a list of group info
	:list_mode - a boolean if the report should be in list mode. In some
cases this needs to be forced, like if you are reporting one group but the
get query requested list mode. If you are reporting more than one group
then this parameter is optional as it will know that more than one group
can only be reported with list mode true. If you don't set this option
to true when reporting one group then this will default to false.
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    Types
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      group_info()



        
          
        

    

  


  

      

          @type group_info() :: [group_id: byte(), profile: atom()]


      



  



  
    
      
    
    
      param()



        
          
        

    

  


  

      

          @type param() ::
  {:groups_info, [group_info()]}
  | {:dynamic, boolean() | {:list_mode, boolean()}}


      



  


        

      


  

    
Grizzly.ZWave.Commands.AssociationRemove 
    



      
This command is used to remove destinations from a given association group.
Params:
	:grouping_identifiers - the association grouping identifier (required)
	:nodes - list of nodes to add the grouping identifier (required)
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    Types
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      param()



        
          
        

    

  


  

      

          @type param() :: {:grouping_identifier, byte()} | {:nodes, [Grizzly.ZWave.node_id()]}


      



  


        

      


  

    
Grizzly.ZWave.Commands.AssociationReport 
    



      
Report the destinations for the given association group
Params:
	:grouping_identifier - the grouping identifier for the the association
group (required)
	:max_nodes_supported - the max number of destinations for the
association group (required)
	:reports_to_follow - if the full destination list is too long for one
report this field reports the number of follow up reports (optional
default 0)
	:nodes - the destination nodes in the association group (required)
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    Types
  


    
      
        param()

      


    





      


      
        Types


        


  
    
      
    
    
      param()



        
          
        

    

  


  

      

          @type param() ::
  {:grouping_identifier, byte()}
  | {:max_nodes_supported, byte()}
  | {:reports_to_follow, byte()}
  | {:nodes, [Grizzly.ZWave.node_id()]}


      



  


        

      


  

    
Grizzly.ZWave.Commands.AssociationSet 
    



      
Module for the ASSOCIATION_SET command
The node receiving this command should add the specified node ids to the
association group. However, if the association group for the node is full
this command is ignored.
Params:
	:grouping_identifier - the association grouping identifier (required)
	:nodes - list of nodes to add the grouping identifier (required)
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          @type param() :: {:grouping_identifier, byte()} | {:nodes, [Grizzly.ZWave.node_id()]}


      



  


        

      


  

    
Grizzly.ZWave.Commands.BarrierOperatorSignalSupportedReport 
    



      
This command returns a bit mask of signaling subsystem(s) supported by the sending node.
Params:
	:subsystem_types - the subsystem types supported
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          @type param() ::
  {:subsystem_types,
   [Grizzly.ZWave.CommandClasses.BarrierOperator.subsystem_type()]}


      



  


        

      


  

    
Grizzly.ZWave.Commands.BasicReport 
    



      
This module implements the BASIC_REPORT command of the COMMAND_CLASS_BASIC
command class
Params:
	:value - the current value (:on or :off or :unknown)
	:target_value - the target value (:on or :off or :unknown) - v2
	:duration - the time in seconds needed to reach the Target Value at the
actual transition rate - v2
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          @type duration() :: non_neg_integer() | :unknown
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          @type param() ::
  {:value, value()} | {:target_value, value()} | {:duration, duration()}
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          @type value() :: :on | :off | :unknown | byte()


      



  


        

      


  

    
Grizzly.ZWave.Commands.BasicSet 
    



      
This module implements the BASIC_SET command of the COMMAND_CLASS_BASIC
command class
Params:
	:value - :on or :off
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          @type param() :: {:value, :on | :off}


      



  


        

      


  

    
Grizzly.ZWave.Commands.BatteryReport 
    



      
This module implements the BATTERY_REPORT command of the COMMAND_CLASS_BATTERY
command class.
Params:
	:level - percent charged - v1
	:charging_status - whether charging, discharging or maintaining - v2
	:rechargeable - whether the battery is rechargeable - v2
	:backup - whether used as a backup source of power - v2
	:overheating - whether it is overheating - v2
	:low_fluid - whether the battery fluid is low and should be refilled - v2
	:replace_recharge - whether the battery needs to be replaced or
recharged - v2
	:disconnected - whether the battery is disconnected nd the node is
running on an alternative power source - v2
	:low_temperature - whether the battery of a device has stopped charging
due to low temperature - v3
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          @type param() ::
  {:level, 0..100}
  | {:charging_status, :charging | :discharging | :maintaining}
  | {:rechargeable, boolean()}
  | {:backup, boolean()}
  | {:overheating, boolean()}
  | {:low_fluid, boolean()}
  | {:replace_recharge, :unknown | :soon | :now}
  | {:disconnected, boolean()}
  | {:low_temperature, boolean()}


      



  


        

      


  

    
Grizzly.ZWave.Commands.CRC16Encap 
    



      
The CRC-16 Encapsulation Command is used to encapsulate a command with an additional checksum to
ensure integrity of the payload.
Params:
	:command - the encapsulated Command
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          @type param() :: {:command, Grizzly.ZWave.Command.t()}


      



  


        

      


  

    
Grizzly.ZWave.Commands.CentralSceneNotification 
    



      
This command is used to advertise a scene key event.
Versions 1 and 2 are obsolete.
Params:
	:seq_number - The receiving device uses the sequence number to ignore duplicates. (required)

	:slow_refresh - This flag is used to advertise if the node is sending Key Held Down notifications at a slow rate. (required)

	:key_attribute - This field advertises one or more events detected by the key (required)

	:scene_number - The scene for the key event (required)
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          @type param() ::
  {:seq_number, non_neg_integer()}
  | {:slow_refresh, boolean()}
  | {:key_attribute, Grizzly.ZWave.CommandClasses.CentralScene.key_attribute()}
  | {:scene_number, non_neg_integer()}


      



  


        

      


  

    
Grizzly.ZWave.Commands.CentralSceneSupportedReport 
    



      
This command is used to report the maximum number of supported scenes and the
Key Attributes supported for each scene.
Versions 1 and 2 are obsolete. Version 3+ fields are required.
Params:
	:supported_scenes - This field indicates the maximum number of scenes
supported by the requested device. (required)

	:slow_refresh_support - This field indicates whether the node supports
the Slow Refresh capability. (required)

	:identical - This field indicates if all scenes are supporting the same
Key Attributes (required)

	:bit_mask_bytes - This field advertises the size of each “Supported Key Attributes”
field measured in bytes. Must be 1..3. (required)

	:supported_key_attributes - This field advertises the attributes supported
by the corresponding scene (required)
	A list of lists of key attributes where a key attribute is one of
:key_pressed_1_time | :key_released | :key_held_down | :key_pressed_2_times
| :key_pressed_3_times | :key_pressed_4_times | :key_pressed_5_times.
	If not identical, the first list of key attributes corresponds to scene 1, the
second to scene 2 etc. for each of supported_scenes
	If identical, only the key attributes of scene 1 are to be listed
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          @type param() ::
  {:supported_scenes, non_neg_integer()}
  | {:slow_refresh_support, boolean()}
  | {:identical, boolean()}
  | {:bit_mask_bytes, 1..3}
  | {:supported_key_attributes,
     [Grizzly.ZWave.CommandClasses.CentralScene.key_attributes()]}


      



  


        

      


  

    
Grizzly.ZWave.Commands.ConfigurationBulkReport 
    



      
This command is used to advertise the actual value of one or more advertised parameters.
Params:
	:default - This field is used to specify if the default value is to be restored for the specified configuration
         parameters. Use carefully: Some devices will incorrectly reset ALL configuration values to default. (required)

	:size - This field is used to specify the number of bytes (1, 2 or 4) of the parameter values (required)

	:handshake - This field is used to indicate if a Configuration Bulk Report Command is to be returned when the
           specified configuration parameters have been stored in non-volatile memory. (required)

	:offset - This field is used to specify the first parameter in a range of one or more parameters. (required)

	:values - These fields carry the values -of the same size)- to be assigned. (required)

	:reports_to_follow - This field gives the number of reports left before all requested configuration
                   parameters values have been transferred (required)
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          @type param() ::
  {:default, boolean()}
  | {:size, 1 | 2 | 4}
  | {:handshake, boolean()}
  | {:offset, non_neg_integer()}
  | {:values, [integer()]}
  | {:reports_to_follow, non_neg_integer()}


      



  


        

      


  

    
Grizzly.ZWave.Commands.ConfigurationBulkSet 
    



      
This command is used to set the value of one or more configuration parameters.
Params:
	:default - This field is used to specify if the default value is to be restored for the specified configuration
         parameters. Use carefully: Some devices will incorrectly reset ALL configuration values to default. (required)

	:size - This field is used to specify the number of bytes (1, 2 or 4) of the parameter values (required)

	:handshake - This field is used to indicate if a Configuration Bulk Report Command is to be returned when the
           specified configuration parameters have been stored in non-volatile memory. (required)

	:offset - This field is used to specify the first parameter in a range of one or more parameters. (required)

	:values - These fields carry the values -of the same size)- to be assigned. (required)
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          @type param() ::
  {:default, boolean()}
  | {:size, 1 | 2 | 4}
  | {:handshake, boolean()}
  | {:offset, non_neg_integer()}
  | {:values, [integer()]}


      



  


        

      


  

    
Grizzly.ZWave.Commands.ConfigurationPropertiesReport 
    



      
This command is used to advertise the properties of a configuration parameter.
Params:
	:param_number - This field is used to specify which configuration parameter (required)

	read_only - This field is used to indicate if the parameter is read-only. (optional - v4+)

	:altering_capabilities: - This field is used to indicate if the advertised parameter triggers a change in the node’s capabilities. (optional - v4+)

	:format - This field is used to advertise the format of the parameter, one of :signed_integer, :unsigned_integer, :enumerated, :bit_field (required)

	:size - This field is used to advertise the size of the actual parameter, one of 0, 1, 2, 4
      The advertised size MUST also apply to the fields “Min Value”, “Max Value”, “Default Value” carried in
      this command. (required)

	:min_value - This field advertises the minimum value that the actual parameter can assume.
           If the parameter is “Bit field”, this field MUST be set to 0. (required if size > 0 else omitted)

	:max_value - This field advertises the maximum value that the actual parameter can assume.
           If the parameter is “Bit field”, each individual supported bit MUST be set to ‘1’, while each un-
           supported bit of MUST be set to ‘0’. (required if size > 0 else omitted)

	:default_value - This field MUST advertise the default value of the actual parameter (required if size > 0 else omitted)

	:next_param_number - This field advertises the next available (possibly non-sequential) configuration parameter, else 0 (required)

	:advanced - This field is used to indicate if the advertised parameter is to be presented in the “Advanced”
          parameter section in the controller GUI. (optional - v4+)

	:no_bulk_support - This field is used to advertise if the sending node supports Bulk Commands. (optional - v4+)
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          @type format() :: :signed_integer | :unsigned_integer | :enumerated | :bit_field
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          @type param() ::
  {:param_number, non_neg_integer()}
  | {:read_only, boolean() | nil}
  | {:altering_capabilities, boolean() | nil}
  | {:format, format()}
  | {:size, 0 | 1 | 2 | 4}
  | {:min_value, integer() | nil}
  | {:max_value, integer() | nil}
  | {:default_value, integer() | nil}
  | {:next_param_number, non_neg_integer()}
  | {:advanced, boolean() | nil}
  | {:no_bulk_support, boolean() | nil}


      



  


        

      


  

    
Grizzly.ZWave.Commands.ConfigurationSet 
    



      
Set the configuration parameter
Params:
	:param_number - the configuration parameter number to set (required)
	:value - the value of the parameter, can be set to :default to set       the parameter back to the factory default value (required)

	:size - specifies the size of the configuration parameter     (required if not resetting to default)

	:format - one of :signed_integer, :unsigned_integer, :enumerated or :bit_field (defaults to :signed_integer)

Size
The size of the parameter are the values 1, 2, and 4 which is the
number of bytes for the configuration parameter value. This should be
provided by the user manual of our device.
Factory reset a param
If you want to factory reset a configuration parameter you can pass
:default as the :value param
Format
The configuration value MUST be encoded according to the Format field advertised in the Configuration
Properties Report Command for the parameter number.
If the parameter format is “Unsigned integer”, normal binary integer encoding MUST be used.
If the parameter format is “Signed integer”, the binary encoding MUST use the two's complement representation.
If the parameter format is “Enumerated”, the parameter MUST be treated as an unsigned integer. A graphical configuration tool SHOULD present this parameter as a series of radio buttons.
If the parameter format is “Bit field” the parameter MUST be treated as a bit field where each individual
bit can be set or reset. A graphical configuration tool SHOULD present this parameter as a series of checkboxes.
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          @type param() ::
  {:size, 1 | 2 | 4}
  | {:format, :signed_integer | :unsigned_integer | :enumerated | :bit_field}
  | {:value, integer() | :default}
  | {:param_number, byte()}


      



  


        

      


  

    
Grizzly.ZWave.Commands.CredentialCapabilitiesReport 
    



      
CredentialCapabilitiesReport is used to report the capabilities related to credentials
at the sending node.
Parameters
	:credential_checksum_supported? - indicates if credential checksum is supported (required)
	:admin_code_supported? - indicates if admin code is supported (required)
	:admin_code_deactivation_supported? - indicates if admin code deactivation is supported (required)
	:credential_types - a map of supported credential types (required)	:learn_supported? - indicates if learning is supported (required)
	:supported_slots - a list of supported slots (required)
	:min_length - the minimum length of the credential (required)
	:max_length - the maximum length of the credential (required)
	:recommended_learn_timeout - recommended timeout for learning (required)
	:learn_steps - a list of learn steps (required)
	:hash_max_length - the maximum length of the hash for the credential (required)
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          @type param() ::
  {:credential_checksum_supported?, boolean()}
  | {:admin_code_supported?, boolean()}
  | {:admin_code_deactivation_supported?, boolean()}
  | {:credential_types,
     %{
       required(Grizzly.ZWave.CommandClasses.UserCredential.credential_type()) =>
         Grizzly.ZWave.CommandClasses.UserCredential.credential_capabilities()
     }}


      



  


        

      


  

    
Grizzly.ZWave.Commands.CredentialReport 
    



      
CredentialReport is used to report the status of a credential at the sending node.
Parameters
	:report_type - the type of report (required)
	:user_id - the ID of the user for the credential (required)
	:credential_type - the type of credential (required)
	:credential_slot - the slot of the credential (required)
	:read_back_supported? - whether read back is supported (required)
	:credential_data - the data for the credential (required). If read_back_supported?
is false, this will be a hash of the credential data.
	:modifier_type - the type of modifier (required)
	:modifier_node_id - the node ID of the modifier (required). If modifier_type is :zwave,
this will be the node ID of the Z-Wave node that modified the credential. For other modifier
types, this value is manufacturer specific.
	:next_credential_type - the type of the next credential (required)
	:next_credential_slot - the slot of the next credential (required)
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          @type param() ::
  {:report_type, report_type()}
  | {:user_id, 0..65535}
  | {:credential_type,
     Grizzly.ZWave.CommandClasses.UserCredential.credential_type()}
  | {:credential_slot, 0..65535}
  | {:read_back_supported?, boolean()}
  | {:credential_data, binary()}
  | {:modifier_type,
     Grizzly.ZWave.CommandClasses.UserCredential.modifier_type()}
  | {:modifier_node_id, 0..65535}
  | {:next_credential_type,
     Grizzly.ZWave.CommandClasses.UserCredential.credential_type()}
  | {:next_credential_slot, 0..65535}
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          @type report_type() ::
  :added
  | :modified
  | :deleted
  | :unchanged
  | :response_to_get
  | :rejected_location_occupied
  | :rejected_location_empty
  | :duplicate
  | :manufacturer_security_rules
  | :wrong_user_id
  | :duplicate_admin_pin_code


      



  


        

      


  

    
Grizzly.ZWave.Commands.CredentialSet 
    



      
CredentialSet is used to set a specific credential at the receiving node.
Parameters
	:user_id - the ID of the user for the credential (required)
	:credential_type - the type of credential (required)
	:credential_slot - the slot for the credential (required)
	:operation_type - the type of operation for setting the credential (required)	:add - to add a new credential
	:modify - to update an existing credential
	:delete - to delete an existing credential


	:credential_data - the data for the credential (required, binary)
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          @type param() ::
  {:user_id, 0..65535}
  | {:credential_type,
     Grizzly.ZWave.CommandClasses.UserCredential.credential_type()}
  | {:credential_slot, 0..65535}
  | {:operation_type,
     Grizzly.ZWave.CommandClasses.UserCredential.credential_operation()}
  | {:credential_data, binary()}


      



  


        

      


  

    
Grizzly.ZWave.Commands.DefaultSetComplete 
    



      
Command to indicate the result of a Grizzly.ZWave.Commands.DefaultSet
operation
Params:
	:seq_number - the sequence number of the networked command (required)
	:status - the status of the default set operation (required)
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          @type param() :: {:seq_number, Grizzly.ZWave.seq_number()} | {:status, status()}
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          @type status() :: :done | :busy


      



  


        

      


  

    
Grizzly.ZWave.Commands.DoorLockCapabilitiesReport 
    



      
This command is used to advertise the Door Lock capabilities supported by the sending node.
Params:
	:supported_operations - the supported door lock operation types

	:supported_door_lock_modes - the supported door lock modes

	:configurable_outside_handles - which outside handles can be enabled and disabled via configuration

	:configurable_inside_handles - which inside handles can be enabled and disabled via configuration

	:supported_door_components - the supported door lock components that can be reported on

	:auto_relock_supported? - whether the auto-relock functionality is supported

	:hold_and_release_supported? - whether the hold-and-release functionality is supported

	:twist_assist_supported? - whether the twist assist functionality is supported

	:block_to_block_supported? - whether the block-to-block functionality is supported



      


      
        Summary


  
    Types
  


    
      
        param()

      


    





      


      
        Types


        


  
    
      
    
    
      param()



        
          
        

    

  


  

      

          @type param() ::
  {:supported_operations,
   [Grizzly.ZWave.CommandClasses.DoorLock.operation_type()]}
  | {:supported_door_lock_modes, [Grizzly.ZWave.CommandClasses.DoorLock.mode()]}
  | {:configurable_outside_handles, [1..4]}
  | {:configurable_inside_handles, [1..4]}
  | {:supported_door_components,
     [Grizzly.ZWave.CommandClasses.DoorLock.door_components()]}
  | {:auto_relock_supported?, boolean()}
  | {:hold_and_release_supported?, boolean()}
  | {:twist_assist_supported?, boolean()}
  | {:block_to_block_supported?, boolean()}


      



  


        

      


  

    
Grizzly.ZWave.Commands.DoorLockConfigurationSetReport 
    



      
This command is used to set/report the configuration parameters of a door lock device.
Params:
	:operation_type - the operation type at the supporting node. One of :constant_operation and :timed_operation. (required)

	:manual_outside_door_handles - List of outside handles (1..4) that can open locally (required)

	:manual_inside_door_handles - List of inside handles (1..4) that can open locally (required)

	:lock_timeout - The seconds that the supporting node must wait before returning to the secured
              mode when receiving timed operation modes in a Door Lock Operation Set Command (required)

	:auto_relock_time - The time setting in seconds for auto-relock functionality. (v.4 only)

	:hold_and_release_time - The time setting in seconds for letting the latch retracted after the
                       supporting node’s mode has been changed to unsecured. (v.4 only)

	:twist_assist? - Indicates if the twist assist functionality is enabled. (v.4 only)

	:block_to_block? - Indicates if the block-to-block functionality is enabled. (v.4 only)
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          @type param() ::
  {:operation_type, Grizzly.ZWave.CommandClasses.DoorLock.operation_type()}
  | {:manual_outside_door_handles, [1..4]}
  | {:manual_inside_door_handles, [1..4]}
  | {:lock_timeout, non_neg_integer()}
  | {:auto_relock_time, non_neg_integer()}
  | {:hold_and_release_time, non_neg_integer()}
  | {:twist_assist?, boolean()}
  | {:block_to_block?, boolean()}


      



  


        

      


  

    
Grizzly.ZWave.Commands.DoorLockOperationReport 
    



      
OperationReport is used to advertise the status of a door lock
This is response to the Grizzly.ZWave.Commands.OperationGet
command.
Params:
	:mode - the door operating lock mode (required)
	:outside_handles_mode - a map of the outside door handles and if they
can or cannot open the door locally (optional)
	:inside_handles_mode - a map of the inside door handles and if they can
or cannot open the door locally (optional)
	:latch_position - the position of the latch (optional)
	:bolt_position - the position of the bolt (optional)
	:door_state - the state of the door being open or closed (optional)
	:timeout_minutes - how long the door has been unlocked (required)
	:timeout_seconds - how long the door has been unlocked (required)
	:target_mode - the target mode of an ongoing transition or of the most recent transition (optional - v4)
	duration - the estimated remaining time before the target mode is realized (optional - v4)
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        This param only matters if the door lock says it supports this door
component in the CapabilitiesReport.



    


    
      
        door_state()

      


        This param only matters if the door lock says it supports this door
component in the CapabilitiesReport.
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        These modes tell if the handle can open the door locally or not.
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        This param only matters if the door lock says it supports this door
component in the CapabilitiesReport.
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          @type bolt_position() :: :locked | :unlocked


      


This param only matters if the door lock says it supports this door
component in the CapabilitiesReport.
If it isn't support the node receiving this report can ignore.
For defaults, if this param isn't provided during when calling new/1, we
0 this field out by setting it to :disabled
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          @type door_state() :: :open | :closed


      


This param only matters if the door lock says it supports this door
component in the CapabilitiesReport.
If it isn't support the node receiving this report can ignore.
For defaults, if this param isn't provided during when calling new/1, we
0 this field out by setting it to :disabled
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          @type handles_mode() :: %{required(non_neg_integer()) => :enabled | :disabled}


      


These modes tell if the handle can open the door locally or not.
The door lock does not have to report all or any of these, so the default is
to set them all to disabled if they are not specified when building the
command.
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          @type latch_position() :: :open | :closed


      


This param only matters if the door lock says it supports this door
component in the CapabilitiesReport.
If it isn't support the node receiving this report can ignore.
For defaults, if this param isn't provided during when calling new/1, we
0 this field out by setting it to :disabled
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          @type param() ::
  {:mode, Grizzly.ZWave.CommandClasses.DoorLock.mode()}
  | {:outside_handles_mode, handles_mode()}
  | {:inside_handles_mode, handles_mode()}
  | {:latch_position, latch_position()}
  | {:bolt_position, bolt_position()}
  | {:door_state, door_state()}
  | {:timeout_minutes, timeout_minutes()}
  | {:timeout_seconds, timeout_seconds()}
  | {:target_mode, Grizzly.ZWave.CommandClasses.DoorLock.mode()}
  | {:duration, :unknown | non_neg_integer()}
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          @type timeout_minutes() :: 0..253 | :undefined
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          @type timeout_seconds() :: 0..59 | :undefined


      



  


        

      


  

    
Grizzly.ZWave.Commands.ExtendedNodeAddStatus 
    



      
ExtendedNodeAddStatus
This command is used to report the result of a node inclusion of an a node
with an extended node id, normally a long range node.
Params:
	:seq_number - the sequence number of the inclusion command
	:status - the status of the inclusion
	:node_id - the new id of the new Z-Wave node
	:listening? - if the node is a listening node or not
	:basic_device_class - the Z-Wave basic device class
	:generic_device_class - the Z-Wave generic device class
	:specific_device_class - the Z-Wave specific device class
	:command_classes - a list of the command class the device supports, tagged by their security level
 used only if the device was included securely
	:granted_keys - the security keys granted during S2 inclusion
	:kex_fail_type - the error that occurred in the S2 bootstrapping
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          @type param() ::
  {:node_id, Grizzly.node_id()}
  | {:status,
     Grizzly.ZWave.CommandClasses.NetworkManagementInclusion.node_add_status()}
  | {:seq_number, Grizzly.seq_number()}
  | {:listening?, boolean()}
  | {:basic_device_class, byte()}
  | {:generic_device_class, byte()}
  | {:specific_device_class, byte()}
  | {:command_classes, [tagged_command_classes()]}
  | {:granted_keys, [Grizzly.ZWave.Security.key()]}
  | {:kex_fail_type, Grizzly.ZWave.Security.key_exchange_fail_type()}


      



  



  
    
      
    
    
      tagged_command_classes()



        
          
        

    

  


  

      

          @type tagged_command_classes() ::
  {:non_secure_supported, [Grizzly.ZWave.CommandClasses.command_class()]}
  | {:non_secure_controlled, [Grizzly.ZWave.CommandClasses.command_class()]}
  | {:secure_supported, [Grizzly.ZWave.CommandClasses.command_class()]}
  | {:secure_controlled, [Grizzly.ZWave.CommandClasses.command_class()]}


      



  


        

      


  

    
Grizzly.ZWave.Commands.ExtendedUserCodeReport 
    



      
This command is used to report the user code of a specific user identifier.
Params
	:user_codes - A list of user codes. This field must respect the Z-Wave MAC
frame or Transport service limits when sending this command, which typically
means there should be no more than 8 user codes per command. It is up to
the sender to ensure this limit is respected.
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          @type param() ::
  {:user_codes, [Grizzly.ZWave.CommandClasses.UserCode.extended_user_code()]}
  | {:next_user_id, Grizzly.ZWave.CommandClasses.UserCode.extended_user_id()}


      



  


        

      


  

    
Grizzly.ZWave.Commands.ExtendedUserCodeSet 
    



      
This command is used to request the user code of a specific user identifier.
Params
	:user_codes - A list of user codes to set. This field must respect the
Z-Wave MAC frame or Transport service limits when sending this command, which
typically means there should be no more than 10 user codes per command. It is
up to the sender to ensure this limit is respected.
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          @type param() ::
  {:user_codes, [Grizzly.ZWave.CommandClasses.UserCode.extended_user_code()]}


      



  


        

      


  

    
Grizzly.ZWave.Commands.FailedNodeListReport 
    



      
This command is used to advertise the current list of failing nodes in the network.
Params:
	:seq_number - Sequence number
	:node_ids - The ids of all nodes in the network found to be unresponsive
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          @type param() ::
  {:node_ids, [Grizzly.ZWave.node_id()]}
  | {:seq_number, Grizzly.ZWave.seq_number()}


      



  


        

      


  

    
Grizzly.ZWave.Commands.FailedNodeRemove 
    



      
This command is used to remove a non-responding node. It will only succeed
if the controller has already put the node on the failed nodes list.
Params:
	:seq_number - the sequence number of the networked command (required)
	:node_id - The id of the node to be removed if failed as presumed (required)

When encoding the params you can encode for a specific command class version
by passing the :command_class_version to the encode options
Grizzly.ZWave.Commands.FailedNodeRemove.encode_params(failed_node_remove)
If there is no command class version specified this will encode to version 4 of the
NetworkManagementInclusion command class. This version supports the use of 16 bit node
ids.
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          @type param() :: {:node_id, char()} | {:seq_number, Grizzly.ZWave.seq_number()}


      



  


        

      


  

    
Grizzly.ZWave.Commands.FailedNodeRemoveStatus 
    



      
This command reports on the attempted removal of a presumed failed node.
Params:
	:node_id - the id of the node which removal for failure was attempted
	:seq_number - the sequence number of the removal command
	:status - whether the presumed failed node was removed

When encoding the params you can encode for a specific command class version
by passing the :command_class_version to the encode options
Grizzly.ZWave.Commands.FailedNodeRemoveStatus.encode_params(failed_node_remove_status)
If there is no command class version specified this will encode to version 4 of
the NetworkManagementInclusion command class. This version supports the use
of 16 bit node ids.
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          @type param() ::
  {:node_id, char()}
  | {:seq_number, Grizzly.ZWave.seq_number()}
  | {:status, status()}
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          @type status() :: :done | :failed_node_not_found | :failed_node_remove_fail


      



  


        

      


  

    
Grizzly.ZWave.Commands.FailedNodeReplace 
    



      
Command for FAILED_NODE_REPLACE
Params:
	:seq_number - the sequence number for the network command (required)
	:mode - the inclusion mode (optional default :node_add_any_s2)
	:tx_opts - the transmission options (optional default :explore)

If your controller does not support the NETWORK_MANAGEMENT_INCLUSION
version 2, you will ned to pass :node_add_any as the :mode parameter.
This command should return the NodeAddStatus report after inclusion is
complete.
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          @type mode() ::
  :start_failed_node_replace
  | :stop_failed_node_replace
  | :start_failed_node_replace_s2
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          @type param() ::
  {:mode, mode()} | {:tx_opt, tx_opt()} | {:seq_number, Grizzly.seq_number()}
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          @type tx_opt() :: :null | :low_power | :explore


      



  


        

      


  

    
Grizzly.ZWave.Commands.FailedNodeReplaceStatus 
    



      
Command for FAILED_NODE_REPLACE_STATUS
Params:
	:seq_number - the sequence number for the network command (required)
	:status - the status of the inclusion
	:node_id - the id of the node being replaced
	:granted_keys - the security keys granted during S2 inclusion (optional)
	:kex_fail_type - the error that occurred during S2 inclusion (optional)
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          @type param() ::
  {:seq_number, Grizzly.seq_number()}
  | {:status,
     Grizzly.ZWave.CommandClasses.NetworkManagementInclusion.node_add_status()}
  | {:node_id, Grizzly.node_id()}
  | {:granted_keys, [Grizzly.ZWave.Security.key()]}
  | {:kex_fail_type, Grizzly.ZWave.Security.key_exchange_fail_type()}


      



  


        

      


  

    
Grizzly.ZWave.Commands.FirmwareMDReport 
    



      
The Firmware Meta Data Report Command is used to advertise the status of the current firmware in the device.
Params:
	:manufacturer_id - A unique ID identifying the manufacturer of the device
	:firmware_id - A manufacturer SHOULD assign a unique Firmware ID to each existing product variant.
	:checksum - The checksum of the firmware image.
	:upgradable? - Whether the Z-Wave chip is firmware upgradable
	:max_fragment_size - The maximum number of Data bytes that a device is able to receive at a time
	:other_firmware_ids - Ids of firmware targets other than the Z-Wave chip. Empty list if the device's only firmware target is the Z-Wave chip
	:hardware_version - A value which is unique to this particular version of the product
	:activation_supported? - Whether the node supports subsequent activation after Firmware Update transfer
	:active_during_transfer? - Whether the supporting node’s Command Classes functionality will continue to function normally during Firmware Update transfer.
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          @type param() ::
  {:manufacturer_id, non_neg_integer()}
  | {:firmware_id, non_neg_integer()}
  | {:checksum, non_neg_integer()}
  | {:upgradable?, boolean()}
  | {:max_fragment_size, non_neg_integer()}
  | {:other_firmware_ids, [non_neg_integer()]}
  | {:hardware_version, byte()}
  | {:activation_supported?, boolean()}
  | {:active_during_transfer?, boolean()}


      



  


        

      


  

    
Grizzly.ZWave.Commands.FirmwareUpdateActivationReport 
    



      
This command is used to advertise the result of a firmware update operation initiated by the Firmware
Update Activation Set Command.
Params:
	status - The status of activating the updated firmware

	:manufacturer_id - A unique ID identifying the manufacturer of the device (required)

	:firmware_id - A manufacturer SHOULD assign a unique Firmware ID to each existing product variant. (required)

	:checksum - The checksum of the firmware image. (required)

	:firmware_target - The firmware image to be updated - 0x00 for the ZWave chip, others are defined by the manufacturer (required)

	:hardware_version - The hardware version (version 5)
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          @type param() ::
  {:manufacturer_id, non_neg_integer()}
  | {:firmware_id, non_neg_integer()}
  | {:checksum, non_neg_integer()}
  | {:firmware_target, byte()}
  | {:status, status()}
  | {:hardware_version, byte()}
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          @type status() :: :invalid_identification | :activation_error | :success


      



  


        

      


  

    
Grizzly.ZWave.Commands.FirmwareUpdateActivationSet 
    



      
This command is used to initiate the programming of a previously transferred firmware image.
Params:
	:manufacturer_id - A unique ID identifying the manufacturer of the device (required)

	:firmware_id - A manufacturer SHOULD assign a unique Firmware ID to each existing product variant. (required)

	:checksum - The checksum of the firmware image. (required)

	:firmware_target - The firmware image to be updated - 0x00 for the ZWave chip, others are defined by the manufacturer (required)

	:hardware_version - The hardware version (version 5)
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          @type param() ::
  {:manufacturer_id, non_neg_integer()}
  | {:firmware_id, non_neg_integer()}
  | {:checksum, non_neg_integer()}
  | {:firmware_target, byte()}
  | {:hardware_version, byte()}


      



  


        

      


  

    
Grizzly.ZWave.Commands.FirmwareUpdateMDReport 
    



      
The Firmware Update Meta Data Report Command is used to transfer a firmware image fragment.
Params:
	:last? - whether this report carries the last firmware image fragment. (required)

	:report_number - indicates the sequence number of the contained firmware fragment (required)

	:data - one firmware image fragment (required)

	:checksum - the checksum for the entire command (minus the checksum bytes) (v3 - optional)



      


      
        Summary


  
    Types
  


    
      
        param()

      


    





      


      
        Types


        


  
    
      
    
    
      param()



        
          
        

    

  


  

      

          @type param() ::
  {:last?, boolean()} | {:report_number, non_neg_integer()} | {:data, binary()}


      



  


        

      


  

    
Grizzly.ZWave.Commands.FirmwareUpdateMDRequestGet 
    



      
The Firmware Update Meta Data Request Get Command is used to request that a firmware update be initiated.
Params:
	:manufacturer_id - A unique ID identifying the manufacturer of the device (required)
	:firmware_id - A manufacturer SHOULD assign a unique Firmware ID to each existing product variant. (required)
	:checksum - The checksum of the firmware image. (required)
	:firmware_target - The firmware image to be updated - 0x00 for the ZWave chip, others are defined by the manufacturer (v3)
	:fragment_size - The requested number of Data bytes that is to be used for firmware fragments (v3)
	:activation_may_be_delayed? - Whether the receiving node may delay the actual firmware update. (V4)
	:hardware_version - A value which is unique to this particular version of the product. (v5+)
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          @type param() ::
  {:manufacturer_id, non_neg_integer()}
  | {:firmware_id, non_neg_integer()}
  | {:checksum, non_neg_integer()}
  | {:firmware_target, byte()}
  | {:fragment_size, non_neg_integer()}
  | {:hardware_version, byte()}
  | {:activation_may_be_delayed?, boolean()}


      



  


        

      


  

    
Grizzly.ZWave.Commands.FirmwareUpdateMDRequestReport 
    



      
This command is used to advertise if the firmware update will be initiated.
Params:
	:status - the status of the firmware update request, either :ok or an error such as :invalid_manufacturer_or_device_id
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          @type param() :: {:status, status()}
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          @type status() ::
  :ok
  | :invalid_manufacturer_or_device_id
  | :authenticated_required
  | :excessive_fragment_size
  | :target_not_upgradable
  | :invalid_hardware_version
  | :firmware_update_in_progress
  | :insufficient_battery_level


      



  


        

      


  

    
Grizzly.ZWave.Commands.FirmwareUpdateMDStatusReport 
    



      
This command is used to advertise the firmware update status.
Params:
	:status the status of the firmware update

	:wait_time - the time in seconds that is needed before the receiving node again becomes available
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          @type param() :: {:status, status()} | {:wait_time, non_neg_integer()}


      



  



  
    
      
    
    
      status()



        
          
        

    

  


  

      

          @type status() ::
  :checksum_error
  | :unable_to_receive
  | :invalid_manufacturer_id
  | :invalid_firmware_id
  | :invalid_firmware_target
  | :invalid_file_header_information
  | :invalid_file_header_format
  | :insufficient_memory
  | :invalid_hardware_version
  | :successful_waiting_for_activation
  | :successful_not_restarting
  | :successful_restarting


      



  


        

      


  

    
Grizzly.ZWave.Commands.Generic 
    



      
Generic encoder and decoder for Z-Wave commands.

      




  

    
Grizzly.ZWave.Commands.HumidityControlSetpointCapabilitiesReport 
    



      
HumidityControlSetpointCapabilitiesReport
Parameters
	:setpoint_type
	:min_value
	:min_scale
	:max_value
	:max_scale
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          @type param() ::
  {:setpoint_type, Grizzly.ZWave.CommandClasses.HumidityControl.setpoint_type()}
  | {:min_value, number()}
  | {:min_scale, Grizzly.ZWave.CommandClasses.HumidityControl.setpoint_scale()}
  | {:max_value, number()}
  | {:max_scale, Grizzly.ZWave.CommandClasses.HumidityControl.setpoint_scale()}


      



  


        

      


  

    
Grizzly.ZWave.Commands.HumidityControlSetpointSetReport 
    



      
HumidityControlSetpointSet
Parameters
	:setpoint_type - see t:HumidityControl.setpoint_type/0
	:scale - see t:HumidityControl.setpoint_scale/0
	:value - setpoint value
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          @type param() ::
  {:setpoint_type, Grizzly.ZWave.CommandClasses.HumidityControl.setpoint_type()}
  | {:scale, Grizzly.ZWave.CommandClasses.HumidityControl.setpoint_scale()}
  | {:value, number()}


      



  


        

      


  

    
Grizzly.ZWave.Commands.IncludedNIFReport 
    



      
This command is sent by Z/IP Gateway to the unsolicited destination(s) when a
SmartStart Included Node Information Frame (NIF) is received and both of the
following conditions are fulfilled:
	The advertised NWI Home ID (bytes 9-12 of the node's DSK) matches a DSK on
the provisioning list
	The advertised Home ID is different from the current network Home ID

This indicates that the a SmartStart node on the provisioning list is included
into a different network and must be excluded/reset before it can be included.
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          @type param() :: {:seq_number, byte()} | {:dsk, Grizzly.ZWave.DSK.t()}


      



  


        

      


  

    
Grizzly.ZWave.Commands.IndicatorDescriptionGet 
    



      
This command is used to request a detailed description of the appearance and use of an Indicator ID
Params:
	:indicator_id - This field is used to specify the actual indicator resource (required)
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          @type param() ::
  {:indicator_id, Grizzly.ZWave.CommandClasses.Indicator.indicator_id()}


      



  


        

      


  

    
Grizzly.ZWave.Commands.IndicatorDescriptionReport 
    



      
This command is used to advertise appearance and use of an indicator ID resource.
Params:
	:indicator_id - This field is used to specify the actual indicator resource (required)

	:description - This field is used to advertise the appearance and use of the Indicator ID
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          @type param() ::
  {:indicator_id, Grizzly.ZWave.CommandClasses.Indicator.indicator_id()}
  | {:description, String.t()}


      



  


        

      


  

    
Grizzly.ZWave.Commands.IndicatorGet 
    



      
This command is used to request the state of an indicator.
Params:
	:indicator_id - This field is used to specify the actual indicator resource (required for v2)
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          @type param() ::
  {:indicator_id, Grizzly.ZWave.CommandClasses.Indicator.indicator_id()}


      



  


        

      


  

    
Grizzly.ZWave.Commands.IndicatorReport 
    



      
This command is used to advertise the state of an indicator resource.
Params:
	:indicator_id - This field is used to specify the actual indicator resource (required for v2+)
	:value - Value of the implied property 0x01 of implied indicator resource 0x00. It is added to :resources       if the resources field would otherwise be empty. Else ignored. (required v1)

	:resources - Indicator resources (required for v2+ only)
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          @type param() ::
  {:resources, [Grizzly.ZWave.CommandClasses.Indicator.resource()]}
  | {:value, byte()}


      



  


        

      


  

    
Grizzly.ZWave.Commands.IndicatorSet 
    



      
This command is used to manipulate one or more indicator resources at a supporting node.
Params:
	:value - This field is used to enable or disable the indicator resource (required if v1 - optional and ignored otherwise)

	:resources - Indicator objects, each with an indicator id, property id and value (optional, v2+)



      


      
        Summary


  
    Types
  


    
      
        param()

      


    





      


      
        Types


        


  
    
      
    
    
      param()



        
          
        

    

  


  

      

          @type param() ::
  {:value, Grizzly.ZWave.CommandClasses.Indicator.value()}
  | {:resource, [Grizzly.ZWave.CommandClasses.Indicator.resource()]}


      



  


        

      


  

    
Grizzly.ZWave.Commands.IndicatorSupportedGet 
    



      
This command is used to request the supported properties of an indicator.
Params:
	:indicator_id - This field is used to specify the actual indicator resource (required)
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          @type param() ::
  {:indicator_id, Grizzly.ZWave.CommandClasses.Indicator.indicator_id()}


      



  


        

      


  

    
Grizzly.ZWave.Commands.IndicatorSupportedReport 
    



      
This command is used to advertise the supported properties for a given indicator.
Params:
	:indicator_id - This field is used to specify the actual indicator resource (required)

	:next_indicator_id - This field is used to advertise if more Indicator IDs are supported after the actual Indicator ID advertised
                    by the Indicator ID field. (optional)

	:property_ids - The ids of the supported properties by the resource (required)



      


      
        Summary


  
    Types
  


    
      
        param()

      


    





      


      
        Types


        


  
    
      
    
    
      param()



        
          
        

    

  


  

      

          @type param() ::
  {:indicator_id, Grizzly.ZWave.CommandClasses.Indicator.indicator_id()}
  | {:next__indicator_id, Grizzly.ZWave.CommandClasses.Indicator.indicator_id()}
  | {:property_ids, [Grizzly.ZWave.CommandClasses.Indicator.property_id()]}


      



  


        

      


  

    
Grizzly.ZWave.Commands.LearnModeSet 
    



      
This command is used to allow a node to be added to (or removed from) the network. When a node is
added to the network, the node is assigned a valid Home ID and NodeID.
Params:
	:seq_number - a command sequence number

	:return_interview_status - This field is used to request that the receiving node returns an additional Learn Mode Set Status
                        Command when the node interview is completed. It is set to either :on or :off. (optional - defaults to :off)

	:mode - The Mode field controls operation to one of :disable, :direct_range_only (immediate range inclusions only), or :allow_routed (accept routed inclusion)
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          @type mode() :: :disable | :direct_range_only | :allow_routed
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          @type param() ::
  {:seq_number, Grizzly.ZWave.seq_number()}
  | {:return_interview_status, :on | :off}
  | {:mode, mode()}


      



  


        

      


  

    
Grizzly.ZWave.Commands.LearnModeSetStatus 
    



      
This command is used to indicate the progress of the Learn Mode Set command.
Params:
	:seq_number - the command sequence number

	:status - the outcome of the learn mode, one of :done, :failed or :security_failed

	:new_node_id - the new node id assigned to the device

	:granted_keys - indicates which network keys were granted during bootstrapping; a list with :s2_unauthenticated, :s2_authenticated,
              :s2_access_control and/or :s0 (optional - v2)

	:kex_fail_type - indicates which error occurred in case S2 bootstrapping was not successful; one of :none, :key, :scheme, :curves,
              :decrypt, :cancel, :auth, :get, :verify or :report -- see Grizzly.ZWave.Security (optional - v2)

	:dsk - the DSK of the including controller that performed S2 bootstrapping to the node (optional - v2)
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          @type param() ::
  {:seq_number, Grizzly.ZWave.seq_number()}
  | {:status, status()}
  | {:new_node_id, Grizzly.Node.id()}
  | {:granted_keys, [Grizzly.ZWave.Security.key()]}
  | {:kex_fail_type, Grizzly.ZWave.Security.key_exchange_fail_type()}
  | {:dsk, Grizzly.ZWave.DSK.t()}
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          @type status() :: :done | :failed | :security_failed


      



  


        

      


  

    
Grizzly.ZWave.Commands.ManufacturerSpecificDeviceSpecificGet 
    



      
Module for the DEVICE_SPECIFIC_GET command of command class COMMAND_CLASS_MANUFACTURER_SPECIFIC
Params:
	device_id_type - :oem_factory_default_device_id_type or :serial_number or :pseudo_random (required)
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          @type device_id_type() ::
  :oem_factory_default_device_id_type | :serial_number | :pseudo_random
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          @type param() :: {:device_id_type, device_id_type()}


      



  


        

      


  

    
Grizzly.ZWave.Commands.ManufacturerSpecificDeviceSpecificReport 
    



      
 Module for the DEVICE_SPECIFIC_REPORT command of command class COMMAND_CLASS_MANUFACTURER_SPECIFIC
 Report the manufacturer specific device specific information
Params:
	:device_id_type - the type of device id reported (required)
	:device_id - unique ID for the device id type (required)
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          @type device_id() :: String.t()
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          @type device_id_type() ::
  :oem_factory_default_device_id_type | :serial_number | :pseudo_random
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          @type param() :: {:device_id_type, device_id_type()} | {:device_id, device_id()}


      



  


        

      


  

    
Grizzly.ZWave.Commands.MeterGet 
    



      
This module implements the METER_GET command of the COMMAND_CLASS_METER command class.
This command is used to request the current meter reading to a supporting node.
Params: - none - (v1)
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          @type param() ::
  {:scale, Grizzly.ZWave.CommandClasses.Meter.meter_scale() | 0..7}
  | {:rate_type, Grizzly.ZWave.CommandClasses.Meter.meter_rate_type()}
  | {:scale2, byte()}


      



  


        

      


  

    
Grizzly.ZWave.Commands.MeterReport 
    



      
This module implements the command METER_REPORT of the COMMAND_CLASS_METER command ,
which is used to advertise the current meter reading at the sending node.
If either the :rate_type or :delta_time param is present, the command will be
encoded as version 5. If neither are present, it will be encoded as version 1.
Params
	:meter_type - the type of metering physical unit being reported (required)
	:scale - the unit used (required)
	:value - the value being reported (required)
	:rate_type - the type of rate being reported (optional)
	:previous_value - the previous reported value (optional)
	:delta_time - the time between the previous report and the current report (optional)
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          @type meter_scale() :: atom()
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          @type meter_type() :: :electric | :gas | :water | :heating | :cooling
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          @type param() ::
  {:meter_type, meter_type()}
  | {:scale, meter_scale()}
  | {:value, number()}
  | {:rate_type, rate_type()}
  | {:delta_time, number()}
  | {:previous_value, number() | :unknown}
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          @type rate_type() :: :default | :import | :export


      



  


        

      


  

    
Grizzly.ZWave.Commands.MeterReset 
    



      
This module implements the command METER_RESET of the METER command class.
This command is used to reset all accumulated measurements stored at the receiving node to 0 (v1)
or possibly only a measurement to a given value (v6).
Parameters
	:meter_type - the type of metering physical unit being reset (v6)
	scale - the scale of the value (v6)
	:rate_type - whether the import or export value is being reset (v6)
	:value - the value to be reset to (v6)
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          @type param() :: {:meter_type, any()} | {:rate_type, any()} | {:values, any()}


      



  


        

      


  

    
Grizzly.ZWave.Commands.MeterSupportedReport 
    



      
This module implement command METER_SUPPORTED_REPORT of command class METER.
This command is used to advertise the supported scales and metering capabilities of the sending node.
Parameters
	:meter_reset_supported - whether the node supports the METER_RESET command (required)
	:meter_type - the implemented meter type (required)
	:supported_scales - the supported scales (required)
	:rate_type - the supported rate type (v4+)
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          @type param() ::
  {:meter_reset, any()} | {:meter_type, any()} | {:scale_supported, any()}


      



  


        

      


  

    
Grizzly.ZWave.Commands.MultiChannelAggregatedMembersReport 
    



      
This command is used to advertise the members of an Aggregated End Point.
Params:
	:aggregated_end_point - an aggregated end_point (required)

	:members - the lists of end points member of the aggregated end point (required, can be an empty list)
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          @type param() :: {:aggregated_end_point, 1..127} | {:members, [1..127]}


      



  


        

      


  

    
Grizzly.ZWave.Commands.MultiChannelAssociationGroupingsReport 
    



      
This command is used to advertise the maximum number of association groups implemented by this
node.
Params:
	:supported_groupings - the maximum number of association groups
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          @type param() :: {:supported_groupings, byte()}


      



  


        

      


  

    
Grizzly.ZWave.Commands.MultiChannelAssociationReport 
    



      
This command is used to advertise the current destinations for a given association group.
Params:
	:grouping_identifier - the association grouping identifier (required)
	:max_nodes_supported - the maximum number of destinations supported by the advertised association group. Each destination                     may be a NodeID destination or an End Point destination.

	:reports_to_follow - if the full destination list is too long for one                   report this field reports the number of follow up reports (optional
                   default `0`)

	:nodes - list of nodes to add the grouping identifier (required)
	:node_endpoints - Endpoints of multichannel nodes


      


      
        Summary


  
    Types
  


    
      
        param()

      


    





      


      
        Types


        


  
    
      
    
    
      param()



        
          
        

    

  


  

      

          @type param() ::
  {:grouping_identifier, byte()}
  | {:max_nodes_supported, byte()}
  | {:reports_to_follow, byte()}
  | {:nodes, [Grizzly.ZWave.node_id()]}
  | {:node_endpoints,
     [Grizzly.ZWave.CommandClasses.MultiChannelAssociation.node_endpoint()]}


      



  


        

      


  

    
Grizzly.ZWave.Commands.MultiChannelAssociationSetRemove 
    



      
This command is used to request that one or more destinations are added to a given association group.
The destinations MAY be a mix of NodeID destinations and End Point destinations.
Params:
	:grouping_identifier - the association grouping identifier (required)
	:nodes - list of nodes to add the grouping identifier (required)
	:node_endpoints - Endpoints of multichannel nodes
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          @type param() ::
  {:grouping_identifier, byte()}
  | {:nodes, [Grizzly.ZWave.node_id()]}
  | {:node_endpoints,
     [Grizzly.ZWave.CommandClasses.MultiChannelAssociation.node_endpoint()]}


      



  


        

      


  

    
Grizzly.ZWave.Commands.MultiChannelCapabilityReport 
    



      
This command is used to advertise the Generic and Specific Device Class and the supported command
classes of an End Point.
Params:
	:end_point - the end point capabilities are being reported about (required)

	:dynamic? - whether the end point is dynamic (required - true or false)

	:generic_device_class - the generic device class for the end point (required)

	:specific_device_class - the specific device class for the end point (required)

	:command_classes - the command classes supported by the end point (required)
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          @type param() ::
  {:end_point, 1..127}
  | {:dynamic?, boolean()}
  | {:generic_device_class, Grizzly.ZWave.DeviceClasses.generic_device_class()}
  | {:specific_device_class,
     Grizzly.ZWave.DeviceClasses.specific_device_class()}
  | {:command_classes, [Grizzly.ZWave.CommandClasses.command_class()]}


      



  


        

      


  

    
Grizzly.ZWave.Commands.MultiChannelCommandEncapsulation 
    



      
This command is used to encapsulate commands to or from a Multi Channel End Point.
Params:
	:source_end_point - the originating End Point (defaults to 0 - if 0, destination_end_point must be non-zero).

	:bit_address? - whether the End Point is bit-masked, or as-is (defaults to false)

	:destination_end_point - the destination End Point. (defaults to 0 - - if 0, source_end_point must be non-zero)

	:command - the name of the command (required)

	:parameters - the command parameters (required)
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          @type param() ::
  {:source_end_point, 1..127}
  | {:destination_end_point, 1..127}
  | {:bit_address?, boolean()}
  | {:command, atom()}
  | {:parameters, Grizzly.ZWave.Command.params()}


      



  


        

      


  

    
Grizzly.ZWave.Commands.MultiChannelEndpointFind 
    



      
This command is used to request End Points having a specific Generic or Specific Device Class in End
Points.
Params:
	:generic_device_class - a generic device class (required)

	:specific_device_class - a specific device class (required)
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          @type param() ::
  {:generic_device_class,
   Grizzly.ZWave.DeviceClasses.generic_device_class() | :all}
  | {:specific_device_class,
     Grizzly.ZWave.DeviceClasses.specific_device_class() | :all}


      



  


        

      


  

    
Grizzly.ZWave.Commands.MultiChannelEndpointFindReport 
    



      
This command is used to advertise End Points that implement a given combination of Generic and
Specific Device Classes.
Params:
	:reports_to_follow - the number of reports to follow (required)

	:generic_device_class - a generic device class (required)

	:specific_device_class - a specific device class (required)

	:end_points - the list of End Point identifier(s) that matches the advertised Generic and
            Specific Device Class values. (required)
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          @type end_point() :: 1..127
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          @type param() ::
  {:reports_to_follow, byte()}
  | {:generic_device_class, Grizzly.ZWave.DeviceClasses.generic_device_class()}
  | {:specific_device_class,
     Grizzly.ZWave.DeviceClasses.specific_device_class()}
  | {:end_points, [end_point()]}


      



  


        

      


  

    
Grizzly.ZWave.Commands.MultiChannelEndpointReport 
    



      
This command is used to advertise the number of End Points implemented by the sending node.
Params:
	:dynamic - whether the node implements a dynamic number of End Points (required)
	:identical - whether all end points have identical capabilities (required)
	:endpoints - the number of endpoints (required)
	:aggregated_endpoints - the number of Aggregated End Points implemented by this node (optional - v4)
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          @type param() ::
  {:dynamic, boolean()}
  | {:identical, boolean()}
  | {:endpoints, byte()}
  | {:aggregated_endpoints, byte()}


      



  


        

      


  

    
Grizzly.ZWave.Commands.MultiCommandEncapsulated 
    



      
The Multi Command Encapsulated Command used to contain multiple Commands.
Params:
	:commands - the commands encapsulated in this one
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          @type param() :: {:commands, [Grizzly.ZWave.Command.t()]}


      



  


        

      


  

    
Grizzly.ZWave.Commands.NetworkManagementMultiChannelCapabilityGet 
    



      
Command to query the capabilities of one individual endpoint or aggregated
end point
Params:
	:seq_number - the sequence number for this command
	:node_id - the node id that has the end point to query
	:end_point - the end point to query
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          @type param() ::
  {:seq_number, Grizzly.ZWave.seq_number()}
  | {:node_id, Grizzly.ZWave.node_id()}
  | {:end_point, 0..127}


      



  


        

      


  

    
Grizzly.ZWave.Commands.NetworkManagementMultiChannelCapabilityReport 
    



      
Command to query the capabilities of one individual endpoint or aggregated
end point
Params:
	:seq_number - the sequence number for this command
	:node_id - the node id that has the end point to query
	:end_point - the end point to query
	:generic_device_class - the generic device class
	:specific_device_class - the specific device class
	:command_classes - the command class list

Sending this command to a device with the end point 0 will return the
information about the device it self. This is the same as sending the
Grizzly.ZWave.Commands.NodeInfoCachedGet command.
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          @type param() ::
  {:seq_number, Grizzly.ZWave.seq_number()}
  | {:node_id, Grizzly.ZWave.node_id()}
  | {:end_point, 0..127}
  | {:generic_device_class, Grizzly.ZWave.DeviceClasses.generic_device_class()}
  | {:specific_device_class,
     Grizzly.ZWave.DeviceClasses.specific_device_class()}
  | {:command_classes, list()}


      



  


        

      


  

    
Grizzly.ZWave.Commands.NetworkManagementMultiChannelEndPointGet 
    



      
Command is used to query the number of Multi Channel End Points and other
relevant Multi Channel attributes
Params:
	:seq_number - the sequence number for this command
	:node_id - the node id in question


      




  

    
Grizzly.ZWave.Commands.NetworkManagementMultiChannelEndPointReport 
    



      
Command use to advertise the number of Multi Channel End Points
Params:
	:seq_number - the sequence number for this command
	:node_id - the node id in question
	:individual_end_points - the number of individual end points this device
supports
	:aggregated_end_points - the number of aggregated end points this device
supports (optional, defaults to 0)

Aggregated end points are used for reporting accumulated consumption of a
physical resource via Meter and Multilevel Sensor Command Class. For example,
if there is a power switch with 3 binary switches it could support support 1
aggregated endpoint that can report the total accumulated power consumption
for all 3 switches on the power strip.
For more information on Z-Wave Multi Channel see:
https://www.silabs.com/documents/public/application-notes/APL12955-Z-Wave-Multi-Channel-Basics.pdf
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          @type param() ::
  {:seq_number, Grizzly.ZWave.seq_number()}
  | {:node_id, Grizzly.ZWave.node_id()}
  | {:individual_end_points, 0..127}
  | {:aggregated_end_points, 0..127}


      



  


        

      


  

    
Grizzly.ZWave.Commands.NodeAdd 
    



      
Command for NODE_ADD
Params:
	:seq_number - the sequence number for the network command (required)
	:mode - the inclusion mode (optional default :node_add_any_s2)
	:tx_opts - the transmission options (optional default :explore)

If your controller does not support the NETWORK_MANAGEMENT_INCLUSION
version 2, you will ned to pass :node_add_any as the :mode parameter.
This command should return the NodeAddStatus report after inclusion is
complete.
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          @type mode() :: :node_add_any | :node_add_stop | :node_add_any_s2
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          @type param() ::
  {:mode, mode()} | {:tx_opt, tx_opt()} | {:seq_number, Grizzly.seq_number()}
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          @type tx_opt() :: :null | :low_power | :explore


      



  


        

      


  

    
Grizzly.ZWave.Commands.NodeAddDSKReport 
    



      
The Z-Wave Command NODE_ADD_DSK_REPORT
This report is used by the including controller to ask for the DSK
for the device that is being included.
Params
	:seq_number - sequence number for the command (required)
	:input_dsk_length - the required number of bytes must be in the :dsk
 field to be authenticated (optional default: 0)
	:dsk - the DSK for the device see Grizzly.ZWave.DSK for more
 information (required)

The :input_dsk_length field can be set to 0 if not provided. That means that
device does not require any user input to the DSK set command to authenticate
the device. This case is normal when :s2_unauthenticated or client side
authentication has been given.
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          @type param() ::
  {:seq_number, Grizzly.seq_number()}
  | {:input_dsk_length, 0..16}
  | {:dsk, Grizzly.ZWave.DSK.t()}


      



  


        

      


  

    
Grizzly.ZWave.Commands.NodeAddDSKSet 
    



      
Command to set the DSK for a including node
Params:
	:seq_number - the sequence number for the command (required)
	:accept - the including controller accepts the inclusion process
 and should proceed with adding the including node (required)
	input_dsk_length - the length of the DSK provided (required)
	input_dsk - the DSK pin for the including node (required)
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          @type param() ::
  {:seq_number, Grizzly.ZWave.seq_number()}
  | {:accept, boolean()}
  | {:input_dsk_length, 0..15}
  | {:input_dsk, Grizzly.ZWave.DSK.t()}


      



  


        

      


  

    
Grizzly.ZWave.Commands.NodeAddKeysReport 
    



      
Command to report the security keys requested by an including node if that
node is participating in S2 bootstrapping.
Params:
	:seq_number - the sequence number of the command (required)
	:csa - if the including node is doing client side authentication
(require)
	:requested_keys - a list of requested security keys see
Grizzly.ZWave.Security for more information. (required)


      




  

    
Grizzly.ZWave.Commands.NodeAddKeysSet 
    



      
Command used to grant the security keys to the including node if the
including node requested keys.
This normally only needs to happen during the S2 bootstrapping process.
Params:
	:seq_number - the sequence number (required)
	:csa - if the including node requested client side authentication,
then setting this to true will allow for that node to preform CSA
(required)
	:granted_keys - the keys the including controller is granting to the
including device, see Grizzly.ZWave.Security for more information
(required)


      




  

    
Grizzly.ZWave.Commands.NodeAddStatus 
    



      
Command for NODE_ADD_STATUS
This command is normally the report from adding a node to the Z-Wave network
Params:
	:seq_number - the sequence number of the inclusion command
	:status - the status of the inclusion
	:node_id - the new id of the new Z-Wave node
	:listening? - if the node is a listening node or not
	:basic_device_class - the Z-Wave basic device class
	:generic_device_class - the Z-Wave generic device class
	:specific_device_class - the Z-Wave specific device class
	:command_classes - a list of the command class the device supports, tagged by their security level
 used only if the device was included securely
	:granted_keys - the security keys granted during S2 inclusion (optional)
	:kex_fail_type - the error that occurred in the S2 bootstrapping (optional)
	:input_dsk - the device DSK
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          @type param() ::
  {:node_id, Grizzly.node_id() | Grizzly.VirtualDevices.id()}
  | {:status,
     Grizzly.ZWave.CommandClasses.NetworkManagementInclusion.node_add_status()}
  | {:seq_number, Grizzly.seq_number()}
  | {:listening?, boolean()}
  | {:basic_device_class, byte()}
  | {:generic_device_class, byte()}
  | {:specific_device_class, byte()}
  | {:command_classes, [tagged_command_classes()]}
  | {:granted_keys, [Grizzly.ZWave.Security.key()]}
  | {:kex_fail_type, Grizzly.ZWave.Security.key_exchange_fail_type()}
  | {:input_dsk, Grizzly.ZWave.DSK.t()}


      



  



  
    
      
    
    
      tagged_command_classes()



        
          
        

    

  


  

      

          @type tagged_command_classes() ::
  {:non_secure_supported, [Grizzly.ZWave.CommandClasses.command_class()]}
  | {:non_secure_controlled, [Grizzly.ZWave.CommandClasses.command_class()]}
  | {:secure_supported, [Grizzly.ZWave.CommandClasses.command_class()]}
  | {:secure_controlled, [Grizzly.ZWave.CommandClasses.command_class()]}


      



  


        

      


  

    
Grizzly.ZWave.Commands.NodeInfoCachedGet 
    



      
Get the node information that is cached on another device
This is useful for getting the command classes and device classes
When sending this command the Z-Wave network should send back a
NodeInfoCachedReport command.
Params:
  :seq_number - the sequence number for the networked command (required)
  :max_age - the max age of the node info frame give in 2^n minutes
   see section on cached minutes below for more information (optional)
  :node_id - the node id that that node information is being requested for
  (required)
Cached Minutes
This Z-Wave network will cache node information to perverse bandwidth and
provides access to node information about sleeping nodes.
When sending the NodeInfoCachedGet command we can specify the max age of
the cached data. If the cached data is older than the :max_age param the
Z-Wave network will try to refresh the cache and send back the most updated
information.
The values for the :max_age parameter are numbers from 1 to 14. This number
will be 2 ^ number minutes. So if you pass the number 4 the receiving
Z-Wave device will consider that 16 minutes.
Two other options are :infinity and :force_update. Where :infinity
means that the cache will not be freshed regardless of how old the data is
and where :force_update means that no matter the age of the cached node
data the cache will attempt to be updated.
We default to 10 which 1024 minutes, or just a little over 1 day. This
default is chosen to limit bandwidth usage. Also, the data found in the
report is fairly static, so there isn't a pressing need to update the cache
to often.
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          @type max_age() :: 1..14 | :infinity | :force_update
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          @type param() ::
  {:seq_number, Grizzly.seq_number()}
  | {:node_id, Grizzly.ZWave.node_id()}
  | {:max_age, max_age()}


      



  


        

      


  

    
Grizzly.ZWave.Commands.NodeInfoCachedReport 
    



      
Report the cached node information
This command is normally used to respond to the NodeInfoCacheGet command
Params:
	:seq_number - the sequence number of the network command, normally from
from the NodeInfoCacheGet command (required)
	:status - the status fo the node information (required)
	:age - the age of the cache data. A number that is expressed 2 ^ n
minutes (required)
	:listening? - if the node is listening node or sleeping node (required)
	:command_classes - a list of lists of command classes tagged by security attributes (optional default empty
list)
	:basic_device_class - the basic device class (required)
	:generic_device_class - the generic device class (required)
	:specific_device_class - the specific device class (required)
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        The status of the refresh of the node information cache
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          @type param() ::
  {:seq_number, Grizzly.seq_number()}
  | {:status, status()}
  | {:age, 1..14}
  | {:listening?, boolean()}
  | {:command_classes, [tagged_command_classes()]}
  | {:basic_device_class, Grizzly.ZWave.DeviceClasses.basic_device_class()}
  | {:generic_device_class, Grizzly.ZWave.DeviceClasses.generic_device_class()}
  | {:specific_device_class,
     Grizzly.ZWave.DeviceClasses.specific_device_class()}
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          @type status() :: :ok | :not_responding | :unknown


      


The status of the refresh of the node information cache
Status:
	:ok - the requested node id could found and up-to-date information is
returned
	:not_responding - the requested node id could be found but fresh
information could not be retrieved
	:unknown - the node id is unknown
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          @type tagged_command_classes() ::
  {:non_secure_supported, [Grizzly.ZWave.CommandClasses.command_class()]}
  | {:non_secure_controlled, [Grizzly.ZWave.CommandClasses.command_class()]}
  | {:secure_supported, [Grizzly.ZWave.CommandClasses.command_class()]}
  | {:secure_controlled, [Grizzly.ZWave.CommandClasses.command_class()]}


      



  


        

      


  

    
Grizzly.ZWave.Commands.NodeInformationSend 
    



      
Instruct a node to send its Node Information Frame to another node (typically
a controller).
Params
	seq_number - the sequence number of the network management command (required)
	destination_node_id - the node that should receive the node information frame (required)
	tx_options - the transmission options for the target node to use when sending its NIF (optional)
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          @type param() ::
  {:seq_number, Grizzly.seq_number()}
  | {:destination_node_id, Grizzly.node_id()}
  | {:tx_options, [tx_opt()]}
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          @type tx_opt() :: :ack | :low_power | :no_route | :explore


      



  


        

      


  

    
Grizzly.ZWave.Commands.NodeListReport 
    



      
The NODE_LIST_REPORT command

      




  

    
Grizzly.ZWave.Commands.NodeProvisioningDelete 
    



      
Node Provisioning Delete Command
This command is useful for deleting Z-Wave nodes from the node provisioning
list.
After deleting a Z-Wave node entry from the node provisioning list you will
still have run excluded the node from the Z-Wave network.
Params:
	:seq_number - the sequence number for the network command (required)
	:dsk - the DSK string of the node to delete, please see
Grizzly.ZWave.DSK for more information (required)


      


      
        Summary


  
    Types
  


    
      
        param()

      


    





      


      
        Types


        


  
    
      
    
    
      param()



        
          
        

    

  


  

      

          @type param() ::
  {:seq_number, Grizzly.ZWave.seq_number()} | {:dsk, Grizzly.ZWave.DSK.t()}


      



  


        

      


  

    
Grizzly.ZWave.Commands.NodeProvisioningGet 
    



      
This module implements command COMMAND_NODE_PROVISIONING_GET of the
COMMAND_CLASS_NODE_PROVISIONING command class
This command is used to request the metadata information associated to an
entry in the node Provisioning List
Params:
	:seq_number - the sequence number of the networked command (required)
	:dsk - the Grizzly.ZWave.DSK.t() for the entry being requested
(required)
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          @type param() ::
  {:seq_number, Grizzly.ZWave.seq_number()} | {:dsk, Grizzly.ZWave.DSK.t()}


      



  


        

      


  

    
Grizzly.ZWave.Commands.NodeProvisioningListIterationReport 
    



      
Module for working with the NODE_PROVISIONING_LIST_ITERATION_REPORT command
This command is used to advertise the contents of an entry in the Provisioning
List of the sending node.
Params:
	:seq_number - the network command sequence number (required)
	:remaining_count - indicates the remaining amount of entries in the
Provisioning List
	:dsk - a Grizzly.ZWave.DSK.t() for the device (optional)
	:meta_extensions - a list of Grizzly.ZWave.SmartStart.MetaExtension.t()
(optional default [])
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          @type param() ::
  {:seq_number, Grizzly.ZWave.seq_number()}
  | {:remaining_count, non_neg_integer()}
  | {:dsk, Grizzly.ZWave.DSK.t()}
  | {:meta_extensions, [Grizzly.ZWave.SmartStart.MetaExtension.extension()]}


      



  


        

      


  

    
Grizzly.ZWave.Commands.NodeProvisioningReport 
    



      
Module for working with the NODE_PROVISIONING_REPORT command
This command is used to advertise the contents of an entry in the node Provisioning List of the sending node
Params:
	:seq_number - the network command sequence number (required)
	:dsk - a DSK string for the device see Grizzly.ZWave.DSK for more more information (optional)
	:meta_extensions - a list of Grizzly.ZWave.SmartStart.MetaExtension.t() (optional default [])
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          @type param() ::
  {:seq_number, Grizzly.ZWave.seq_number()}
  | {:dsk, Grizzly.ZWave.DSK.t()}
  | {:meta_extensions, [Grizzly.ZWave.SmartStart.MetaExtension.extension()]}


      



  


        

      


  

    
Grizzly.ZWave.Commands.NodeProvisioningSet 
    



      
Module for working with the NODE_PROVISIONING_SET command
This command adds a node to the node provisioning list.
Params:
	:seq_number - the network command sequence number (required)
	:dsk - a DSK string for the device see Grizzly.ZWave.DSK for more
more information (required)
	:meta_extensions - a list of Grizzly.ZWave.SmartStart.MetaExtension.t()
(optional default [])
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          @type param() ::
  {:seq_number, Grizzly.ZWave.seq_number()}
  | {:dsk, Grizzly.ZWave.DSK.t()}
  | {:meta_extensions, [Grizzly.ZWave.SmartStart.MetaExtension.extension()]}


      



  


        

      


  

    
Grizzly.ZWave.Commands.NodeRemove 
    



      
Z-Wave command NODE_REMOVE
This command is useful for removing Z-Wave devices from the Z-Wave network
This response to this command should be a
Grizzly.ZWave.Commands.NodeRemoveStatus
Params:
	:seq_number - the sequence number for the network command (required)
	:mode - the mode for the remove node process (optional default :remove_node_any)
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          @type mode() :: :remove_node_any | :remove_node_stop


      



  


        

      


  

    
Grizzly.ZWave.Commands.NodeRemoveStatus 
    



      
Z-Wave command for NODE_REMOVE_STATUS
This command is useful to respond to a Grizzly.ZWave.Commands.NodeRemove
command.
Params:
	:seq_number - the sequence number from the original node remove command
	:status - the status of the result of the node removal
	:node_id - the node id of the removed node
	:command_class_version - explicitly set the command class version used
to encode the command (optional - defaults to NetworkManagementInclusion v4)

When encoding the params you can encode for a specific command class version
by passing the :command_class_version to the encode options
Grizzly.ZWave.Commands.NodeRemoveStatus.encode_params(node_remove_status)
If there is no command class version specified this will encode to version 4 of the
NetworkManagementInclusion command class. This version supports the use of 16 bit node
ids.

      


      
        Summary


  
    Types
  


    
      
        status()

      


    





      


      
        Types


        


  
    
      
    
    
      status()



        
          
        

    

  


  

      

          @type status() :: :done | :failed


      



  


        

      


  

    
Grizzly.ZWave.Commands.PriorityRouteReport 
    



      
This command is used to advertise the current network route in use for an actual destination NodeID.
Params:
	:node_id - the NodeID destination for which the current network route is requested (required)

	:type - the route type (required)

	:repeaters - node ids of repeaters for the route (required)

	:speed - speeds used for the route (required)
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          @type param() ::
  {:node_id, byte()}
  | {:type,
     Grizzly.ZWave.CommandClasses.NetworkManagementInstallationMaintenance.route_type()}
  | {:repeaters, [byte()]}
  | {:speed,
     Grizzly.ZWave.CommandClasses.NetworkManagementInstallationMaintenance.speed()}


      



  


        

      


  

    
Grizzly.ZWave.Commands.PriorityRouteSet 
    



      
This command is used to set the network route to use when sending commands to
the specified NodeID. This route will override the normal routing table.
The use of this command is NOT RECOMMENDED.
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          @type param() ::
  {:node_id, byte()}
  | {:repeaters, [byte()]}
  | {:speed,
     Grizzly.ZWave.CommandClasses.NetworkManagementInstallationMaintenance.speed()}


      



  


        

      


  

    
Grizzly.ZWave.Commands.RssiReport 
    



      
This command is used to advertise the measured RSSI on the Z-Wave network for
each used channel.
Params:
	:channels - Each carries the measured RSSI value for the channel
	:long_range_primary_channel- RSSI value on the Z-Wave Long Range primary
channel (optional, v4 only)
	:long_range_secondary_channel- RSSI value on the Z-Wave Long Range
secondary channel (optional, v4 only)


      


      
        Summary


  
    Types
  


    
      
        param()

      


    





      


      
        Types


        


  
    
      
    
    
      param()



        
          
        

    

  


  

      

          @type param() ::
  {:channels,
   [
     Grizzly.ZWave.CommandClasses.NetworkManagementInstallationMaintenance.rssi()
   ]}
  | {:long_range_primary_channel,
     Grizzly.ZWave.CommandClasses.NetworkManagementInstallationMaintenance.rssi()}
  | {:long_range_secondary_channel,
     Grizzly.ZWave.CommandClasses.NetworkManagementInstallationMaintenance.rssi()}


      



  


        

      


  

    
Grizzly.ZWave.Commands.S0CommandsSupportedReport 
    



      
Lists commands supported by a node when using S0.
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          @type param() ::
  {:supported | :controlled, [Grizzly.ZWave.CommandClasses.command_class()]}
  | {:reports_to_follow, non_neg_integer()}


      



  


        

      


  

    
Grizzly.ZWave.Commands.S0MessageEncapsulation 
    



      
This command is used to request an external nonce from the receiving node.

      




  

    
Grizzly.ZWave.Commands.S2CommandsSupportedReport 
    



      
Lists commands supported by a node when using S2.
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          @type param() :: {:command_classes, [Grizzly.ZWave.CommandClasses.command_class()]}


      



  


        

      


  

    
Grizzly.ZWave.Commands.S2KexReport 
    



      
This command is used by a joining node to advertise the network keys which it
intends to request from the including node. The including node subsequently
grants keys which may be exchanged once a temporary secure channel has been
established.
After establishment of the temporary secure channel, the including node uses
this command to confirm the set of keys that the joining node intends to
request.
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          @type param() ::
  {:request_csa, boolean()}
  | {:echo, boolean()}
  | {:nls_support, boolean()}
  | {:supported_kex_schemes,
     [Grizzly.ZWave.CommandClasses.Security2.kex_scheme()]}
  | {:supported_ecdh_profiles,
     [Grizzly.ZWave.CommandClasses.Security2.ecdh_profile()]}
  | {:requested_keys, [Grizzly.ZWave.Security.key()]}


      



  


        

      


  

    
Grizzly.ZWave.Commands.S2KexSet 
    



      
During initial key exchange this command is used by an including node to grant
network keys to a joining node. The joining node subsequently requests the
granted keys once a temporary secure channel has been established.
After establishment of the temporary secure channel, the joining node issues
this command to the including node to securely state its intention to request
the keys that were granted previously.
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          @type param() ::
  {:request_csa, boolean()}
  | {:echo, boolean()}
  | {:supported_kex_schemes,
     [Grizzly.ZWave.CommandClasses.Security2.kex_scheme()]}
  | {:supported_ecdh_profiles,
     [Grizzly.ZWave.CommandClasses.Security2.ecdh_profile()]}
  | {:granted_keys, [Grizzly.ZWave.Security.key()]}


      



  


        

      


  

    
Grizzly.ZWave.Commands.S2MessageEncapsulation 
    



      
Encapsulates a message for transmission using S2.
Params
	:seq_number - must carry an increment of the value carried in the previous
outgoing message.
	:extensions - a list of extensions (SPAN, MGRP, MOS) to include with the command.
	:encrypted_extensions? - when set, indicates that the command includes encrypted
extensions (MPAN). Unlike extensions?, this param is required when encoding as
it is impossible to determine if the encrypted payload contains extensions at that
point.
	:encrypted_payload - includes the encrypted extensions (if any), encrypted command
payload, and auth tag

Notes
	Although this module's functions support encoding/decoding the MPAN extension,
MPAN is an encrypted extension and must be included in the encrypted payload.
As such, it will be ignored if provided in the :extensions param.
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          @type extension() ::
  {:span, <<_::128>>} | {:mgrp, group_id :: byte()} | {:mos, boolean()}
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          @type extension_type() :: :span | :mpan | :mgrp | :mos
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          @type param() ::
  {:seq_number, byte()}
  | {:extensions, list()}
  | {:encrypted_extensions?, boolean()}
  | {:encrypted_payload, binary()}
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Grizzly.ZWave.Commands.S2MessageEncapsulation.Extensions 
    



      
Functions for working with S2 Message Encapsulation extensions.
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          @type extension() ::
  {:span, senders_entropy_input :: binary()}
  | {:mpan, mpan()}
  | {:mgrp, group_id :: byte()}
  | {:mos, true}
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          @type extension_type() :: :span | :mpan | :mgrp | :mos
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          @type mpan() :: %{group_id: 0..255, inner_mpan_state: <<_::128>>}
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          @type t() :: [extension()]
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          @spec from_binary(binary()) ::
  {:ok, {[extension()], remainder :: binary()}}
  | {:error, :unsupported_critical_extension}


      



  


        

      


  

    
Grizzly.ZWave.Commands.S2ResynchronizationEvent 
    



      
S2 Resynchronization Event
This event is defined in zipgateway, but doesn't seem to be officially
documented yet. From zipgateway:
SOS_EVENT_REASON_UNANSWERED means that a Nonce Report with Singlecast-out-of-Sync
(SOS) = 1 has been received at an unexpected time and no response was sent.

A Nonce Report SOS is considered expected and no SOS_EVENT_REASON_UNANSWERED will be emitted in these case:
  1) libs2 is in Verify Delivery state and receives a Nonce Report SOS from the
     node being delivered to and will re-transmit the encrypted message
  2) libs2 has already re-transmitted and receives a second SOS from the node being transmitted to
     during Verify Delivery timeout. A 
ef S2_send_done_event() with
     status=TRANSMIT_COMPLETE_NO_ACK will be emitted instead.
Params:
	:node_id - which node this message pertains to
	:reason - 0 = SOS_EVENT_REASON_UNANSWERED in zipgateway
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What does this command do??
Params:
	:scene_id -  a scene id (required)

	:dimming_duration - the time that the transition from the current level to the target level (required - ignored if not applicable to target device)
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          @type param() ::
  {:scene_id, boolean()}
  | {:dimming_duration,
     Grizzly.ZWave.CommandClasses.SceneActuatorConf.dimming_duration()}


      



  


        

      


  

    
Grizzly.ZWave.Commands.SceneActuatorConfGet 
    



      
This command is used to request the settings for a given scene identifier or for the scene currently active.
Params:
	:scene_id - a scene id, 0 for the currently active scene, if any (required)
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          @type param() :: {:scene_id, 0..255}


      



  


        

      


  

    
Grizzly.ZWave.Commands.SceneActuatorConfReport 
    



      
This command is used to advertise the settings associated to a scene identifier.
Params:
	:scene_id - a scene id (required)

	:dimming_duration - the time it must take to reach the target level associated to the actual Scene ID (required - ignored if not supported)
                  :instantly | [seconds: 1..127] | [minutes: 1..126] | :factory_settings

	:level - the target level to be set if override is true (required)
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          @type param() ::
  {:scene_id, boolean()}
  | {:dimming_duration,
     Grizzly.ZWave.CommandClasses.SceneActuatorConf.dimming_duration()}
  | {:level, Grizzly.ZWave.CommandClasses.SceneActuatorConf.level()}


      



  


        

      


  

    
Grizzly.ZWave.Commands.SceneActuatorConfSet 
    



      
This command is used to associate the specified scene ID to the defined actuator settings.
Params:
	:scene_id - a scene id (required)

	:dimming_duration - the time it must take to reach the target level associated to the actual Scene ID (required - ignored if not supported)
                  :instantly | [seconds: 1..127] | [minutes: 1..126] | :factory_settings

	:override - If false, the current actuator settings must be used as settings for the actual Scene ID (required)

	:level - the target level to be set if override is true (required)
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          @type param() ::
  {:scene_id, boolean()}
  | {:dimming_duration,
     Grizzly.ZWave.CommandClasses.SceneActuatorConf.dimming_duration()}
  | {:override, boolean()}
  | {:level, Grizzly.ZWave.CommandClasses.SceneActuatorConf.level()}


      



  


        

      


  

    
Grizzly.ZWave.Commands.SensorBinaryReport 
    



      
This command is used to advertise whether a binary sensor was triggered.
Params:
	:triggered - whether the sensor is triggered (required)

	:sensor_type - the type of sensor (optional)
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          @type param() :: {:sensor_type, atom()} | {:triggered, boolean()}


      



  


        

      


  

    
Grizzly.ZWave.Commands.SensorMultilevelGet 
    



      
This module implements command SENSOR_MULTILEVEL_GET of command class COMMAND_CLASS_SENSOR_MULTILEVEL.
The command is used to request the current reading from a multilevel sensor.
Params: * :sensor_type - one of :temperature or :illuminance or :power or :humidity etc.(v5)
    * `:scale` - ` 0..3 - identifies a unit of measurement` (v5)
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          @type param() :: {:sensor_type, sensor_type()} | {:scale, 0..3}


      



  



  
    
      
    
    
      sensor_type()



        
          
        

    

  


  

      

          @type sensor_type() :: atom()


      



  


        

      


  

    
Grizzly.ZWave.Commands.SensorMultilevelReport 
    



      
This module implements command COMMAND_CLASS_SENSOR_MULTILEVEL implements the
SENSOR_MULTILEVEL_REPORT command class.
This command is used to advertise a multilevel sensor reading.
Params:
	:sensor_type - one of :temperature, :illuminance, :power, or
:humidity etc.(required)
	:scale - 0..3 - identifies a unit of measurement (required)
	:value - the sensed, numerical value (required)
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      param()



        
          
        

    

  


  

      

          @type param() :: {:sensor_type, sensor_type()} | {:scale, 0..3} | {:value, number()}


      



  



  
    
      
    
    
      sensor_type()



        
          
        

    

  


  

      

          @type sensor_type() :: atom()


      



  


        

      


  

    
Grizzly.ZWave.Commands.SensorMultilevelSupportedScaleReport 
    



      
This module implements command SENSOR_MULTILEVEL_SUPPORTED_SCALE_REPORT of the COMMAND_CLASS_SENSOR_MULTILEVEL command class.
This command is used to advertise the supported scales of a specified multilevel sensor type.
Parameters
	:sensor_type - the type of sensor for which the scales are supported. (required)
	:supported_scales - list of supported scales, e.g. [0, 1, 3]. (required)
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      param()



        
          
        

    

  


  

      

          @type param() :: {:sensor_type, atom()} | {:supported_scales, [byte()]}


      



  


        

      


  

    
Grizzly.ZWave.Commands.SensorMultilevelSupportedSensorReport 
    



      
This module implements command SENSOR_MULTILEVEL_SUPPORTED_SENSOR_REPORT of the COMMAND_CLASS_SENSOR_MULTILEVEL command class.
This command is used to advertise the supported Sensor Types by a supporting node.
Params:
	:sensor_types - list of :temperature or :illuminance or :power or :humidity etc. (required)
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          @type param() :: {:sensor_types, [sensor_type()]}
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          @type sensor_type() :: atom()


      



  


        

      


  

    
Grizzly.ZWave.Commands.SmartStartJoinStarted 
    



      
This command is sent to the unsolicited destinations when a Smart Start
inclusion starts.
The Add Node Status Command MUST be issued after the Smart Start inclusion and S2 bootstrapping
attempts took place.
Params:
  :seq_number - the sequence number for the networked command (required)
	:dsk - a DSK string for the device see Grizzly.ZWave.DSK for more more information (required)
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          @type param() ::
  {:seq_number, Grizzly.ZWave.seq_number()} | {:dsk, Grizzly.ZWave.DSK.t()}


      



  


        

      


  

    
Grizzly.ZWave.Commands.SoundSwitchToneInfoReport 
    



      
This command is used to advertise the information associated with a tone at a
supporting node.
Params
	:tone_identifier - The identifier of the requested tone.
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          @type param() ::
  {:tone_identifier, byte()} | {:tone_duration, 0..65535} | {:name, binary()}


      



  


        

      


  

    
Grizzly.ZWave.Commands.StatisticsReport 
    



      
This command is used to query Installation and Maintenance statistics from a node.
Params:
	:node_id - the NodeID for which statistics are requested

	:statistics - statistics collected about the node
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          @type param() ::
  {:node_id, byte()}
  | {:statistics,
     Grizzly.ZWave.CommandClasses.NetworkManagementInstallationMaintenance.statistics()}


      



  


        

      


  

    
Grizzly.ZWave.Commands.SupervisionGet 
    



      
This command is used to initiate the execution of a command and to request the immediate and future
status of the process being initiated.
Params:
	:status_updates - used to allow a receiving node to advertise application status updates in future Supervision                Report Commands (required)

	:session_id - used to detect redundant invocations due to retransmissions (required)
	:encapsulated_command - an encapsulated command  (required) -see ZWave Transport Encapsulation Command Class Specifications
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          @type param() ::
  {:status_updates, status_updates()}
  | {:session_id, byte()}
  | {:encapsulated_command, binary()}
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          @type status_updates() :: :one_now | :one_now_more_later


      



  


        

      


  

    
Grizzly.ZWave.Commands.SupervisionReport 
    



      
This command is used to advertise the status of one or more command process(es).
Params:
	:more_status_updates - used to advertise if more Supervision Reports follow for the actual Session ID (required)
	:session_id - carries the same value as the Session ID field of the Supervision Get Command which            initiated this session (required)

	:status - the current status of the command process, one of :no_support, :working, :fail or :success (required)
	:duration - the time in seconds needed to complete the current operation (required)


      


      
        Summary


  
    Types
  


    
      
        more_status_updates()

      


    


    
      
        param()

      


    


    
      
        status()

      


    





      


      
        Types


        


  
    
      
    
    
      more_status_updates()



        
          
        

    

  


  

      

          @type more_status_updates() :: :last_report | :more_reports
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          @type param() ::
  {:more_status_updates, more_status_updates()}
  | {:status, status()}
  | {:duration, :unknown | non_neg_integer()}
  | {:session_id, byte()}
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          @type status() :: :no_support | :working | :fail | :success


      



  


        

      


  

    
Grizzly.ZWave.Commands.SwitchBinaryReport 
    



      
Module for the SWITCH_BINARY_REPORT command
Params:
	:target_value - :on, :off, or :unknown (required)
	:current_value - :on, :off, or :unknown (required V2)
	:duration - How long in seconds the switch should take to reach target value or the factory default (:default)          Beyond 127 seconds, the duration is truncated to the minute. E.g. 179s is 2 minutes and 180s is 3 minutes
          (required V2)
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          @type param() ::
  {:target_value, value()}
  | {:duration, Grizzly.ZWave.Encoding.duration()}
  | {:current_value, value()}
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          @type value() :: :on | :off | :unknown


      



  


        

      


  

    
Grizzly.ZWave.Commands.SwitchBinarySet 
    



      
Module for the SWITCH_BINARY_SET command
Params:
	:target_value - :on or :off(required)
	:duration - How long in seconds the switch should take to reach target value or the factory default (:default)          Beyond 127 seconds, the duration is truncated to the minute. E.g. 179s is 2 minutes and 180s is 3 minutes
          (optional V2)
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          @type param() ::
  {:target_value, :on | :off} | {:duration, Grizzly.ZWave.Encoding.duration()}


      



  


        

      


  

    
Grizzly.ZWave.Commands.SwitchMultilevelReport 
    



      
Module for the SWITCH_MULTILEVEL_REPORT
Params:
	:value - :off, 0 (off) and 99 (100% on), or :unknown
	:duration - How long in seconds the switch should take to reach target value or the factory default (:default)          Beyond 127 seconds, the duration is truncated to the minute. E.g. 179s is 2 minutes and 180s is 3 minutes
          (optional v2)
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          @type param() ::
  {:value, 0..99 | :off | :unknown}
  | {:duration, Grizzly.ZWave.Encoding.duration()}


      



  


        

      


  

    
Grizzly.ZWave.Commands.SwitchMultilevelSet 
    



      
Module for the SWITCH_MULTILEVEL_SET
Params:
	:target_value - ':off, :previous or a value between 0 and 99
	:duration - How long in seconds the switch should take to reach target value or the factory default (:default)          Beyond 127 seconds, the duration is truncated to the minute. E.g. 179s is 2 minutes and 180s is 3 minutes
          (optional v2)
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      param()



        
          
        

    

  


  

      

          @type param() ::
  {:target_value, :off | :previous | 0..99}
  | {:duration, Grizzly.ZWave.Encoding.duration()}


      



  


        

      


  

    
Grizzly.ZWave.Commands.SwitchMultilevelStartLevelChange 
    



      
Module for the SWITCH_MULTILEVEL_START_LEVEL_CHANGE
Params:
	:up_down - initiating change of level :up or :down
	:duration - seconds to take to go from 0 to 99, or 99 to 0 - optional v2

  Note that support for secondary switch introduced in v3 is deprecated and ignored here.
  A controller SHOULD ignore Start Level; it is always ignored here.
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          @type param() :: {:up_down, :up | :down} | {:duration, byte()}


      



  


        

      


  

    
Grizzly.ZWave.Commands.ThermostatModeSetReport 
    



      
This module implements command THERMOSTAT_MODE_SET of the
COMMAND_CLASS_THERMOSTAT_MODE command class.
This command is used to set the mode from the thermostat device.
Params:
	:mode - the mode of the thermostat, see ThermostatMode (required)
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          @type param() :: {:mode, Grizzly.ZWave.CommandClasses.ThermostatMode.mode()}


      



  


        

      


  

    
Grizzly.ZWave.Commands.ThermostatModeSupportedReport 
    



      
This command is used to report the thermostat's supported modes.
Params:
	:modes - A list of supported modes. See Grizzly.ZWave.CommandClasses.ThermostatMode.mode/0.
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          @type param() ::
  {:modes, [{Grizzly.ZWave.CommandClasses.ThermostatMode.mode(), boolean()}]}


      



  


        

      


  

    
Grizzly.ZWave.Commands.ThermostatSetpointCapabilitiesGet 
    



      
This command is used request the supported setpoint value range for a setpoint type.
Parameters
	:type - The setpoint type to query capabilities for.
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          @type param() :: {:type, Grizzly.ZWave.CommandClasses.ThermostatSetpoint.type()}


      



  


        

      


  

    
Grizzly.ZWave.Commands.ThermostatSetpointCapabilitiesReport 
    



      
This command is used advertise the supported setpoint value range for a given setpoint type.
Parameters
	:type - the setpoint type
	:min_scale - scale of the minimum value
	:min_value - minimum value
	:max_scale - scale of the maximum value
	:max_value - maximum value


      


      
        Summary


  
    Types
  


    
      
        param()

      


    





      


      
        Types


        


  
    
      
    
    
      param()



        
          
        

    

  


  

      

          @type param() ::
  {:type, Grizzly.ZWave.CommandClasses.ThermostatSetpoint.type()}
  | {:min_scale, Grizzly.ZWave.CommandClasses.ThermostatSetpoint.scale()}
  | {:min_value, number()}
  | {:max_scale, Grizzly.ZWave.CommandClasses.ThermostatSetpoint.scale()}
  | {:max_value, number()}


      



  


        

      


  

    
Grizzly.ZWave.Commands.ThermostatSetpointReport 
    



      
This module implements command THERMOSTAT_SETPOINT_REPORT of the
COMMAND_CLASS_THERMOSTAT_SETPOINT command class.
This command is used to advertise the target value for a given
setpoint type.
Params:
	:type - the setpoint type (required)
	:scale - the setpoint scale (required)
	:value - the value of the setpoint (required)


      




  

    
Grizzly.ZWave.Commands.ThermostatSetpointSet 
    



      
This module implements command THERMOSTAT_SETPOINT_SET of the
COMMAND_CLASS_THERMOSTAT_SETPOINT command class.
This command is used to set the target value for a given setpoint type.
Params:
	:type - the setpoint type (required)
	:scale - the setpoint scale (required)
	:value - the value of the setpoint (required)


      




  

    
Grizzly.ZWave.Commands.ThermostatSetpointSupportedReport 
    



      
This command is used to report the thermostat's supported setpoint types.
Params:
	:setpoint_types - A list of supported setpoint types. See Grizzly.ZWave.CommandClasses.ThermostatSetpoint.type/0.
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          @type param() ::
  {:setpoint_types,
   [{Grizzly.ZWave.CommandClasses.ThermostatSetpoint.type(), boolean()}]}


      



  


        

      


  

    
Grizzly.ZWave.Commands.UserCapabilitiesReport 
    



      
UserCapabilitiesReport
Parameters
	:max_users
	:supported_credential_rules
	:username_max_length
	:user_schedule_supported?
	:all_users_checksum_supported?
	:user_checksum_supported?
	:supported_user_types
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          @type param() ::
  {:max_users, 0..65535}
  | {:supported_credential_rules,
     [Grizzly.ZWave.CommandClasses.UserCredential.credential_rule()]}
  | {:username_max_length, byte()}
  | {:user_schedule_supported?, boolean()}
  | {:all_users_checksum_supported?, boolean()}
  | {:user_checksum_supported?, boolean()}
  | {:supported_username_encoding, [Grizzly.ZWave.Encoding.string_encoding()]}
  | {:supported_user_types,
     [Grizzly.ZWave.CommandClasses.UserCredential.user_type()]}


      



  


        

      


  

    
Grizzly.ZWave.Commands.UserCodeCapabilitiesReport 
    



      
This command is used to advertise User Code capabilities.
Params
	:admin_code_supported? - Whether the lock supports admin code functionality.
	:admin_code_deactivation_supported? - Whether the lock supports deactivating an admin code.
	:user_code_checksum_supported? - Whether the lock supports user code checksum functionality.
	:multi_user_code_report_supported? - Whether the lock supports reporting multiple user codes
via the Extended User Code Report command.
	:multi_user_code_set_supported? - Whether the lock supports setting multiple user codes via
the Extended User Code Set command.
	:supported_user_id_statuses - A list of supported user ID statuses.
	:supported_keypad_modes - A list of supported keypad modes.
	:supported_keypad_keys - A list of supported keypad keys.
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          @type ascii_char() :: 0..127
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          @type param() ::
  {:admin_code_supported?, boolean()}
  | {:admin_code_deactivation_supported?, boolean()}
  | {:user_code_checksum_supported?, boolean()}
  | {:multi_user_code_report_supported?, boolean()}
  | {:multi_user_code_set_supported?, boolean()}
  | {:supported_user_id_statuses,
     [Grizzly.ZWave.CommandClasses.UserCode.user_id_status()]}
  | {:supported_keypad_modes,
     [Grizzly.ZWave.CommandClasses.UserCode.keypad_mode()]}
  | {:supported_keypad_keys, [ascii_char()]}


      



  


        

      


  

    
Grizzly.ZWave.Commands.UserCodeReport 
    



      
UserCodeReport reports on a user code
Params:
	:user_id - the id of the user code (required)
	:user_id_status - the status if the user id slot (required)
	:user_code - a 4 - 10 user code pin in string format (required)
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          @type param() ::
  {:user_id, byte()}
  | {:user_id_status, user_id_status()}
  | {:user_code, String.t()}


      



  



  
    
      
    
    
      user_id_status()



        
          
        

    

  


  

      

          @type user_id_status() ::
  :occupied | :available | :reserved_by_admin | :status_not_available


      



  


        

      


  

    
Grizzly.ZWave.Commands.UserCodeSet 
    



      
UserCodeSet sets the user code
Params:
	:user_id - the id of the user code (required)
	:user_id_status - the status if the user id slot (required)
	:user_code - a 4 - 10 user code pin in string format (required)


      


      
        Summary


  
    Types
  


    
      
        param()

      


    





      


      
        Types


        


  
    
      
    
    
      param()



        
          
        

    

  


  

      

          @type param() ::
  {:user_id, byte()}
  | {:user_id_status, Grizzly.ZWave.CommandClasses.UserCode.user_id_status()}
  | {:user_code, String.t()}


      



  


        

      


  

    
Grizzly.ZWave.Commands.UserReport 
    



      
UserReport is used to report the status of a user ID at the sending node.
Parameters
	:report_type - the type of report (required)
	:next_user_id - the ID of the next user (required)
	:modifier_type - the type of modifier (optional)
	:modifier_node_id - the ID of the modifier node (optional)
	:user_id - the ID of the user (required)
	:user_type - the type of user (required)
	:user_active? - whether the user is active (required)
	:credential_rule - the credential rule (required)
	:expiring_timeout_minutes - the expiring timeout in minutes (optional)
	:username_encoding - the encoding of the username (optional)
	:username - the username (optional)
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          @type param() ::
  {:report_type, report_type()}
  | {:next_user_id, 0..65535}
  | {:modifier_type,
     Grizzly.ZWave.CommandClasses.UserCredential.modifier_type()}
  | {:modifier_node_id, 0..65535}
  | {:user_id, 0..65535}
  | {:user_type, Grizzly.ZWave.CommandClasses.UserCredential.user_type()}
  | {:user_active?, boolean()}
  | {:credential_rule,
     Grizzly.ZWave.CommandClasses.UserCredential.credential_rule()}
  | {:expiring_timeout_minutes, 0..65535}
  | {:username_encoding, Grizzly.ZWave.Encoding.string_encoding()}
  | {:username, binary()}
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          @type report_type() ::
  :added
  | :modified
  | :deleted
  | :unchanged
  | :response_to_get
  | :rejected_location_occupied
  | :rejected_location_empty
  | :zero_expiring_minutes_invalid


      



  


        

      


  

    
Grizzly.ZWave.Commands.UserSet 
    



      
UserSet
Parameters
	:operation_type - the type of operation to perform on the user (required)	:add - add a new user
	:update - update an existing user
	:delete - delete an existing user


	:user_id - the ID of the user to set (required)
	:user_type - the type of user (required)
	:user_active? - whether the user is active (required, boolean)
	:credential_rule - the rule for evaluating this user's credentials (required)
	:expiring_timeout_minutes - the timeout in minutes for expiring credentials (optional, defaults to 0)
	:username_encoding - how to encode the username when sending via Z-Wave (defaults to :ascii)
	:username - a UTF-8 string representing the username
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          @type param() ::
  {:operation_type,
   Grizzly.ZWave.CommandClasses.UserCredential.user_operation()}
  | {:user_id, 1..65535}
  | {:user_type, Grizzly.ZWave.CommandClasses.UserCredential.user_type()}
  | {:user_active?, boolean()}
  | {:credential_rule,
     Grizzly.ZWave.CommandClasses.UserCredential.credential_rule()}
  | {:expiring_timeout_minutes, 0..65535}
  | {:username_encoding, Grizzly.ZWave.Encoding.string_encoding()}
  | {:username, binary()}


      



  


        

      


  

    
Grizzly.ZWave.Commands.VersionCommandClassGet 
    



      
This module implements command VERSION_COMMAND_CLASS_GET of command class COMMAND_CLASS_VERSION
Params:
	:command_class - the atom name of a command class (required)
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          @type param() :: {:command_class, atom()}


      



  


        

      


  

    
Grizzly.ZWave.Commands.VersionCommandClassReport 
    



      
Reports the command class version for a device
Params:
	:command_class - the name of the command class the report is for
(required)
	:version - the version of the command class in the report (required)
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          @type param() ::
  {:command_class, Grizzly.ZWave.CommandClasses.command_class()}
  | {:version, byte()}


      



  


        

      


  

    
Grizzly.ZWave.Commands.VersionReport 
    



      
This module implements command VERSION_REPORT of command class
COMMAND_CLASS_VERSION
Params:
	:library_type - The type of Z-Wave device library is running (required)
	:protocol_version - The "version.sub" of the implemented Z-Wave protocol
(required)
	:firmware_version - The "version.sub" of the firmware (required)
	:hardware_version - the hardware version - (optional V1, required V2
and above)
	:other_firmware_versions -  The list of "version.sub" of the other
firmware targets (optional V1, required V2 and above)
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          @type firmware_version() :: String.t()
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          @type library_type() ::
  :static_controller
  | :controller
  | :enhanced_end_node
  | :end_node
  | :installer
  | :routing_end_node
  | :bridge_controller
  | :device_under_test
  | :av_remote
  | :av_device


      



  



  
    
      
    
    
      param()



        
          
        

    

  


  

      

          @type param() ::
  {:library_type, library_type()}
  | {:protocol_version, protocol_version()}
  | {:firmware_version, firmware_version()}
  | {:hardware_version, non_neg_integer()}
  | {:other_firmware_versions, [firmware_version()]}


      



  



  
    
      
    
    
      protocol_version()



        
          
        

    

  


  

      

          @type protocol_version() :: String.t()


      



  


        

      


  

    
Grizzly.ZWave.Commands.VersionZWaveSoftwareReport 
    



      
This module implements command VERSION_ZWAVE_SOFTWARE_REPORT of command class
COMMAND_CLASS_VERSION
Params: - none -

      




  

    
Grizzly.ZWave.Commands.WakeUpIntervalCapabilitiesReport 
    



      
This module implements the WAKE_UP_INTERVAL_CAPABILITIES_REPORT command of the COMMAND_CLASS_WAKE_UP command class.
Params:
	:minimum_seconds - the minimum Wake Up Interval supported by the sending node - v2
	:maximum_seconds - the maximum Wake Up Interval supported by the sending node - v2
	:default_seconds - the default Wake Up Interval value for the sending node. - v2
	:step_seconds - the resolution of valid Wake Up Intervals values for the sending node - v2
	:on_demand - whether the supporting node supports the Wake Up On Demand functionality - v3
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    Types
  


    
      
        param()

      


    





      


      
        Types


        


  
    
      
    
    
      param()



        
          
        

    

  


  

      

          @type param() ::
  {:minimum_seconds, non_neg_integer()}
  | {:minimum_seconds, non_neg_integer()}
  | {:maximum_seconds, non_neg_integer()}
  | {:default_seconds, non_neg_integer()}
  | {:step_seconds, non_neg_integer()}
  | {:on_demand, boolean()}


      



  


        

      


  

    
Grizzly.ZWave.Commands.WindowCoveringGet 
    



      
The WindowCoveringGet command is used to request the status of a specified Windows Covering Parameter.
Params:
	:parameter_name - the parameter's name (see Grizzly.ZWave.CommandClasses.WindowCovering for options)


      


      
        Summary


  
    Types
  


    
      
        param()

      


    





      


      
        Types


        


  
    
      
    
    
      param()



        
          
        

    

  


  

      

          @type param() ::
  {:parameter_name,
   Grizzly.ZWave.CommandClasses.WindowCovering.parameter_name()}


      



  


        

      


  

    
Grizzly.ZWave.Commands.WindowCoveringReport 
    



      
his command is used to request the status of a specified Covering Parameter.
Params:
	:parameter_name - the parameter's name (see Grizzly.ZWave.CommandClasses.WindowCovering for options)
	:current_value - the current value of the Parameter
	:target_value - the target value of an ongoing transition or the most recent transition for the Parameter
	:duration - the time needed to reach the Target Value at the actual transition rate


      


      
        Summary


  
    Types
  


    
      
        param()

      


    





      


      
        Types


        


  
    
      
    
    
      param()



        
          
        

    

  


  

      

          @type param() ::
  {:parameter_name,
   Grizzly.ZWave.CommandClasses.WindowCovering.parameter_name()}
  | {:current_value, byte()}
  | {:target_value, byte()}
  | {:duration, byte()}


      



  


        

      


  

    
Grizzly.ZWave.Commands.WindowCoveringSet 
    



      
This command is used to control one or more parameters in a window covering device.
Params:
	:parameters - The parameters to be set

	:duration - specifies the time that the transition should take from the current value to the new target value.
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        parameter()

      


    


    
      
        parameter_value()
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      param()



        
          
        

    

  


  

      

          @type param() :: {:parameters, [parameter()]} | {:duration, byte()}


      



  



  
    
      
    
    
      parameter()



        
          
        

    

  


  

      

          @type parameter() ::
  {:name, Grizzly.ZWave.CommandClasses.WindowCovering.parameter_name()}
  | {:value, parameter_value()}


      



  



  
    
      
    
    
      parameter_value()



        
          
        

    

  


  

      

          @type parameter_value() :: byte()


      



  


        

      


  

    
Grizzly.ZWave.Commands.WindowCoveringStartLevelChange 
    



      
This command is used to initiate a transition of one parameter to a new level.
Params:
	:parameter_name - the parameter's name (see Grizzly.ZWave.CommandClasses.WindowCovering for options)

	:direction - the direction of the level change (:up or :down)

	:duration - the duration of the change
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    Types
  


    
      
        param()
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      param()



        
          
        

    

  


  

      

          @type param() ::
  {:direction, :up | :down}
  | {:parameter_name,
     Grizzly.ZWave.CommandClasses.WindowCovering.parameter_name()}
  | {:duration, byte()}


      



  


        

      


  

    
Grizzly.ZWave.Commands.WindowCoveringStopLevelChange 
    



      
This command is used to stop an ongoing transition.
Params:
	:parameter_name - the parameter's name (see Grizzly.ZWave.CommandClasses.WindowCovering for options)


      


      
        Summary


  
    Types
  


    
      
        param()
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      param()



        
          
        

    

  


  

      

          @type param() ::
  {:parameter_name,
   Grizzly.ZWave.CommandClasses.WindowCovering.parameter_name()}


      



  


        

      


  

    
Grizzly.ZWave.Commands.WindowCoveringSupportedReport 
    



      
This command is used to advertise the supported properties of a windows covering device.
Params:
	:parameter_names - names of parameters supported by the device
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        param()

      


    





      


      
        Types


        


  
    
      
    
    
      param()



        
          
        

    

  


  

      

          @type param() ::
  {:parameter_names,
   [Grizzly.ZWave.CommandClasses.WindowCovering.parameter_name()]}


      



  


        

      


  

    
Grizzly.ZWave.Commands.ZIPKeepAlive 
    



      
The Z/IP Packet keep alive command
Params:
	:ack_flag - the flag if the receiving node should acknowledge the
 keep alive packet or not
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        ack_flag()

      


    


    
      
        param()
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          @type ack_flag() :: :ack_response | :ack_request


      



  



  
    
      
    
    
      param()



        
          
        

    

  


  

      

          @type param() :: {:ack_flag, ack_flag()}


      



  


        

      


  

    
Grizzly.ZWave.Commands.ZIPPacket 
    



      
Command for sending Z-Wave commands via Z/IP
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    Functions
  


    
      
        ack_response?(command)

      


    


    
      
        command_name(command)

      


    


    
      
        extension(command, extension_name, default \\ nil)

      


        Get the extension by extension name



    


    
      
        make_ack_response(seq_number, opts \\ [])

      


    


    
      
        make_nack_response(seq_number)

      


        Make a :nack_response



    


    
      
        make_nack_waiting_response(seq_number, delay_in_seconds)

      


    


    
      
        nack_response?(command)

      


    


    
      
        nack_waiting?(command)

      


    


    
      
        unwrap(arg)

      


        Removes the Z/IP Packet encapsulation from a command and returns the original command
as a binary.



    


    
      
        with_zwave_command(zwave_command, seq_number, params \\ [])

      


        Make a Z/IP Packet Command that encapsulates another Z-Wave command
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          @type flag() ::
  :ack_response
  | :ack_request
  | :nack_response
  | :nack_waiting
  | :nack_queue_full
  | :nack_option_error
  | :invalid


      



  



  
    
      
    
    
      param()



        
          
        

    

  


  

      

          @type param() ::
  {:command, Grizzly.ZWave.Command.t() | nil}
  | {:flag, flag() | nil}
  | {:seq_number, Grizzly.ZWave.seq_number()}
  | {:source, Grizzly.ZWave.node_id()}
  | {:dest, Grizzly.ZWave.node_id()}
  | {:header_extensions,
     [Grizzly.ZWave.Commands.ZIPPacket.HeaderExtensions.extension()]}
  | {:secure, boolean()}
  | {:more_info, boolean()}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      ack_response?(command)



        
          
        

    

  


  

      

          @spec ack_response?(Grizzly.ZWave.Command.t()) :: boolean()


      



  



  
    
      
    
    
      command_name(command)



        
          
        

    

  


  

      

          @spec command_name(Grizzly.ZWave.Command.t()) :: atom() | nil


      



  



    

  
    
      
    
    
      extension(command, extension_name, default \\ nil)



        
          
        

    

  


  

      

          @spec extension(Grizzly.ZWave.Command.t(), atom(), any()) :: any()


      


Get the extension by extension name

  



    

  
    
      
    
    
      make_ack_response(seq_number, opts \\ [])



        
          
        

    

  


  

      

          @spec make_ack_response(
  Grizzly.ZWave.seq_number(),
  keyword()
) :: Grizzly.ZWave.Command.t()


      



  



  
    
      
    
    
      make_nack_response(seq_number)



        
          
        

    

  


  

      

          @spec make_nack_response(Grizzly.ZWave.seq_number()) :: Grizzly.ZWave.Command.t()


      


Make a :nack_response

  



  
    
      
    
    
      make_nack_waiting_response(seq_number, delay_in_seconds)



        
          
        

    

  


  

      

          @spec make_nack_waiting_response(
  Grizzly.ZWave.seq_number(),
  seconds :: non_neg_integer()
) ::
  Grizzly.ZWave.Command.t()


      



  



  
    
      
    
    
      nack_response?(command)



        
          
        

    

  


  

      

          @spec nack_response?(Grizzly.ZWave.Command.t()) :: boolean()


      



  



  
    
      
    
    
      nack_waiting?(command)



        
          
        

    

  


  

      

          @spec nack_waiting?(Grizzly.ZWave.Command.t()) :: boolean()
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          @spec unwrap(binary()) :: binary()


      


Removes the Z/IP Packet encapsulation from a command and returns the original command
as a binary.

  



    

  
    
      
    
    
      with_zwave_command(zwave_command, seq_number, params \\ [])



        
          
        

    

  


  

      

          @spec with_zwave_command(
  Grizzly.ZWave.Command.t() | binary(),
  Grizzly.ZWave.seq_number(),
  [param()]
) ::
  {:ok, Grizzly.ZWave.Command.t()} | {:error, :unknown_command}


      


Make a Z/IP Packet Command that encapsulates another Z-Wave command

  


        

      


  

    
Grizzly.ZWave.Commands.ZIPPacket.HeaderExtensions 
    



      
Functions for working with the header extension in a Z/IP Packet.

      


      
        Summary


  
    Types
  


    
      
        encapsulation_format_info()

      


    


    
      
        extension()

      


    





  
    Functions
  


    
      
        from_binary(extensions)

      


        Try to parse a binary string into HeaderExtensions.t()
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          @type encapsulation_format_info() ::
  :crc16
  | Grizzly.ZWave.Commands.ZIPPacket.HeaderExtensions.EncapsulationFormatInfo.security()


      



  



  
    
      
    
    
      extension()



        
          
        

    

  


  

      

          @type extension() ::
  {:expected_delay, non_neg_integer()}
  | {:installation_and_maintenance_report, list()}
  | :installation_and_maintenance_get
  | {:encapsulation_format_info, [encapsulation_format_info()]}
  | :multicast_addressing


      



  


        

      

      
        Functions


        


  
    
      
    
    
      from_binary(extensions)



        
          
        

    

  


  

      

          @spec from_binary(binary()) :: [extension()]


      


Try to parse a binary string into HeaderExtensions.t()

  



  
    
      
    
    
      to_binary(extensions)



        
          
        

    

  


  

      

          @spec to_binary([extension()]) :: binary()


      



  


        

      


  

    
Grizzly.ZWave.Commands.ZIPPacket.HeaderExtensions.EncapsulationFormatInfo 
    



      
Encapsulation format info for a Z/IP Packet
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        new(security, crc16)

      


        Make a new EncapsulationFormatInfo struct



    


    
      
        security_from_byte(int)

      


    


    
      
        security_to_byte(atom)

      


    


    
      
        to_binary(encap_format)

      


        Make an EncapsulationFormatInfo into a binary
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      security()



        
          
        

    

  


  

      

          @type security() ::
  :non_secure
  | :s2_unauthenticated
  | :s2_authenticated
  | :s2_access_control
  | :s0


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() ::
  %Grizzly.ZWave.Commands.ZIPPacket.HeaderExtensions.EncapsulationFormatInfo{
    crc16: boolean(),
    security_classes: [security()]
  }


      



  


        

      

      
        Functions


        


  
    
      
    
    
      new(security, crc16)



        
          
        

    

  


  

      

          @spec new(security(), crc16 :: boolean()) :: t()


      


Make a new EncapsulationFormatInfo struct

  



  
    
      
    
    
      security_from_byte(int)
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      to_binary(encap_format)



        
          
        

    

  


  

      

          @spec to_binary(t()) :: binary()


      


Make an EncapsulationFormatInfo into a binary

  


        

      


  

    
Grizzly.ZWave.Commands.ZIPPacket.HeaderExtensions.InstallationAndMaintenanceReport 
    



      
The installation and maintenance report for a Z/IP Packet
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Grizzly.ZWave.Commands.ZWaveLongRangeChannelReport 
    



      
Command to advertise the configured Z-Wave Long Range Channel
Params:
	:channel - which channel that is used for Z-Wave long range


      


      
        Summary


  
    Types
  


    
      
        long_range_channel()

      


        The long range channel
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        Parameters to the command
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          @type long_range_channel() :: :primary | :secondary


      


The long range channel
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          @type param() :: {:channel, long_range_channel()}


      


Parameters to the command

  


        

      


  

    
Grizzly.ZWave.Commands.ZWaveLongRangeChannelSet 
    



      
Command to configure which channel to use for Z-Wave Long Range
Params:
	:channel - which channel that is used for Z-Wave long range
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        Parameters to the command
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          @type long_range_channel() :: :primary | :secondary


      


The long range channel
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          @type param() :: {:channel, long_range_channel()}


      


Parameters to the command

  


        

      


  

    
Grizzly.ZWave.Commands.ZwaveplusInfoReport 
    



      
This command reports the version of the Z-Wave Plus framework used and
provides additional information of the Z-Wave Plus device.
Params:
	:zwaveplus_version - the Z-Wave Plus framework version (required)

	:role_type - the role the Z-Wave Plus device  (required)

	:node_type - the type of node the Z-Wave Plus device  (required)

	:installer_icon_type - the icon to use in Graphical User Interfaces for network management  (required)

	:user_icon_type - the icon to use in Graphical User Interfaces for end users  (required)
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          @type param() ::
  {:zwaveplus_version, 1 | 2}
  | {:role_type, Grizzly.ZWave.CommandClasses.ZwaveplusInfo.role_type()}
  | {:node_type, Grizzly.ZWave.CommandClasses.ZwaveplusInfo.node_type()}
  | {:installer_icon_type, non_neg_integer()}
  | {:user_icon_type, non_neg_integer()}


      



  


        

      


  

    
Grizzly.ZWave.DecodeError exception
    



      
Exception for when decoding a Z-Wave Command goes wrong
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    Functions
  


    
      
        message(map)

      


        Callback implementation for Exception.message/1.
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          @type t() :: %Grizzly.ZWave.DecodeError{
  __exception__: true,
  command: atom(),
  param: atom(),
  reason: term(),
  value: binary() | byte() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      message(map)



        
          
        

    

  


  

Callback implementation for Exception.message/1.

  


        

      


  

    
Grizzly.ZWave.ZWaveError exception
    



      
Exception for when receiving unsupported Z-Wave binary
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        message(map)

      


        Callback implementation for Exception.message/1.
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          @type t() :: %Grizzly.ZWave.ZWaveError{__exception__: true, binary: binary()}
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Callback implementation for Exception.message/1.

  


        

      


  OEBPS/dist/epub-4WIP524F.js
(()=>{var s=document.querySelector.bind(document),o=document.querySelectorAll.bind(document);function r(e){document.readyState!=="loading"?e():document.addEventListener("DOMContentLoaded",e)}var l="hll";window.addEventListener("exdoc:loaded",t);function t(){o("[data-group-id]").forEach(e=>{e.addEventListener("mouseenter",i),e.addEventListener("mouseleave",i)})}function i(e){let n=e.currentTarget,a=e.type==="mouseenter",c=n.getAttribute("data-group-id");n.parentElement.querySelectorAll(`[data-group-id="${c}"]`).forEach(u=>{u.classList.toggle(l,a)})}r(()=>{t()});})();




OEBPS/assets/logo.png





